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ONSOZ

Degerli Hukuk Arastirmacilari;

Gelisim ve degisim olgusu lizerine insa edilen yeni ylizyil, diger ¢aligma alanlarmni oldugu
gibi hukuk sahasii da dogrudan etkilemistir. Dijitallesen diinyamiz ve gelecegi sekillendirecek
sistemin anahtar1 olan dijital doniistim; hukukun, tiim alt dallariyla birlikte ¢ag1 ve ¢agin
gereklerini yakalamasi zorunlulugunu ortaya cikarmustir. Dijitallesmenin hukuk alaninda
yarattig1 etkileri ulusal ve uluslararasi boyutta degerlendirmek, giincel sorunlar1 tartigmak ve
bu sorunlarin ¢dziimii i¢in yeni politikalar gelistirmek; hukukun, yagamimizin her alaninda
varlik gosteren teknolojinin son hizla gelisimine uyum saglayabilmesi icin atilacak en 6nemli
adimlardan birisidir.

Yerlesik norm ve kurallara sahip olan hukuk biliminin dijitallesmenin gerekli kildigi
gelisimi yakalamasi; uygulayicilarinin saglam temellere dayanan hukuk birikimine sahip
olmasinin yani sira dijitallesmenin getirdigi yeni ve bilinmeyen diinyanin kapilarini aralamaya
istekli olmalarina baglidir. S6z konusu istek, bu konuda verilecek egitimlerle ve sunulacak
imkanlarla desteklenmeli, bilhassa akademik kiiltiiriin tastyicisi olan iiniversitelerimiz, gelisim
ve degisimin Onclisii olma gorevini yerine getirmelidir. Bu hususta {izerine diisen kurumsal
sorumlulugun farkinda olan Universitemiz; hukuki kavram ve kurumlarin dijital cagdaki
goriiniimlerini  ve degisimlerini  biitiinliyle degerlendirebilmek, aciklayabilmek ve
yorumlayabilmek gayesiyle 15-16 Aralik 2022 tarihlerinde “Uluslararasi Dijital Cagda Hukuk
Sempozyumu” adi altinda, ulusal ve uluslararasi mecradan bir¢ok saygin akademisyenin
katilimiyla iki giin siirecek olan uluslararasi bir ssmpozyum diizenlemistir.

Fakiiltemiz biinyesinde diizenlenen sempozyumda, dijitallesmenin kamu ve 6zel hukuk
alanlarina etkileri, olumlu ve olumsuz yonleri de gozetilerek incelenmistir. Sempozyumumuzda
37 oturumda toplam 149 adet teblig sunulmus, bu alanda iilkemizdeki en genis kapsamli
etkinlik gerceklestirilmistir. Sempozyumda sunulan bildirilerin bilim diinyasina katkilar
yapmasini diler, tiim katilimcilarimiza siikranlarimizi sunariz.

Prof. Dr. Kerem BATIR
IKCU Hukuk Fakiiltesi Dekani
Editor
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DEMOKRASI TEORILERINE DiJIiTAL BiR BAKIS: TEKNOLOJIK ADALETSIZLIK
VE SIYASAL KATILIM

Ash TOPUKCU"

Dijitallesmenin, hukukun bir¢ok alaninda oldugu gibi anayasa hukuku, siyasal kurumlar ve
bu kapsamda se¢im hukuku ile siyasal katilim alaninda da git gide artan bigimde etkili oldugu
gozlenmektedir. Demokrasi kavraminin igeriginde teknolojinin gelismesi ile yasanan
farklilagsmalar ve e-demokrasi ile e-oylama kavramlar: ile karar alma siireglerinde avantaj ve
dezavantajlarm bir arada yer almasi, demokrasi teorilerinin de yeni gelismeler 151¢inda tekrar ele
almmas1 sonucunu dogurmustur.

Tim karar alma siirecleri baglaminda e-demokrasi uygulamalarmin yayginlasmasi ve adeta
bir “dijital agora” olugmasi sonucunda, 6zellikle katilime1 demokrasi ve dogrudan demokrasi
kurumlarna git gide daha ¢ok basvuruldugu tespit edilebilmektedir. Bu egilim olumlu sonuglarin
yan1 sira olumsuz sonuglar1 da beraberinde getirmektedir. Dijitallesme baglaminda siyasal katilimi
artirabilecek unsurlar artig gosterse de; teknolojiye ulagsmada giicliik, internete erisim hakki
bakimindan yasanan sorunlar, teknoloji okur-yazarliginin yayginlasamamasi gibi sebepler genel
anlamda baslica olumsuz yonleri olusturmaktadir.

Bu kapsamda temel olarak demokrasi teorilerinde dijitallesme siirecine bakisin ortaya
konmas1 ve secimler, referandumlar ve orgiitlenme ve ifade 6zgiirliigli kapsaminda tiim siyasal
katilim siire¢lerinde dijitallesmenin var olan ve potansiyel etkilerinin tartisilmasi amaglanmaktadir.

Bu kapsamda bildiri ¢er¢evesinde,

1. E-demokrasi kavrami ve e-demokrasi kurumlar1 (6zellikle e-oylama) agiklanacaktir.

2. Diinyada e-oylama yonteminin katilimci demokrasi baglaminda ornekleri (6zellikle
Estonya 6rnedi) ve anayasa yapim siireglerinde e-demokrasinin kullanimi (Izlanda Anayasasi
Ornegi) ele alinacaktir.

3. Teknolojik adaletsizlik kavrami ve bu baglamda internete erigimin bir hak olup olmadig1
tartigmalar1 ortaya konacaktir.

4. Son olarak teknolojik adaletsizligin siyasal katilima etkisi tizerine bir degerlendirme ve

oneriler sunulmaya calisilacaktir.

* Dr. Ogr. Uyesi, Yasar Universitesi Hukuk Fakiiltesi Anayasa Hukuku Anabilim Dali, asli.topukcu@yasar.edu.tr;
aslitopukcu@gmail.com
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Anahtar Kelimeler: Dijital demokrasi, siyasal katilim, e-demokrasi, e-oylama, teknolojik
adaletsizlik

A DIGITAL PERSPECTIVE FOR THE THEORIES OF DEMOCRACY:
TECHNOLOGICAL INJUSTICE AND POLITICAL PARTICIPATION

Digitalization is becoming increasingly effective in the field of constitutional law, political
institutions, electoral law and political participation, as it is in many areas of law. The
differentiations experienced with the development of technology in the content of the concept of
democracy and the concepts of e-democracy and e-voting have resulted in the reconsideration of
democracy theories.

As a result of the widespread use of e-democracy practices and the formation of a "digital
agora”, participatory democracy and direct democratic institutions have been practiced
increasingly. This trend brings positive results as well as negative consequences. Although the
factors that can increase political participation in the context of digitalization; the main negative
aspects are the difficulties in accessing technology, the problems experienced in terms of the right
to access the internet and the lack of technology literacy.

In this context, this study aims to reveal the perspective of the digitalization process in
democracy theories and to discuss the effects of digitalization in all political participation processes
within the scope of elections, referendums and freedom of association and expression.

In this sense the general scheme of the study will be formed as follows;

1. The concept of e-democracy and e-democracy institutions (especially e-voting) will be
explained.

2. Examples of the e-voting method in the world in the context of participatory democracy
(especially the Estonian example) and the use of e-democracy in the constitution making processes
(the Icelandic Constitution example) will be discussed.

3. The concept of technological injustice and the debates on whether accessing the internet
is a human right or not will be put forward.

4. Finally, an evaluation and suggestions on the effect of technological injustice on political
participation will be presented.

Keywords: Digital democracy, political participation, e-democracy, e-voting, technological

injustice
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YAPAY ZEKA UYGULAMALARININ YARGIDA KULLANILMASININ ANAYASAL
BiR BAKIS ACISIYLA DEGERLENDIRILMESI

Cansu Biisra OLMEZ*

Dijital cagda teknoloji alaninda yasanan hizli gelismeler hayatin her alaninda bir degisim ve
dontisiimii gerekli kilmistir. Bu gelismelerin hukuk alaninda da bir doniisiime yol a¢tigini belirtmek
gerekir. Yapay zekanin yargi alanindaki seyri yargi aktorlerinin mesleklerini ifa etme siireglerine
katki saglama, yargi stireglerini karar destek sistemleri ile destekleme hedefleriyle ilerlemistir. Bu
hedefler zaman i¢inde gergeklesmis ve pek ¢ok iilke yapay zeka teknolojisinin yargi alanindaki
varligini ve etkinligini giinden giine artrrmistir. Kendilerine yiiklenen hukuki verilerin kapsami
cercevesinde damigmanlik hizmeti verebilen, sézlesme inceleme ve degerlendirme yapabilen, dava
sonuglar1 hakkinda 6ngoriide bulunan yapay zeka uygulamalar1 gelistirilmis ve bu uygulamalar
cesitli lilkelerde faaliyet gostermeye baglamstir.

Yapay zekanin yargi alaninda kullanimi belge otomasyonu, igtihat bankalari, yargi
aktorlerine hukuki anlamda destek veren yapay zeka uygulamalariyla bir yandan olumlu bir izlenim
birakirken, zaman igerisinde bu uygulamalarm hizli bir gelisme ve ilerleme gostermesi bazi
endiseleri beraberinde getirmistir. Yapay zekanin yargida kullanim alaninin artarak devam etmesi
ve nihai olarak robot yargi¢larin varligi ile birlikte anayasa hukuku acisindan bazi yargisal ilkelerin
ne yonde etkilenecegi tartisilmaya baglanmustir.

Anahtar Kelimeler: Yapay zeka, yarginin bagimsizlig1 ve tarafsizhigi, esitlik ilkesi ve ayrimcilik

yasag1, masumiyet karinesi

EVALUATION OF THE USE OF ARTIFICIAL INTELLIGENCE APPLICATIONS
IN THE JUDICIARY FROM A CONSTITUTIONAL POINT OF VIEW

The rapid developments in the field of technology in the digital age have necessitated a
change and transformation in every aspect of life. It should be noted that these developments also
led to a transformation in the field of law. In the first place, artificial intelligence set out with the
aim of supporting the judicial processes with decision support systems after contributing to the
processes of the judicial actors to perform their profession. These goals have been realized over
time, and many countries have increased the presence and effectiveness of artificial intelligence

technology in their jurisdictions day by day. Artificial intelligence applications that can provide

* Dr. Ogr. Uyesi, Selcuk Universitesi Hukuk Fakiiltesi Anayasa Hukuku Anabilim Dali, cansuolmez@selcuk.edu.tr,
ORCID: 0000-0003-3998-3692.
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consultancy services within the scope of the legal data uploaded to them, examine and evaluate
contracts, and make predictions about litigation results have been developed and these applications
have started to operate in various countries. In our country, the issue of how artificial intelligence
can be used in the judiciary is discussed in the Judicial Reform Strategy, and it is planned to
increase the use of artificial intelligence in the judiciary and to increase the quality of the judiciary
system, especially to achieve important gains such as practicality and efficiency.

While the use of artificial intelligence in the judiciary has left a positive impression with
document automation, case law banks and artificial intelligence applications that provide legal
support to judicial actors, the rapid progress of these applications towards decision and action
mechanisms has brought some concerns. With the increasing use of artificial intelligence in the
judiciary and finally the existence of robot judges, it has begun to be discussed how some judicial
principles will be affected in terms of constitutional law.

Keywords: Artificial intelligence, judicial impartiality and independence, the principle of equity

and prohibition of discrimination, presumption of innocence
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DiJITAL CAGDA DEMOKRASI DISI SIiYASET YA DA DiJITAL OTORITERLIK
Kahan Onur ARSLAN*

21. Yiizyilmn ilk ¢eyregi itibartyla halen farkli anlamlara gelebilen tartigmali bir kavram olan
demokrasinin ne oldugu ya da ne olmasi gerektigi lizerinde bir uzlasi saglanamamis olsa da
demokratik oldugu kabul edilen ve demokratik oldugu kabul edilmemesi gereken devletler
arasindaki temel ayrim, halkin egemenligi ve toplumun ortak ¢ikari gibi soyut kavramlarin
oOtesinde, temelde iktidar1 ve aslinda devleti ele gecirmek i¢in silirdiiriilen siyasi miicadelenin nasil
yiriitiildigi ile ilgilidir.

Demokrasilerde, en azindan teorik olarak, ¢ok sayida orgiitlii grup (siyasi partiler), se¢men
yeterliligine sahip insanlardan olusan biiyiik halk topluluklarinin destegini almak i¢in demokratik
ilkelere dayanan se¢imlerde yarisir. Bu yarigmanin amaci devlet baskanligini almak ya da
parlamento c¢ogunlugunu saglamak suretiyle devletin temel kurumlarmm kontroliinii ele
gecirmektir. Bu siyasi rekabet biciminin temel 6zelligi iktidar yarisina katilmanin 6niindeki formel
engellerin ve se¢cimin kazanilmasi halinde iktidarin el degistirmesinin engellenmesinin, gorece,
oldukca az olmasidir. Demokrasinin “iktidarin se¢imle isbasma geldigi yonetim bi¢cimi” yerine
“iktidarin gorevine se¢imle son verilebilen bir yonetim bi¢imi” olarak tanimlanmasinin temel
nedeni budur.

Iste demokrasi disilik, tam da bu noktada 6nem kazanan bir kavram olarak karsimiza
¢ikmaktadir. Giinlimiizde demokrasi goOriiniimlii olmakla birlikte demokrasi dis1 olarak
nitelendirilmesi gereken pek cok devlette iktidar sahiplerinin, ¢esitli yontemler ve uygulamalar
vasitasiyla se¢im kaybedemeyecek konuma gelmis olduklar1 goriilmektedir. Bu tarz devletlerde
iktidar mensuplari, sistemi demokratik gostermekle birlikte, muhalif gruplarm olusmasini ve
secmene hitap etmesini engelleyen yontem ve uygulamalarin yani sira; siyasi rekabetin normlarini
ve nihayet se¢im sonuclarini degistirebilen yontem ve uygulamalar ile se¢cimleri kaybetmemeyi
saglama alabilmektedirler. Rekabetci otoriterlik olarak nitelendirilen bu yonetim seklinde
iktidarlarin bagvurabilecekleri bu yontem ve uygulamalar, dijital cagda c¢ok farkli sekillere
biirlinebilmektedir. Boylece 20. Yiizyiln ikinci yarisinda diinyanin pek c¢ok yerinde ornekleri
goriilen rekabet¢i otoriterlik, 21. Yiizyilin ilk ¢eyregi itibariyla dijital otoriterlige evrilerek varligini

korumaya devam etmektedir.

*

Dr. Ogr. Uyesi, Pamukkale Universitesi Hukuk Fakiiltesi, Genel Kamu Hukuku Anabilim Dali,
kahanonurarslan@hotmail.com, ORCID: 0000-0003-2557-5524.
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Bu calismada, farkli iilkelerde uygulama alani bulan rekabetci otoriter sistemlerde iktidar
sahiplerinin, vatandaglar1 teknoloji araciligiyla kontrol etmelerinin bir yolu olarak bagvurduklari
dijital otoriterlik uygulamalar1 {izerinde durularak, dijital otoriterlik kavrami ag¢iklanmaya
calisilacaktir.

Anahtar Kelimeler: Demokrasi dis1 politikalar, otoriterlik, dijital otoriterlik, popiilizm

NON-DEMOCRACY POLITICS IN THE DIGITAL AGE OR
DIGITAL AUTHORITARIANISM

Democracy is still a controversial concept that can mean different things as of the first quarter
of the 21st century. There is no consensus on what democracy is or what it should be. However,
the fundamental distinction between democratic states and non-democratic states is not in abstract
concepts such as the sovereignty of the people and the common interest of society. This distinction
is basically about how the political struggle to seize power and indeed the state is carried out.

In democracies, at least in theory, large numbers of organized groups (political parties)
compete in elections based on democratic principles to gain the support of large popular
communities of voters. The aim of this competition is to take control of the basic institutions of the
state by obtaining the presidency or a parliamentary majority. The main feature of this form of
political competition is that there are relatively few formal barriers to participating in the race for
power and preventing the change of power in case of winning the election. This is the main reason
why democracy is defined as "a form of government in which the power can be terminated by
elections” rather than “the form of government in which the power is elected by election”.

At this point, non-democracy emerges as a concept that gains importance. Today, in many
states that should be described as non-democratic although they look like democracy, it is seen that
the holders of power have come to a position where they cannot lose elections through various
methods and practices. In such states, the members of power present the system as if it is
democratic. However, they can resort to methods and practices that prevent opposition groups from
forming and appealing to voters. In addition, they can ensure that they do not lose the elections
with methods and practices that can change the norms of political competition and ultimately the
election results. In this form of government, which is characterized as competitive authoritarianism,
these methods and practices that power can apply can take on very different forms in the digital

age. Thus, competitive authoritarianism, seen in many parts of the world in the second half of the
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20th century, continues to maintain its existence by evolving into digital authoritarianism in the
first quarter of the 21st century.

In this study, the concept of digital authoritarianism will be tried to be explained by
emphasizing the applications of digital authoritarianism, which governments resort to as a way of

controlling citizens through technology in competitive authoritarian systems that find application
in different countries.

Keywords: Non-democracy politics, authoritarianism, digital authoritarianism, populism
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ALGORITMALAR AYRIMCILIK YASAGINA RIiAYET EDER Mi?
Miirvet Ece BUYUKCALIK

Bilisim teknolojilerinin hizla gelistigi ve kisisel verilerin korunmasinin 6éneminin de paralel

*

sekilde arttig1 gliniimiizde hukuki metinlerde ayrimcilik yasagmin farkli ayrimcilik bigimlerini
kapsar sekilde ongoriilmesi, kisisel verilerin korunmasi ihtiyacma da karsilik gelir. Toplumun
giivenligini saglama amacimdaki gozetim sistemleri araciligiyla ya da ise alim veya kredi
bagvurulari gibi stireclerde edinilen kisisel veriler lizerinden bireyin yasamina yakindan niifuz eden
kararlarin olusmasinda rol oynayan algoritmalarin, ayrimcilik yasagina riayet edip etmedikleri bu
kapsamda irdelenebilir. Irk, cinsiyet, servet ya da saglik durumu gibi kisisel veriler araciligiyla
kisinin potansiyel bir suglu olarak isaretlenmesine ya da kisinin basvurdugu ise uygun olup
olmadigina veya kisinin Oniine hangi reklamin ¢ikacagina karar veren algoritmalarin isleyisi
baglaminda, ayrimciligi yasaklandigi temellerdeki farkli davranisi ya da farkli etkiyi irdelemek
dijital cagin getirdigi “yeni” bir ayrimcilik tiirii olan algoritmik ayrimcilig1 kavramsallagtirmay1
zorunlu kilar. Calisma kapsaminda algoritmalarin ayrimeilik yasagima nasil aykiri davranabilecegi
ortaya konularak, algoritmik ayrimciligm ayrimcilik  karsiti  hukuk i¢cinde nasil
anlamlandirilabilecegi belirginlestirilmeye calisilacaktir. Nihayetinde bu calisma, dijital cagda
“yeni” bir ayrimcilik tiirii olan algoritmik ayrimcilifin dogasmi ortaya koyarak, algoritmik
ayrimciligin hangi ayrimeilik bi¢imi seklinde ortaya ¢ikabilecegini goriiniir kilma amacindadir. Bu
sayede dijitallesen diinyada bu yeni ayrimcilik tiirii karsisinda nasil onlemler alinabilecegine

yonelik onerilere varmak ile bu Onerileri tartigmaya agmak da miimkiin olabilecektir.

Anahtar Kelimeler: Ayrimcilik yasagi, algoritma, algoritmik ayrimcilik, Kkisisel verilerin

korunmasi, hassas nitelikli kisisel veriler

DO ALGORITHMS RESPECT THE PROHIBITION OF DISCRIMINATION?

Under conditions where information technologies have been developing rapidly and the
importance of personal data protection has increased in parallel in today’s world, the prohibition
of discrimination in legal texts covering different forms of discrimination also corresponds to the
need to protect personal data. Algorithms that play a role in the formation of decisions that closely

affect the life of the individual through surveillance systems aimed at ensuring the safety of society

Ars. Gor. Dr., Kocaeli Universitesi Hukuk Fakiiltesi, Genel Kamu Hukuku Anabilim Dal,
mece.buyukcalik@kocaeli.edu.tr, ORCID: 0000-0001-6126-9140.
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or through personal data obtained in processes such as recruitment or loan applications can be
examined in this context whether or not they comply with the prohibition of discrimination. In the
context of the operation of algorithms that make decisions whether the person would be marked as
a potential criminal, or whether they would be suitable for the job for which they are applying, or
which ad will appear in front of them through personal data such as race, gender, wealth or health
status, to examine the disparate treatment or disparate impact on the basis of prohibition of
discrimination requires conceptualization algorithmic discrimination, which is a “new” type of
discrimination brought by the digital age. This study will try to clarify how algorithmic
discrimination meaning can be explained in anti-discrimination law by revealing how algorithms
can act against the prohibition of discrimination. Eventually, this study aims to reveal the nature of
algorithmic discrimination, which is a “new” type of discrimination in the digital age, and to make
it visible in which form of discrimination algorithmic discrimination can emerge. Hereby, it will
be possible to come up with suggestions on how to take measures against this new type of

discrimination in the digitalized world and to open these suggestions for discussion.

Keywords: Prohibition of discrimination, algorithm, algorithmic discrimination, protection of

personal data, sensitive data
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ELEKTRONIK SiVIL ITAATSIZIK OLANAKLI MI?
Ozgiir TASDEMIR"

Dijitallesen cag, sosyallesmeyi dijitale doniistiirerek eski kavramlara yeni bir gozliikle
bakmamizi zorunlu kilmaktadir. Bu dogrultuda dijital kamusal alan, dijital demokrasi, dijital
protesto, dijital medya, ilke akla gelen kavramlardir. Yeni bir gozliikle bakilabilecek baska bir
kavram da sivil itaatsizliktir. Bu ¢aligmada sivil itaatsizligin dijital bi¢cimlerinin olanaklilig1
tartisilacak ve basta “hacktivizm” olmak tizere diger dijital aktivizm yollarindan farkliliklar
irdelenecektir. Bu irdelemede sirasinda sivil itaatsizlik altinda gerceklestirilen eylemlerin
mesruluguna iligkin tartismalardan ziyade, sanal diinyada ortaya ¢ikan bir siyasi protesto biciminin
sivil itaatsizlik olarak nitelendirilip nitelendirilemeyecegi degerlendirilecektir. Sivil itaatsizlik,
yirtrliikteki bir hukuk kuralinin, eylemci tarafindan kamuoyunun dikkatini ¢ekmek amaciyla ve
etik kaygilarla, kasten ihlalini aciklar. Eylemci kasten ihlal ettigi normlarin, hukuksal sorumlugunu
istelenmeye hazirdir. Sivil itaatsizligin en 6nemli niteligi, siddet icermeyen, bariscil bir siyasi
protesto yontemi olmasidir. Kamu vicdanina seslenen, pasif bir direnis bigimidir.

Bilisim teknolojilerinin gelisimiyle, sosyal medya platformlari, internet siteleri, e-posta
gruplar1 gibi kitlelere seslenmeye yarayan yeni yollar agilmistir. Boylelikle, dijital kamusal alan ve
bu alana seslenmeye yonelen aktivizm bigimleri dogar. Dijital aktivizmin dagarcigina sivil
itaatsizlik kavramu, ilk kez 1990’l yillarda girer. ilk defa, tipik sivil itaatsizlik bigimlerinden
oturma eylemleriyle kiyaslanarak eylemcileri tarafindan “sanal oturma eylemi” olarak nitelenen,
bir sunucuyu verilere bogarak ilgili web sitesini ya da ¢evrimig¢i hizmeti kullanilamaz duruma
getiren DDoS saldirilartyla uygulamaya konmustur. Giiniimiizde ek olarak, bilgi ucurma
(whistleblowing), telif hakki ihlali, basta web sitelerinin tahrifi olmak tizere bilisim sistemlerindeki
cesitli verilerin degistirilmesi, istenmeyen e-postalar veya e-posta bombardimani gibi baska
elektronik sivil itaatsizlik yollarinin oldugu ileri siiriilmektedir.

Tiim bu sozii edilenleri “hacktivizmden” ayirt eden nedir? Sivil itaatsizlikte de bir hukuk
normu ihlal edilir ve siyasi hedeflerle kamuya seslenilir. Buna karsin sivil itaatsizlik eylemleri
kamuya agik ve seffaftir. Dolayisiyla failleri anonim kalmazlar ve kamu otoritelerinden kagmazlar.
Yasal olmayan eylemlerinin yaptirimlariyla goniilliice ylizlesmek, protesto bi¢imlerinin bir

yoniidiir. Sivil itaatsizlikle, elektronik sivil itaatsizlik arasindaki tek fark bu da degildir. Dijital

* Dr. Ogr. Uyesi, Ankara Universitesi Hukuk Fakiiltesi Adalet Meslek Yiiksekokulu, Ceza Infaz ve Giivenlik
Hizmetleri Programi, kucuktasdemir@ankara.edu.tr
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diinyada eylemciler fiziksel varliklariyla pasif bir direnis gdsteremezler. Dijital diinyada zaten
fiziksel siddet de uygulanamaz. Ayrica eylemciler sanal diinyada her zaman anonim kalmak i¢in
genis olanaklara sahiptirler.

Elektronik sivil itaatsizlikten s6z edilebilmesi icin itaatsizlik eyleminin bireyleri hedef
almamasi, manevi cebre ve kisilik hakki ihlallerine yol agmamasi gerekir. Bir dijital aktivizm
eylemini, elektronik sivil itaatsizlige doniistiirecek asli 6zelliklerinden biri de seffafligidir. Bir
dijital protesto eylemi kamuya acik ve herkesin katilimina olanak saglayacak bir bicimde, ortalama
bir bilgisayar kullanicisinin anlayacagi ve uygulayacagi yontemler tercih edilerek organize
edilmelidir. Zira kanimizca, egitimli ve uzman, ¢ekirdek ve gizli hacker gruplarinin ortaya koydugu
eylemlerin sivilliginden s6z etmek zordur. Daha da dnemlisi, eylemcilerin anonim degil, bilinebilir
olmasidir. Ornegin yukarida s6zii edilen eylemler, hem Tiirkiye’nin tarafi oldugu Avrupa Konseyi
Siber Su¢ Sozlesmesine hem de Tiirk Ceza Kanunu’na gore bilisim sugudur. Dolayisiyla bu
eylemleri gerceklestiren bir eylemcinin, karsilasacagi ceza yaptirimini goniilliiliikle kabullenmesi
ve kolluk kuvvetlerinden saklanmamasi, kagmamasi gerekir. Sanal diinyanin kolay etkilesimli ve
erisilebilir ortaminda, elektronik sivil itaatsizlik eylemleri, kamunun katilimma agik, kamuya
seslenen ve artan katilimla sesini biiyliten, katilimcilarinin kimliklerini a¢ik¢a duyurmadigi ama
devletten de saklamadigi kisilik hakki ihlali igermeyen eylem bi¢gimlerinden olusabilir.

Anahtar Kelimeler: Elektronik sivil itaatsizlik, dijitallesme, hacktivizm, dijital protesto, hukuk

ELECTRONIC CIVIL DISOBEDIENCE
WOULD IT BE POSSIBLE?

The Digital Age compels us to relook to old concepts with a new eye by transforming
socialization into digital. In this context, digital public sphere, digital democracy, digital protest,
digital media, are the new concepts that come to mind easily. Another concept that can be viewed
through a new eye is civil disobedience. In this study, the possibility of digital forms of civil
disobedience will be discussed and their differences from other forms of digital activism, like
hacktivism, will be examined. In this examination, it will be evaluated whether a form of political
protest that emerges in the virtual world can be qualified as civil disobedience rather than the
debates on the legitimacy of acts taken during any kind of civil disobedience. Civil disobedience
describes willful violation of the legal norms by the activist to attract public attention for moral and
political reasons. The activist is ready to concede the legal responsibility of her intentional

lawbreaking. The most important characteristic of civil disobedience is that appears as a form of
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resistance without violence. It is a peaceful method of political protest and a way of passive
resistance that appeals to the public conscience.

With the emerging information technologies, new ways to reach the large masses such as
social media platforms, websites and e-mail groups are made. Thus, the digital public sphere and
new forms of digital activism were born. The concept of civil disobedience was firstly used in the
1990s. It had been implemented for the first time with DDoS attacks, which are described as virtual
sit-ins by activists. In this day and time, it is claimed that there are other electronic civil
disobedience ways such as whistleblowing, infringement of copyright law, modification of data
use, spam, or e-mail bombardment.

What distinguishes all the above mentioned emphasizes about civil disobedience from
“hacktivism”? In civil disobedience, a legal norm is violated and manifested to the public with
political goals. So, acts of civil disobedience are visible for the public and transparent. Therefore,
their perpetrators do not hide behind the cloak of anonymity and do not flee from public authorities.
Voluntarily concede of their illegal actions’ sanctions is one of the aspects of this protest form.
This is not the only difference between classic civil disobedience and electronic civil disobedience.
In the digital world, activists cannot use passive resistance without their physical presence.
According to same reason, in the digital world, physical violence cannot be used. In addition,
activists have a broad range of opportunities to remain anonymous in the virtual world.

In our opinion electronic civil disobedience acts must not point individuals and civil people
and must not lead to psychological coercion and violations of personal rights. Transparency is one
of the essential features that transforms digital activism forms to electronic civil disobedience. A
digital protest should be organized in cyber public domain and inclusive manner by using methods
that the average computer user can understand and apply. Because, for our opinion, it is difficult
to talk about the civility of the actions of the master and secret hacker groups. More importantly,
civil disobedience activists are not anonymous. For example, the above-mentioned acts of
electronic disobedience also called cybercrime according to The Council of Europe Convention in
Cybercrime which signed by Turkey, and the Turkish Penal Code. Therefore, an activist who
commits these acts shall not be fugitive. In the virtual world’s interactive and feedback
environment, electronic civil disobedience should comprise transparent protest methods that are
open to public participation and raise citizens’ political voices regarding improved public

participation.
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TURK HUKUKUNDA ELEKTRONIK iZLEME iLE HAPIS CEZASININ KONUTTA
CEKTIRILMESI

Ahu KARAKURT EREN®

Ceza infaz kurumlarinin doluluk oranlar1 dikkate alindiginda hapis cezalarmnin ceza infaz
kurumlarida infaz edilmesi, devletin maliyesine ciddi bir yiik getirmektedir. Ayrica kimi zaman
hapis cezalarinin infaz kurumlarinda infaz edilmesi, hiikiimlii ile hiikiimliiniin yakinlariin hayati
bakimindan cezanin amacini asan bicimde yikict etkiler de yaratmaktadir. Yine infaz
kurumlarindaki yogunluk nedeniyle hapis cezalarinin infaz kurumlarinda infazmnimn hiikiimliiniin
yeniden sosyallesme bakimindan ne derecede islevsel oldugu hususu tartisilabilir durumdadir.
Hapis cezalarmin infaz kurumlarinda infaz1 bakimindan belirtilen sakincalarinin cezalarin genel ve
0zel Onleme amaciyla bagdasir bigimde bertaraf edilebilmesi yadsmamayacak bir toplumsal
ihtiyactir. Elektronik izleme sozii edilen ihtiyaca yonelik olarak dijital cagda basvurulan yeni bir
infaz yontemidir. Ancak bu yontemin olasi tiim yararlarina ragmen hiikiimliiniin ayagina vurulmus
pranga misali agir insan hakki ihlallerine yol agmasi da olasidir ya da bu infaz bigiminde
hiikiimliintin ekonomik {istiinliiklerinin hiikmiin infazinda esitlik esasina aykir1 olarak tamamen
cezanin amaciyla bagdasmaz nitelikte biiylik bazi kisisel avantajlara doniismesi de ihtimal
dahilindedir. Ifade edilen olasiliklar bu alternatif infaz yonteminin cok boyutlu olarak tartisilmasini
gerekli kilmaktadir. Ote yandan Tiirk hukukunda uygulanmasma 2012 yilinda baslanan elektronik
izleme, sadece hiikiimlii bakimindan hapis cezasmin infazina yonelik uygulanan bir infaz yontemi
degildir. Ayn1 zamanda siipheli, sanik bakimindan tutuklamaya alternatif bir koruma tedbiri ve
ozellikle siddet magdurlarinin korunmasina yonelik bir dnleme tedbiridir. Ancak bu bildiride
elektronik izleme meselesinin bir boyutu ele alinacak olup, yalnizca hapis cezasinin infaz yontemi
olarak hapis cezalarinin elektronik izleme ile konutta c¢ektirilmesi incelenecektir. Bu c¢ercevede
Tiirk hukukunda 5275 sayili Ceza ve Giivenlik Tedbirlerinin infazi Hakkinda Kanun’un 110.
maddesinde diizenlenen hapis cezasmin konutta ¢ektirilmesi usuliine iliskin genel bilgi verildikten
sonra yuriirlikteki mevzuat hiikiimlerine gore elektronik izleme ile hapis cezasinin konutta
cektirilmesinin hangi kosullarda ve nasil miimkiin olduguna iliskin genel bir fotograf ortaya

konulacaktr. Uygulamada yasanan sikintilara da isaret edilerek bu infaz yOnteminin mevcut

* Dr. Ogr. Uyesi, Izmir Demokrasi Universitesi Hukuk Fakiiltesi Ceza ve Ceza Usul Hukuku Anabilim Dali,
ahu.karakurt@idu.edu.tr
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diizenlenme bicimiyle yarar ve sakincalari sorgulanacak, infaz hukukunun temel ilkeleriyle

baglant1 kurularak olmasi gereken hukuk acisindan somut 6neriler gelistirilmeye ¢aligilacaktir.

Anahtar Kelimeler: Infaz hukuku, elektronik izleme, hapis cezasi, hapis cezasmin konutta infazi,

elektronik kelepge

SERVING IMPRISONMENT TIME IN THE FORM OF HOUSE ARREST BY
ELECTRONIC MONITORING IN TURKISH LAW

Considering the occupancy rates of penal institutions, carrying out imprisonment sentences
at these institutions creates a substantial burden on the treasury of the state. Additionally, the
implementation of imprisonment time at penal institutions sometimes creates destructive effects to
an extent exceeding the intended impact of sentencing on the lives of convicted individuals and
their relatives. Likewise, due to the crowded state of penal institutions, the extent to which having
convicted individuals serve their time at these institutions is functional in terms of their re-
socialization may be debated. It is an undeniable societal need to eliminate the harms of having
imprisonment sentences served at penal institutions in a manner that is compatible with the
individual and general prevention aspects of punishment. Electronic monitoring is a new method
of enforcement that is practiced in the digital age regarding the aforementioned need. However,
despite all the potential benefits of this method, it is also possible for it to result in severe human
rights violations in the form of effectively fettering the convicted individual, or the transformation
of this conviction into some substantial individual advantage to an extent that is incompatible with
the intended impact of sentencing due to the financial power of the convicted, in contradiction with
the principle of equality in the execution of a sentence. These possibilities in question require a
multidimensional discussion on this alternative method of enforcement. Nevertheless, electronic
monitoring, which started to be implemented in 2012 in Turkish Law, is not just a method of
enforcement for the execution of imprisonment sentences for convicted individuals. It is also a
preventive measure alternative to pre-trial detention for the suspect or defendant, and especially a
protective measure for the safety of victims of violence. However, in this article, only one aspect
of the issue of electronic monitoring is considered, and the concept of serving imprisonment time
in the form of house arrest by electronic monitoring is investigated. In this context, after providing
general information on the execution of imprisonment sentences in the form of house arrest as
described in Article 110 of Law No. 5275 on the Execution of Criminal and Security Measures, a

broad picture is presented regarding how and in which conditions implementing house arrest by
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electronic monitoring is possible according to the provisions of the current legislation. The benefits
and harms of this enforcement method in its current state are questioned based on problems
experienced in practice, and it is aimed to raise tangible recommendations in terms of lex ferenda
by establishing a connection with the main principles of law on criminal execution.

Keywords: Law on criminal execution, electronic monitoring, imprisonment sentence, serving
imprisonment sentence at home, ankle monitor
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SORUSTURMA ASAMASINDA OLAY YERI INCELEMESINDE YAPAY ZEKA
KULLANIMI

Cagr KAN”

Ceza muhakemesi hukuku giliniimiizde masumiyet karinesi etrafinda sanigin menfaatleri ile
toplumun menfaatlerini koruyarak gergegi arastirmaktadir.® Gergek, deliller ile arastmrilir ve
kuskuya yer birakmayacak derecede ispat faaliyetine girisilir. Ceza muhakemesi basit siipheyle
sorusturma evresinde baslamaktadir. Deliller Cumhuriyet savcisina ve kolluga ulagan bir olayin
incelenmesi neticesinde degerlendirilmektedir. Cumhuriyet savcisi yeterli siiphe buldugu durumda
CMK m. 170 f. 2 uyarinca iddianame diizenlemektedir. Mahkeme tarafindan iddianamenin kabulii
ile kamu davas1 agilmakta ve kovusturma evresi baglamaktadir.

Olay yeri sugun izlerinin bulundugu, olaym islenisinin saptandigi yerdir. Olay yeri
incelemesi ile sugun aydinlatilmasina yardim edecek maddi deliller bulunur, nitelenir, iliskiler
tespit edilir ve degerlendirilir.? Ancak araya zaman girdik¢e olay yerinin aynmi sekilde muhafaza
edilmesi giictiir. Bu nedenle olay yeri incelemesi yapildiginda, kamera ile tespit edilir ve
krokilendirilir. Olayin ( sug fiilinin ) ne sekilde olustuguna iligskin bir ¢izimsel aktarim ile sug fiili
gosterilir. Bu konuda kullanilan yontem ve teknikler adli vakanm aydimnlatilmasi bakimindan
onemlidir.? iddia makami bu aktarima gore yeterli siipheyi yorumlamaktadir. Olay yeri incelemede
yapilacak bir yanhishk, degerlendirmede bir hata veya eksiklik, mevcut delillerin
degerlendirilememesi, deliller arasindaki yakin ve uzak iliskilerin kurulamamasi ve neticede
delillerin yeterli stiphe olusturmadigi degerlendirilmesine yol agacaktir. Bunun istenmeyen sonucu
delil oldugu halde degerlendirme hatasi nedeniyle takipsizlik karar1 verilmesine sebep olmasidir.
Ornegin bir vakanin cinayet mi intihar m1 oldugunun dogru tespiti olay yeri incelemesinin
verilerinin saglikli degerlendirilmesine baglidir. Bu noktada delil araclariin degerlendirilmesinde
bir belirtinin olay akis semasinda yanlis yerde yer almasi ile ispat giicli yiiksek delillerle
iliskilendirilerek yerlestirilmesi, masum bir kisinin hakkinda sorusturma acilmasmna sebep

olabilecektir. Bir bagka mesele olay yerinin adli vakanin olustugu tarihten ¢ok sonra bir tarihte
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bulunmus olmasi ve sugun islendigi tarihle aradan gecen uzun zaman igerisinde almis oldugu yeni
boyutun degerlendirilmesinin adli antropolojiden adli arkeolojiye kadar farkli disiplinlerin
degerlendirme alanina girebilmesidir. Bu tip durumlarda olay yerinin havadan drone ile ¢ekilmesi
son donemlerde kullanilmaya baglanmugtir.* Ancak drone ile yapilan gegmisle bugiin arasinda iliski
kurmamaktadir. Calismada yapay zekanmn hukuki analiz ve delil degerlendirilmesi konusunda
kullanilmaya baslanmas1 ile birlikte delillerin tutarli, gercege uygun ve siiratli bir sekilde
degerlendirilmesi ile sorusturma asamasinda kullanilabilirligi incelenecektir. Calisma ile yapay
zekanin maddi deliller arasindaki algoritmayi ortaya koymada davanin agilmasi, baslangi¢
stiphesinin 6zellikle olay yeri inceleme ile birlikte degerlendirilmesi gereken teknik veri igeren
noktalarda yorumlanmasinda tutarliligi degerlendirirken nesnel bir veri olusturabilecek midir? Bu
noktada cumhuriyet savcisi takipsizlik karar1 verdiginde bu karara karst CMK m. 173 f. 2 uyarinca
yapilan itirazda kamu davasmin agilmamasi kararia neden olan olaylar ve delillerin daha agik bir
sekilde tartisilmasi olanagina sahip olunacak midir?

Anahtar Kelimeler: Yeterli siiphe, sorusturma, delil, olay yeri, takipsizlik

THE USE OF ARTIFICIAL INTELLIGENCE AT THE CRIME SCENE DURING THE
CRIMINAL INVESTIGATION

Nowadays, the criminal procedure law seeks the truth around the presumption of innocence
by protecting the interests of the accused and the interests of the society. The truth is investigated
with evidences and the activity of proof is attempted to a degree that leaves no room for doubt.
Criminal procedure starts with simple suspicion in the investigation phase. Evidences are evaluated
as a result of the examination of an incident that reached the public prosecutor and law enforcement.
If the public prosecutor finds reasonable doubt, he prepares an indictment according to the CMK
m. 170 f. 2. With the acceptance of the indictment by the court, a public lawsuit is opened and the
prosecution phase begins.

The crime scene is the place where the traces of the crime are found and the crime is
committed. With the crime scene investigation, material evidence that will help to shed light on the
crime is found, qualified, relations are determined and evaluated. However, as time passes, it is
difficult to preserve the crime scene in the same way. Therefore, when the crime scene is

investigated, the crime scene is detected and sketched with a camera. In this regard the methods

4 Ceker, Deren, AUDTCF, Antropoloji Dergisi, Say1:32 (Aralik 2016), s.13-21 “Olay Yeri Inceleme ve Caligmalarinda
Adli Arkeolog ve Adli Antropologlarin Rolii: Kuzey Kibris ve Tiirkiyede’ki Giincel Durum” s. 17.
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and techniques used are important in terms of illuminating the forensic case. The prosecution
interprets reasonable doubt according to this transmission. An inaccuracy in the crime scene
investigation, an error or deficiency in the evaluation, the inability to evaluate the existing
evidence, the inability to establish close and distant relationships between the evidences, and
eventually will lead to the assessment that the evidence does not create sufficient suspicion. The
undesirable result of this is that it leads to a decision of non-prosecution due to an evaluation error
even though there is evidence. For example, the correct determination of whether a case is murder
or suicide depends on the healthy evaluation of the crime scene investigation data. At this point, in
the evaluation of evidentiary tools, placing a symptom in the wrong place in the march of events
chart and associating it with evidence with high probative force may cause an investigation against
an innocent person. Another issue is that the crime scene was found long after the forensic incident
occurred, and the evaluation of the new dimension it has acquired in the long time since the crime
was committed can enter the field of evaluation of different disciplines, from forensic anthropology
to forensic archeology. In such cases, aerial drone filming of the crime scene has been used
recently. However, the determination made with the drone does not establish a relationship between
the past and the present. In this study, with the use of artificial intelligence in legal analysis and
evaluation of evidence, its availability in the crime investigation will be examined with the
consistent, truthful and rapid evaluation of the evidence. Will the filing of a lawsuit in revealing
the algorithm between the study and the material evidence be able to create an objective data while
evaluating the consistency in the interpretation of the initial suspicion, especially in the points
containing technical data that should be evaluated together with the crime scene investigation? At
this point, when the prosecutor decides decision of non prosecution, CMK m. 173 f. 2 will there be
an opportunity to discuss more openly the facts and evidence that led to the decision not to open a
public case in the objection made pursuant to?

Keywords: Reasonable doubt, criminal mnvestigation, evidence, scene of crime, decision of non-

prosecution
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ANAYASA’NIN 41/4. MADDESI KAPSAMINDA COCUKLARIN DiJITAL ORTAMDA
CINSEL ISTISMARA KARSI KORUNMASI

Ebru YAVUZ YAYLA"

Internet ve dijital diinya, Covid 19 kiiresel salginmin da etkisiyle giiniimiizde hayatimizin
vazgegilmez bir parcasidir. Cep telefonu teknolojisindeki gelismeler, uygulamalarin hayati
kolaylastirmasi, internet kullanimini yayginlastirmis ve yagamin vazgecilmezi haline getirmistir.
Su an ¢ocuk diyebildigimiz 2005 ve sonrasi dogumlular i¢in internet ve dolayisiyla dijital ortam,
bebekliklerinden beri i¢inde bulunduklar1 ve yas aldikca daha da kullandiklari, kullandik¢a
baglandiklar1 bir diinya halini almistir.

Gerek Diinya gerekse Tiirkiye niifusunun % 25’1 ¢ocuk kabul edilen 5-18 yas grubu® olup,
bu ¢ocuklar tabiri caizse dijital diinyanm i¢ine dogmaktadirlar. Internet ve dijital medya sayesinde
cocuk sosyallesip eglenmenin yam sira 6devlerini ve arastirmalarini yapabilir, ders calisabilir,
bunlarla baglantili olarak da yaraticiligmi gelistirebilir. Buna karsin ¢ocuklara karsi internet ve
dijital ortamda islenen suclar artmakta olup bunlardan en 6nemli ve zarar vericisi cinsel istismar
suclaridir. Cocugun internet yoluyla fotograflarinin elde edilmesi ve bu fotograflarin
yayimlanmasi, ¢ocukla cinsel i¢erikli iletisim kurulmasi, ¢ocugun kamera karsisinda cinsel igerikli
davranislarda bulunmaya ikna edilmesi gibi taciz ve istismar yontemlerinden bazilar1 ¢evrim ig¢i
cocuk istismarini olusturmakta olup, devletin ve dogal olarak ailelerin buna kars1 6nlem almasini
gerektirmektedir.

Cocuklar yetigkinlere gore daha savunmasiz ve tecriibesiz olduklarindan resit, yani akil balig
oluncaya kadar Devletten, toplumdan, 6zellikle de anne ve babasindan (velisinden) destek
gormelidirler. Bu nedenle “Ailenin korunmasi ve cocuk haklar1” baslikli Anayasa’nin 41/4.
maddesinde, “Devlet, her tiirlii istismara ve siddete karsi ¢ocuklar1 koruyucu tedbirleri alir.”
hilkmiine yer verilmis ve bu alinacak tedbirler Anayasa 10/3. maddesi uyarinca esitlik ilkesine
aykiri saytlmamaistir.

Bu acgiklamalar 15181nda Oncelikle internet ve dijital diinyada; ¢cocugun konumu ve haklari,

cocugun maruz kalabilecegi zararli davraniglar ve ¢evrimigi istismar agiklanacak Anayasa ve ¢cocuk

* Dr. Ogr. Uyesi, Izmir Bakirgay Universitesi Hukuk Fakiiltesi, ebru.yavuzyayla@bakircay.edu.tr

120.10.2022 tarihli raporun verileri i¢in bkz. https://wearesocial.com/us/blog/2022/10/the-global-state-of-digital-in-
october-2022/, erisim tarihi:22.10.2022; TUIK verileri i¢in bkz. https://data.tuik.gov.tr/Bulten/Index?p=Istatistiklerle-
Genclik-2021-45634#:~:text=T%C3%9C%C4%B0K%20

Kurumsal &text=Adrese%20Dayal%C4%B1%20N%C3%BCfus%20Kay%C4%B1t%20Sistemi,971%20bin%20289
%20ki%C5%9Fi%200ldu, erisim Tarihi:22.10.2022.
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haklarina iliskin diizenlemeler 1s1g1inda alinabilecek tedbirler ile bu tedbirlerin devletin pozitif ve
negatif ylikiimliliigii kapsaminda degerlendirilmesi yapilacaktir.

Anahtar Kelimeler: Cocuk, internet, cocugun cinsel istismari

PROTECTION OF CHILDREN AGAINST SEXUAL ABUSE IN DIGITAL
ENVIRONMENT UNDER ARTICLE 41/4 OF THE CONSTITUTION

The internet and the digital world are an indispensable part of our lives today, with the effect
of the Covid 19 global epidemic. Developments in mobile phone technology, applications have
made life easier, the use of the Internet has become widespread and indispensable for life. For those
born in 2005 and after, which called as children, the internet and therefore the digital environment
has become a world that they have been in since their infancy and that they use more and more as
they get older, and connect as they use it.

25% of both the world’s and Turkey’s population is 5-18 age group?, which is considered
children and these children are born into the digital world, so to speak. Thanks to the internet and
digital media, the child can not only socialize and have fun, but also do her homework and research,
study, and develop her creativity in connection with these. On the other hand, crimes against
children on the internet and digital media are increasing, and the most important and damaging of
these is sexual abuse crimes. Some of the methods of harassment and abuse, such as obtaining and
publishing photographs of the child via the internet, communicating with the child with sexual
content, convincing the child to engage in sexual acts in front of the camera, constitute online child
abuse and require the state and naturally families to take measures against it.

Since children are more vulnerable and inexperienced than adults, they should receive
support from the State, society, especially their parents (guardians) until they reach the age of
majority, that is, sane. For this reason, in Article 41/4 of the Constitution titled “Protection of the
family and the rights of the child”, “The State takes measures to protect children against all kinds
of abuse and violence.” and the measures to be taken are not deemed contrary to the principle of

equality in accordance with Article 10/3 of the Constitution.

2 See for data dated 20.10.2022 in https://wearesocial.com/us/blog/2022/10/the-global-state-of-digital-in-october-
2022/, date to access:22.10.2022; See for TUIK data in https://data.tuik.gov.tr/Bulten/Index?p=lstatistiklerle-Genclik-
2021-45634#:~:text=T%C3%9IC%C4%B0OK%20Kurumsal &text=Adrese%20Dayal%C4%B1%20N%C
3%BCfus%20Kay%C4%B1t%20Sistemi,971%20bin%20289%20ki%C5%9Fi%200ldu, date to access: 22.10.2022.
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In the light of these explanations, first of all, the position and rights of the child in the internet
and digital world, the harmful behaviors that the child may be exposed to and online abuse will be
explained, and the measures that can be taken in the light of the Constitution and the regulations
on children's rights and these measures will be evaluated within the scope of positive and negative
obligations of the state.

Keywords: Child, internet, child sexual abuse
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NORMLARIN VE SUCLARIN iICTIMAI ACISINDAN BILiSIM SUCLARI
Erkan SARITAS*

TCK’nin 243-246. maddeleri arasinda diizenlenen bilisim alaninda suglar ya da kisaca
bilisim suglari agisindan sug teorisine dair pek ¢ok tartigmali mesele bulunmakla birlikte bu
tartigmalarin higbiri bu sug tipleri arasindaki ig¢tima iliskileri kadar ¢etrefilli degildir. Bununla
birlikte bu mesele, genellikle sug tiplerini miinferit olarak inceleyen ¢aligmalarda ele alinmuis,
biitlinsel bir incelemeye konu edilmemistir. Oysa s6z konusu sug tiplerinin, i¢tima ilke ve kurallar1
yoniinden biitiinsel bir sekilde ele alinarak meselenin incelenmesi hem sug teorisi hem de yargi
pratigi acisindan oldukca faydali olacaktir.

Bu cergevede tebligimizde bilisim suglarinda igtima iliskileri kapsaminda ii¢ temel mesele
inceleme konusu yapilmistir: Bunlardan ilki, failin TCK m.243 kapsamina girecek sekilde bir
bilisim sistemine hukuka aykir1 sekilde girdikten sonra m.244 kapsamina girecek sekilde
sistemdeki verileri bozmas1 halinde nasil bir uygulama yapilacagidir. Benzer bir durum TCK
m.245/2 kapsamina girecek sekilde baskasina ait kredi kartini ele geciren kimsenin, akabinde TCK
m.245/3 kapsamina girecek sekilde bu kart1 kullanarak yarar saglamasi agisindan da s6z konusudur.
Ucgiincii tartismali mesele ise failin sug teskil eden bir fiille ele gecirdigi kredi kartin1 kullanarak
kendisine yarar saglamasi halinde yalnizca TCK m.245/1 geregince mi yoksa bunun yaninda ayni
zamanda isledigi diger su¢ (6rnegin TCK m.141) nedeniyle de mi sorumlu tutulacagidir. Bu
sorunlarin ¢6ziimii agisindan simdiye kadar doktrinde gergek igtima, fikri ictima, gecitli sug, karma
sug, tiiketen-tiiketilen norm yoniinden goriiniiste igtima gibi ¢esitli hukuki kurumlar temelinde pek
cok farkli goriis ileri siirlilmiistiir ve bunlarin pratik sonuglar1 da birinden oldukg¢a farklhidir.

Bize gore her ii¢ durumda da tipik bir cezalandirilmayan dnceki hareket iliskisi sz
konusudur. Nitekim 6rnegin ilk tartigma konusu acisindan fail yalnizca sonraki hareketi nedeniyle
244. madde nedeniyle sorumlu tutulacaktir. Zira bu fiillerin, ayn1 baglamda islenmeleri ve
aralarmdaki hukuksal deger ihlali baglantis1 nedeniyle tek bir sosyal degersizlik yargisinin konusu
olmalar1 ¢ergevesinde daha agir ihlale konu olan TCK m.244 nedeniyle failin cezalandirilmas,
digerinin sosyal degersizligini ve cezalandirilma amacmi zaten karsilayacagindan, ayni failin bir
kez de daha hafif ihlale konu TCK m.243 nedeniyle cezalandirilmasini gereksiz kilacaktir. Ayni

sonuca, diger iki sorun agisindan da varmamiz miimkiindiir. Dolayistyla her ii¢ meselenin de

* Dr. Ogr. Uyesi, Istanbul 29 Mayis Universitesi, Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dal,
esaritas@29mayis.edu.tr
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normlarin i¢timai ilkeleri gercevesinde ¢oziimlenmesi bizce miimkiin olup bu halde artik suclarin
ictimar hiikiimlerine gitmeye gerek bulunmamaktadir.
Anahtar Kelimeler: Bilisim suglari, normlarin igtimai, fikri igtima, gerg¢ek igtima,

cezalandirilmayan 6nceki hareketler

CYBER-CRIMES IN TERMS OF CONCURRENCE OF NORMS AND CRIMES

There are many controversial issues regarding the crime theory in terms of cyber-crimes,
which are regulated at TPC art.243-246. However, none of these discussions is as complicated as
the concurrence of norms and crimes between these crime types. On the other hand, this issue has
generally been dealt with in studies examining crime types individually and has not been the subject
of a holistic analysis. However, in terms of the principles and rules of concurrence of norms and
crimes, examining the issue in a holistic manner will be very beneficial for both crime theory and
judicial practice.

In this context, in this paper, three main issues have been examined within the scope of
concurrence of norms and crimes in terms of cyber-crime: The first of these is what kind of legal
evaluation will be taken in the event that the offender unlawfully entered an cyber-system within
the scope of TPC art 243 and then corrupted this cyber-system within the scope of TPC art 244.
Secondly, we should also consider what kind of legal action should be taken if a person who has
seized someone else's credit card within the scope of TPC art 245/2 will later use it to benefit
himself within the scope of article TPC art 245/3. The third controversial issue is when a person
gains a benefit by using a credit card obtained by committing a crime. In this case, it should be
clarified whether the offender will be held responsible only in accordance with TPC art 245/1 or
also for the other crime (for example, TPC art 141) he has committed. In terms of the solution of
these problems, many different views have been put forward in the law doctrine within the
framework of various legal principles such as real concurrence, ideal concurrence, progressive
crime, combined crime or principle of consumption.

In my view, all three issues should be resolved within the concept of unpunishable prior acts.
For example, in the first case that we mentioned above, the offender will be held responsible only
for his subsequent action, due to TCK article 244. This is because these acts are committed under
the same context and violating the same legal value and these acts are the subject of a single
normative-social valuelessness judgment due to the these connections among them. For this reason,

punishing the offender for his act within the scope of TCK Article 244 will also consume the
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normative-social valuelessness of his other act and it will become unnecessary to punish the same
offender for his lesser offense under TCK Article 243. Therefore, in my opinion, it is possible to
solve all three of the above-mentioned issues within the framework of the principles of concurrence
of norms, and in this case, there is no need to go to the rules of concurrence of crimes.

Keywords: Cyber-crimes, concurrence of norms, ideal concurrence, real concurrence,

unpunishable prior acts
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E-DURUSMANIN CEZA MUHAKEMESINDE UYGULANABILIRLIGIi VE
DOGRUDANLIK iLKESI UZERINDEKI ETKIiSi

Feride ACIKALIN"

Teknolojinin gelismesiyle ortaya ¢ikan dijitallesme siireci, Covid-19 salgmin da etkisiyle
hukuk diinyasinda bir takim degisim ve doniisiimleri gerektirmis, bu degisim ve doniisiim dijital
araclarin aktif kullanimimi yayginlastirmustir.

Uyap ve Segbis, dijitallesmenin ceza muhakemesi hukukundaki 6nemli goriiniimlerini
olusturmaktadir. Ceza Muhakemesi Kanunu’nda daginik bi¢imde sesli ve goriintiilii bilisim
sisteminin kullanilmasina 1iliskin diizenlemelere yer verilmistir. Segbis’e iliskin ayrintili
diizenlemeler ise Ceza Muhakemesinde Ses ve Goriintlii Bilisim Sistemlerinin Kullanilmasi
Hakkinda Yonetmelik’te yer almaktadir. Ceza Muhakemesi Kanunu’ndaki hiikiimler
incelendiginde, bu sistemin, siiphelinin, sanigin, magdurun ve tanigin ifade, sorgu veya durugsma
sirasinda ses ve goOrlntii kaydimin alinmasina veya zorunluluk gerektiren durumlarda sanigm,
tanigin ve bilirkisinin ses ve goriintli aktarimi suretiyle dinlenmesine iliskin oldugu goriilmektedir.
Ceza infaz kurumunda, tedavi kurumunda bulunan kisiler ile yakalama emri {izerine yakalanip da
yetkili hakim veya mahkeme huzuruna ¢ikarilamayan kisiler de Segbis ile dinlenebilecegi gibi
durugmalara da katilabilmektedir.

Uzun zamandir kullanilan dijital yontemlerin gelistirilmesiyle e-durugsma, Uyap sistemiyle
biitiinlestirilmis ve 17 Haziran 2020’de Adalet Bakanligi tarafindan e-durusma denenmistir. Adalet
Bakanlig1 verilerine gore, halihazirda e-durusma tiim illerde ve 2475 hukuk mahkemesinde
uygulanmaktadir.

Hukuk Muhakemelerinde Ses ve Gériintii Nakledilmesi Yoluyla Durusma Icras1 Hakkinda
Yonetmelik’te e-durusma “hukuk yargilamalarinda ayni anda ses ve goriintii nakledilmesi yoluyla
bulunduklari yerden, tarafin veya vekilinin durusmaya katilmalarimi ve wusul islemleri
yapabilmelerini; tamigin, bilirkisinin, uzmanin ve diger ilgililerin dinlenilmelerini” ifade eden
sistem seklinde tanimlanmis olup, ceza muhakemesinde e-durusmaya iliskin, CMK’da ve Segbis
Y 6netmeligi’nde herhangi bir diizenleme bulunmamaktadir. Hukuk mahkemelerinde uygulanan e-
durusma, davanin taraflar1 ve vekil ile tanigin, bilirkisinin, uzmanin ve diger ilgililerin durugmaya

katilmasini kapsarken; ceza mahkemelerinde uygulanan sesli ve goriintiilii bilisim sistemi siipheli,

* Ars. Gor., Jandarma ve Sahil Giivenlik Akademisi, Giivenlik Bilimleri Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku,
ferideacikalin@hotmail.com, ORCID: 0000-0002-7426-7467
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sanik, magdur, tanik ve bilirkisinin dinlenmesine iliskindir; avukatin bu sistemle durusmaya katilip
katilamayacagina iligkin bir diizenleme bulunmamaktadir. Hukuk mahkemelerindeki e-durusma
tiim hukuk yargilamalarini kapsarken; ceza muhakemesinde Segbis sinirli sayidaki duruma 6zgii
olarak uygulanmakta ve e-durusmaya iliskin kurallar1 kapsayan bir diizenleme bulunmamaktadir.

Durusmanin ¢evrimigi yapilmast ve taraflarin fiziken durugma salonunda olmamasi, e-
durugmanin ceza muhakemesinde uygulanabilirligi ve ceza muhakemesinin temel ilkelerinden
dogrudanlik ilkesinin nasil etkilenecegi sorusunu akla getirmektedir. Dogrudanlik, delil ikamesinin
bizzat hiikiim verecek mahkemece gergeklestirilmesi; araya vasita girmeksizin mahkemenin, sanik,
tanik ve diger tiim delillerle bire bir kars1 karsiya gelmesi ve dogrudan temas etmesidir.!

Segbis araciligiyla gergeklestirilebilecek e-durusmada ayni anda ses ve goriinti
iletilebilmektedir. Ses ve goriintii aktarimima ragmen delil ikamesi, fiziken hakim veya mahkeme
huzurunda yapilamadigindan, dolayli hale gelmektedir. Teknik aksamalar nedeniyle ses ve goriintii
iletiminin saglanamamasi veya iletimde kesintiler yasanmasi hali de dogrudanlik ilkesini ve adil
yargilanma hakkini ihlal edecek niteliktedir. Adil yargilanma, anayasal bir hak olup Anayasa md
13 geregince yalnizca kanunla smirlanabildiginden e-durusmaya iliskin diizenlemelerin kanunla
yapilmasi, e-durugsmanin hakli sebebe dayanarak ve 6l¢iiliiliik ilkesine uygun bigimde icra edilmesi
gerektigi soylenmelidir.

Anahtar Kelimeler: E-durusma, segbis, dogrudanlik ilkesi, adil yargilanma hakk1

APPLICABILITY OF E-TRIAL IN CRIMINAL PROCEDURE AND ITS EFFECT ON
THE DIRECTLY PRINCIPLE

The digitalization process, which emerged with the development of technology, have
necessitated some changes and transformations in the legal world with the effect of the Covid-19
epidemic, and this change and transformation have generalized the active use of digital tools.

Uyap and Segbis constitute important aspects of digitalization in criminal procedure law.
Regulations regarding the use of audio and image information systems in a scattered manner are
included in the Criminal Procedure Code. Detailed regulations regarding Segbis are included in the
Regulation on the Use of Audio and Image Information Systems in Criminal Procedure. When the
provisions of the Code of Criminal Procedure are examined, it is seen that this system is related to

the audio and image recording of the suspect, the accused, the victim and the witness during the

1 Nur Centel/ Hamide Zafer, Ceza Muhakemesi Hukuku, 17. Baski, Istanbul: Beta, 2020, s. 780.
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statement, interrogation or hearing, or the listening of the accused, the witness and the expert by
means of audio and image transmission in cases where it is necessary. Persons in the prison, in the
treatment institution, and those who were caught upon a warrant of arrest but could not be brought
before the authorized judge or court can also be heard with Segbis or attend the hearings.

With the development of digital methods that have been used for a long time, the e-trial is
integrated with the Uyap system and the e-trial is tested by the Ministry of Justice on 17 June 2020.
According to the data of the Ministry of Justice, e-trial is currently implementing in all provinces
and in 2475 civil courts.

In the Regulation on the Execution of Hearings by Transmission of Audio and Image in Civil
Procedures, e-hearing is defined as “the ability of the party or his lawyer to attend the hearing and
perform procedural actions from where they are, through simultaneous audio and image
transmission in civil proceedings; expressing hearing of witnesses, experts, specialist and other
relevant persons.” There is no regulation in the Criminal Procedure Code and Segbis Regulation
regarding e-trial in criminal proceedings. While the e-hearing applied in civil courts includes the
parties of the case, the attorney, the witness, the expert, the specialist and other relevant persons to
attend the hearing; the audio and image information system applied in criminal courts is related to
the listening of suspects, accused, victims, witnesses and experts; there is no regulation as to
whether the lawyer can attend the hearing with this system. While e-trial in civil courts includes all
civil proceedings; in criminal proceedings, Segbis is applied to a limited number of cases and there
is no regulation including the rules of e-trial.

The fact that the hearing is held online and the parties are not physically in the hearing room
raises the question of the applicability of the e-trial in criminal procedure and how the principle of
directly, one of the basic principles of criminal procedure, will be affected. Directly, the fact that
the substitution of evidence is carried out by the court that will decide; it is the court's one-to-one
confrontation and direct contact with the accused, the witness and all other evidence, without
means.?

In the e-trial that can be apply by Segbis, audio and image can be transmitted at the same
time. Despite the audio and image transmission, the substitution of evidence becomes indirect since
it cannot be physically done before the judge or the court. Failure to provide audio and image

transmission or interruptions in transmission due to technical disruptions also violates the principle

! Nur Centel/ Hamide Zafer, Ceza Muhakemesi Hukuku, 17. Press, Istanbul: Beta, 2020, p. 780.
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of directly and the right to a fair trial. Since fair trial is a constitutional right and can only be limited
by code in accordance with Article 13 of the Constitution, it should be said that the regulations
regarding the e-trial should be made by code, and the e-trial should be conducted on a justified
basis and in accordance with the principle of proportionality.

Keywords: E-trial, segbis, principle of directly, right to fair trial
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SUC TAHMINI
[lknur AYDIN*

Dijital ¢agin hukuki islemleri kolaylastirdigi alanlardan birisi de ceza hukuku ve
kriminolojidir. Sug¢ ve su¢lunun takibi, cezanin belirlenmesi ve infazi agamasinda kullanilan dijital
imkanlar sadece su¢ sonrasindaki asamalar1 kapsamamakta ayni zamanda sug¢ fiilinin
islenmesinden onceki safha iginde gecerli olmaktadir. Kriminoloji, ceza hukuku ve dijital
teknolojilerin birlestigi alanlara su¢ 6nleme kurumu 6rnek gosterilebilir. Teknolojinin bu alandaki
tartismali uygulamasi ise su¢ tahmini alaninda gériilmektedir. Is bu ¢ahismada sug¢ 6nlemeye
yonelik su¢ tahmini mekanizmalar1 ve burada teknolojinin rolii incelenecektir.

Su¢ tahmini ikincil su¢ 6nleme kapsaminda sug fiili, yeri ve zamani, olasi magdurlar ve fail
davranislarindaki risk faktorlerinin arastirilmasi sonucu sucun daha olugmadan Onlenmesine
dayanir. Bu kapsamda oncelikle sug fiilinin tahmini, sonrasinda ise risk faktorii ve hot spot tahmin
yontemleri lizerinde durulacaktir.

Suc fiilinin tahmini yapilan arastirmalara gore farkli agilardan veriler icerir. Psikolojik,
sosyolojik veya resmi sugluluk verilerinden kaynaklanan arastirmalarin hepsi farkli bilgileri
degerlendirerek farkli sonuglara ulasirlar. Bu sayilanlardan farkl alanlarda tahmin arastirmalar1
yapmak da miimkiindiir. Ancak bir arastirmada tiim verilerin degerlendirilmesi miimkiin degildir,
clinkii toplam veri kapsami ¢ok genistir. En bilinen arastirma yontemleri ise Klinik tahmin,
istatistiki tahmin ve suclu kariyeri arastirmalaridir. Calismamizda 6ncelikle bu tahmin yontemlerini
aciklamay1 amaglamaktadir.

Sug fiilinin tahmini hakkindaki degerlendirmelerin arindan magduriyet tahmini ve miikerrer
sucluluk tahmini {lizerinde durulacaktir. Son olarak su¢ tahminine iliskin gilincel teknolojik
uygulamalar uluslararasi sekilde karsilagtirmali olarak ele alinacak ¢alismamizin son kisminda ise
su¢ tahminin ve teknolojilerinin etik ve hukuki sonuglar1 degerlendirilecektir. Bu kapsamda her bir
yontemin avantaj ve dezavantajlarma yer verilecek, insan haklarinin korunmasi agisindan gelecege
yonelik riskler ele alinarak ¢aligma sonlandirilacaktir.

Anahtar Kelimeler: Sug¢ tahmini, 6nleme, risk faktori, klinik inceleme, istatistiki inceleme

* Ars. Gor., Tiirk- Alman Universitesi, Milletleraras1 Hukuk Anabilim Dali, aydinilknur25@gmail.com
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CRIME PREDICTION

One of the areas where the digital age facilitates legal transactions is criminal law and
criminology. The digital facilities used at the stage of tracking the crime and the criminal,
determining the punishment and execution do not only cover the stages after the crime, but are also
valid in the stage before the commission of the crime. An example of the areas where criminology,
criminal law and digital technologies combine is the crime prevention institution. The controversial
application of technology in this area is seen in the field of crime prediction. In this study, crime
prediction mechanisms for crime prevention and the role of technology will be examined here.

Crime prediction is based on the prevention of crime before it occurs as a result of the
investigation of the risk factors in the actual, place and time of crime, possible victims and
perpetrator behaviors within the scope of secondary crime prevention. In this context, firstly, the
estimation of the crime act, and then the risk factor and hot spot estimation methods will be focused
on.

The estimation of the crime act contains data from different angles according to the
researches carried out. Psychological, sociological or official guilt-based research all reach
different conclusions by evaluating different information. It is also possible to conduct forecasting
research in different areas from these ones. However, it is not possible to evaluate all the data in a
study, because the total data scope is too wide. The most well-known research methods are clinical
forecasting, statistical forecasting and criminal career research. Our study primarily aims to explain
these estimation methods.

After the evaluations about the estimation of the crime act, the victimization estimation and
the repeated decriminalization estimation will be focused on. Finally, the current technological
applications related to crime prediction will be discussed in an international comparative way, and
in the last part of our study, the ethical and legal consequences of crime prediction and technologies
will be evaluated. In this context, the advantages and disadvantages of each method will be
included, the study will be completed by considering the risks for the future in terms of protecting
human rights.

Keywords: Crime prediction, prevention, risk factors, clinical examination, statistical examination
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KRIPTO VARLIKLAR HIRSIZLIK SUCUYLA KORUNABILIR Mi?
Isa BASBUYUK

Blokzincir veritabani, dagitik defter teknolojisi 6rnegi olarak hayatimiza girerek hem bilginin

*

hem de paranin dijital ortamda araciya gerek duyulmaksizin depolanmasi yonteminde -iddia
edildigi tizere devrimsel- degisik yaratmistir. Ag iizerindeki islem kaydi ve veri gilivenligini
sifreleme yontemiyle saglayan blokzincir, igerigindeki kayitlar itibariyle yeni bir dijital degerin
ortaya ¢ikmasini saglamigtir. Son zamanlarda ¢cogunlugun kripto veya sanal varlik-para seklinde
ifade ettigi bu dijital deger, baslarda Bitcoin olarak amilmistir. Bitcoin, kullanicilarin kendi
aralarinda gerceklestirdikleri islemlerin kaydinin tutulmasi ve biitiin halinde bir araya getirilmesi
imkani sunan blokzincir aginin ilk versiyonudur. Bitcoin basarisinin ardindan, Bitcoin ile ayn1 veya
benzer yapiya sahip alternatif kripto birimler piyasaya siiriilmiis ve kripto para-varlik ifadesi
kullanilmaya baslamistir. Kripto varliklar, gelecekte onemli bir ihtiyaci karsilayacagi yoniindeki
spekiilatif beklentilere sahip yatirimcilardan yogun talep gérmiis ve dnemli ekonomik degerlere
ulagmustir.

Ancak ekonomik deger tasiyan kripto varliklarin ne sekilde smiflandirilacagi ve hangi
yontemle korunacagi hukuken 6nemli bir meseledir. Ozellikle kripto varliklarm a) tipki esya gibi
miilkiyet hakkina konu varlik olarak m1 yoksa b) malvarligina dahil ekonomik deger olarak mi
korunmasi gerektigi sorunsali, Amerika Birlesik Devletleri, Kore, italya gibi ¢esitli iilkelerin yarg1
yerlerini de mesgul eden en kritik ve acil tartigsmalardan birini olusturmaktadir. Bu tartigma bir
yoniiyle ceza hukukunu da ilgilendirmektedir. Sahip olunan bir varligin ceza hukuku araciligiyla
korunma yollarindan biri hirsizlik sugudur. Tiirk Ceza Kanunu madde 141°de, “Zilyedinin rizas:
olmadan baskasina ait tasinir bir mali, kendisine veya baskasina bir yarar saglamak maksadiyla
bulundugu yerden alan kimseye” ceza verilecegi diizenlenmistir. Tiirk Ceza Kanunu madde 142/2-
e’de ise hirsizlik sucunun bilisim sistemlerinin kullanilmasi suretiyle islenmesi nitelikli hal kabul
edilmistir.

Kripto degerlerin “varlik” olarak ifade edilmesi ve kullanicisinin rizasi disinda yitirdigi
kripto varliklar hirsizlik kapsaminda cezalandirma egilimi, varliklarin fiziksel yapisin dikkate
alarak cezai koruma 6ngoren kanuni tanim ve diizenlemeler karsisinda kimi sorunlar1 beraberinde

getirmektedir. Bu sorunlar ele alinirken, kripto varlik seklinde ifade edilen sanal degerin blokzincir

* Ars. Gor. Dr., Dokuz Eyliil Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dal,
isa.basbuyuk@gmail.com
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iizerinde ne sekilde temsil edildigi, sahiplik/zilyetlik iligkinin nasil kuruldugu ve bir bagkasina nasil
aktarildig1 yoniindeki teknolojik isleyis goz ardi edilmektedir. Oysa, maddi vakianin sartlari
ayritistyla dikkate alinmaksizin, fiilin ekonomik sonuglar1 iizerinden hareket etmek, kalict
¢oziimler sunamayacagi gibi kiyas yasagini ihlal riskine de yol agacaktir. Sunumumuzda, kripto
varliklarm hukuki smiflandirmasina yonelik yaklagimlara ve g¢alman kripto varliklarin teknik
olarak gercekte ne sekilde elde edildigine deginilecek; boylece baskasina ait kripto varliklar: ele
gecirmeye yonelik fiillerin Tiirk Ceza Kanunu madde 141-142/2-¢’deki hirsizlik sugunun
unsurlarina uygunlugu tartisilacaktir.

Anahtar Kelimeler: Blokzincir, bitcoin, hirsizlik, kripto varlik, ceza hukuku

DOES CRYPTO ASSESTS SUBJECT TO CRIME OF THEFT?

The blockchain database, which enter our lives as a type of distributed ledger technology,
has created a revolutionary change the way both information and money are stored in the electronic
environment. Blockchain, which provides recording transactions and the data security on the
network with data encryption method, has provided a new digital value in terms of the records in
its content. This digital value, which has recently been expressed as crypto or virtual asset-money,
was initially called Bitcoin. Bitcoin is the first version of the blockchain network that provides the
opportunity to record and reconciling every transaction performed between every single
participant. After Bitcoin’s succees, alternative crypto units with the same or similar structure to
Bitcoin have been launched and the expression of crypto money-asset has started to be used. Crypto
assets have been in high demand from investors with speculative expectations that they will meet
an important need in the future and have reached significant economic values.

However, at the moment, it is a important issue of law how crypto assets with economic value
will be classified and how they will be protected. Especially, the questions to protection of rights
in crypto assets of whether should be implemented a) property rules or b) liability rules, constitutes
one of the most critical and urgent debates that also occupy the jurisdictions of various countries
such as the United States, Korea, Italy. This discussion also concerns criminal law in various
aspects. One of the ways to protect a property by means of criminal law is theft crime. Under
Article 141 of the Turkish Penal Code, it is regulated that "Any person who appropriates removable
property, from its place, which belongs to another, without the consent of the individual in whose

possession it is, in order to derive benefit for himself, or a third party” will be punished. Under
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Article 142/2-e of the Turkish Penal Code, committing the crime of theft by using electronic
information systems has been accepted as a qualified theft.

Expressing crypto assets as “property” and the tendency to punish crypto assets lost without
the consent of the user within the scope of theft, bring some issues in the face of legal definations
and regulations that provide criminal protection taking into account the physical structure of the
assets. While addressing these problems, the technological process of how the virtual crypto value
occurs on the blockchain, how the status of ownership is established and how it is transferred to
someone else, is ignored. However, acting on the economic consequences of the act without
considering the realization conditions of the material fact in detail will not provide permanent
solutions and will also lead to the risk of violating the prohibition of analogy. In this presentation,
approaches to the legal classification of crypto assets and how stolen crypto assets are actually
obtained technically will be discussed; Thus, the compliance of the acts to steal someone else's
crypto assets with the elements of theft crime under Article 141-142/2-e of the Turkish Penal Code
will be discussed.

Key Words: Blokchain, bitcoin, theft, cryptocurrency, criminal law
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CEZA MUHAKEMESI HUKUKUNDA UZLASTIRMADA E-TEBLIiGAT
Korhan YEGRIM"

Ceza muhakemesinde uzlastirma, bagimsiz ve tarafsiz bir uzlastirmaci tarafindan fail ile
magdurun suctan kaynakli uyusmazliklarini bir mahkeme karar1 olmaksizin sahsi iradeleri ile
edimli veya edimsiz olarak anlagsma ile sonlandirmalari anlamina gelir. Uzlastrma islemleri,
sorusturma ya da kovusturma asamasinda Adalet Bakanligi’nin uzlastirmaci listesinde yer alan avukat
ya da hukuk 6grenimi gormiis kisilerden gorevlendirilen uzlagtirmaci tarafindan gergeklestirilir.

Uzlastirma faaliyeti; uzlastirma teklifi, miizakereler, edimin belirlenmesi ve uzlastirma
raporu olmak iizere dort asamada gerceklestirilir. Uzlastirmaci, uzlagma teklifini uzlastirma biirosu
vasitasiyla agiklamali tebligat yoluyla gerceklestirebilir (Uzlastirma Y onetmeligi md. 29). Uzlagsma
teklifi yapilan taraflardan herhangi biri ii¢ giin i¢inde teklifi ger¢eklestiren uzlastirmaciya kararini
bildirmedigi takdirde, uzlasma teklifini reddetmis sayilir. Agiklamal tebligatin e-tebligat yoluyla
yapilmasi tartigmalidir.

Elektronik tebligat, muhatabin hukuki bir islemden yasal diizenlemede Ongoriilen sekilde
haberdar edilmesi ve haberdar edildiginin belgelendirilmesi islemidir. E- tebligatta bilgilendirme,
bilgisayar ortaminda olusturulan teblig evrakinin internet kullanilarak muhatabmn e- tebligat
adresine gonderilmesi ile gergeklesir. Internet kullanimin artmasi, erisimin daha hizl, giivenli
olmas1 ve daha az ekonomi ile islerin bitirilebilmesi e-tebligatin yayginlagmasini saglamistir. Bu
tebligat ile uzlastirma islemlerine hiz kazandirilmakta usul ekonomisine de katki saglanmaktadir.
Elektronik tebligat ile hukuki islemlerin teslimi, belgelendirmesi ve bilgilendirilmesi, bilgi
giivenligi saglanmakta ve kisisel verilerin korunmasi da amaglanmaktadir.

Anahtar Kelimeler: E-tebligat, agiklamali tebligat, uzlastirma

E-NOTIFICATION IN CONCILIATION IN CRIMINAL PROCEDURE LAW
Reconciliation in criminal procedure means that an independent and impartial conciliator
terminates the disputes between the perpetrator and the victim arising from the crime by agreement,
with or without their personal will, without a court decision. Conciliation procedures are carried
out by a conciliator appointed by a lawyer or persons with legal education who are on the

conciliator list of the Ministry of Justice at the investigation or prosecution stage.

" Dr. Ogr. Uyesi, inonii Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Daly,
korhan.yegrim@inonu.edu.tr, ORCID: 0000-0002-3231-0068.
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The reconciliation activity is carried out in four stages: the reconciliation proposal, the
negotiations, the determination of the performance and the reconciliation report. The conciliator
may carry out the reconciliation proposal through the reconciliation office by means of an
annotated notification (Art. of the Reconciliation Regulation. 29). If any of the parties to the
settlement offer has not informed the conciliator who has made the offer of the settlement offer of
his decision within three days, he is deemed to have rejected the settlement offer. The fact that the
annotated notification is made via e-notification is controversial.

Electronic notification is the process of notifying the addressee of a legal transaction in the
manner prescribed in the legal regulation and certifying that he has been informed. Information in
the e-notification takes place by sending the notification document created in the computer
environment to the addressee's e-notification address using the Internet. The increasing use of the
Internet, faster access, safer access and the ability to get things done with less economy have
enabled the spread of e-notification. With this notification, the reconciliation processes are
accelerated and the procedural economy is also contributed to. Delivery, certification and
informing of legal transactions with electronic notification, information security is provided and

the protection of personal data is also aimed.

Keywords: E-notification, annotated notification, reconciliation
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BLOKZINCIR UZERINDE BULUNAN “MIXER” PROTOKOLLERINDE SUCTAN
KAYNAKLANAN MALVARLIGI DEGERLERjNi AKLAMA FiiLi BAGLAMINDA
OBJEKTIF iSNADIYET DEGERLENDIRMESI

Mehmet Bahadir POLAT "

2008 yilinda bir elektronik posta grubunda Satoshi Nakamoto isimli anonim internet
kullanicis1 tarafindan yayinlanmis makale ile ilk kez duyurulan blokzincir, beraberinde getirdigi
pek ¢ok yenilikle diinyay1 farkli bir konuma ¢ekmeyi basarmustir. Ozellikle son yillarda blokzincir
teknolojisinin gelismesi ile bireyler ve devletlerden, diger kurumsal aktorlere biiyiik bir ¢evrenin
ilgisini ¢ekmis, bunun beraberinde 6zellikle finansal anlamda inanilmaz biiylime gostermistir.
Milyonlarca dolar degerinde kripto varligin tek bir islemle ve saniyeler icerisinde diinyanin bir
ucundan diger ucundaki kisiye neredeyse masrafsiz bir sekilde ii¢lincii bir giivenilir tarafa ihtiyag
duymadan gonderilmesi ¢ok biiyiik tehlikeleri de beraberinde getirmektedir. Bu kolaylik 6zellikle
ceza hukuku bakimindan irdelendiginde kanunun tipik olarak tanimladigi sucgtan kaynaklanan
malvarlig1 degerlerini aklama fiilini akla getirmektedir. Blokzincir iizerinde yapilan islemler her
ne kadar kismi anonimlik saglasa da tiim islemlerin kayitlar1 ve varliklarin zincir izerinde hangi
adrese gonderildigi herkes tarafindan goriilebilmektedir. Sucu arastiran adli makamlarin da
varliklarin hangi adreslere ne zaman transfer edildigini gézlemleyebildigini bilen ve suctan elde
edilen kripto varligi tutan failler, bu kripto varliklar1 blokzincir iizerinde bulunan c¢esitli
protokollerin iizerinden gegirmek suretiyle takibini imkansiz kilmakta ve bu sekilde blokzincir
tizerindeki bu sugun konusu kripto varliklar1 aklamaktadirlar. Bu uygulamalarin genel ad1 “mixer”
ya da karistiran olarak ifade edilmektedir.

Inceleme konumuza ise Ethereum blokzincirinde calisan ve Amerika Birlesik Devletleri
Hazine Bakanligi tarafindan 8 Agustos 2022 tarihinde yaptirima ugrayan “Tornado Cash” isimli
“crypto mixer” yani kripto varlik karistiricis1 ve bundan iki giin sonra Hollanda’da Tornado Cash
isimli protokoliin gelistiricisi Alexey Pertsev’in suctan kaynaklanan malvarligi degerlerini aklama
sorusturmalar1 neticesinde tutuklanmasi 6rnek gosterilebilir. Bu protokoliin kullanildig: her fiilin
ceza hukukunun inceleme konusuna girmemesi gerektigi asikardir. Karistirict uygulamasinin
yalnizca sugtan kaynaklanan malvarligi degerlerini aklamak i¢in kullanilmadigi, anonim kalmak
isteyen blokzincir kullanicilarinin da bu protokol ve uygulamalar1 kullandig: bilinmektedir.

“Tornado Cash” lizerinde yapilan islemlerin biiyiikk cogunlugu; ceza hukukunun alanina girmeyen,

* Ars. Gor., Kirklareli Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Anabilim Dali, mpolat@klu.edu.tr,
ORCID:0000-0003-3963-4898.
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illegal olmayan iglemlerdir. Akilli sdzlesme ve protokol gelistiricileri ile yaptirima ugrayan
karigtirma (mixer) uygulamalarinin, faillerin eylemleri neticesinde kara para aklama sugundan
sorumlu tutulmasi noktasinda isnadiyet bakimindan bir degerlendirme yapmak gerekmektedir.

Blokzincir iizerinde bulunan bir akilli sézlesmeyi veya bir protokolii kullanarak malvarligi
degerini aklama fiilini gergeklestiren faillerin yaninda akilli sézlesmenin gelistiricisine veya diger
kullanicilarina yaptirim uygulanabilir mi? Bakildiginda malvarligi degerini aklama fiilini akillt
sozlesmenin yazilmasi ve blokzincire yiiklenmesini nedensellik bagi gergevesinde baglamak
miimkiindiir. Nitekim kara para aklama fiili bizzat gelistirici tarafindan icra edilmese de diger
kisilerin bu fiilin gergeklestirmesi ve bu anlamda neticenin ortaya ¢ikmasi ile nedensellik bagina
sahip oldugu aciktir. Calismamizda, istirak iradesinin bulunmadigi durumda protokol
gelistiricisinin blokzincire akilli sézlesmeyi yliklemesi fiilinde ve protokolii diger bireylerin
kullanmasinda cezai sorumluluk alanmi ve objektif isnadiyetin genisletilmesi problemini
tartisacagiz.

Anahtar Kelimeler: Blokzincir, mixer, isnadiyet, akilli s6zlesme, ceza hukuku

“MIXER” PROTOCOLS IN BLOCKCHAIN AND IMPUTATION EVALUATION IN
TERMS OF LAUNDERING OF CRIMINAL ASSETS

Blockchain, which was announced for the first time in 2008 with a paper published by an
anonymous internet user named Satoshi Nakamoto in an e-mail group, has succeeded in attracting
the world to a different position with many innovations it brings. Especially in recent years, with
the development of blockchain technology, it has attracted a great deal of attention from individuals
and states to other corporate actors, and it has shown incredible growth, especially in financial
terms. Sending millions of dollars worth of crypto assets in a single transaction and within seconds
from one end of the world to the other end of the world almost at no cost without the need for a
third party, brings great dangers. This convenience, especially when examined in terms of criminal
law, brings to mind the act of laundering the assets arising from the crime, which is defined as
typical by the law. Although the transactions made on the blockchain provide partial anonymity,
the records of all transactions and the address where the assets are sent on the chain can be seen by
everyone. The perpetrators, who know that the judicial authorities investigating the crime can also
observe which addresses and when the assets are transferred, and who hold the crypto assets
obtained from the crime, make it impossible to track these crypto assets by passing these crypto

assets over various protocols on the blockchain, and in this way they launder the crypto assets that
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are the subject of this crime on the blockchain. The general name of these applications is expressed
as “mixer”.

The subject of our review is the "crypto mixer" called "Tornado Cash", which works on the
Ethereum blockchain and was sanctioned by the United States Department of the Treasury on
August 8, 2022, and two days after that, Alexey Pertsev, the developer of the protocol called
Tornado Cash in the Netherlands, was accused of crime. An example is his arrest as a result of
money laundering investigations. It is obvious that every act in which this protocol is used should
not be subject to the examination of criminal law. It is known that the mixer application is not only
used to launder criminal assets, but blockchain users who want to remain anonymous also use these
protocols and applications. The vast majority of transactions made on “Tornado Cash”; They are
non-illegal transactions that do not fall within the scope of criminal law. It is necessary to make an
assessment in terms of imputation at the point that smart contract and protocol developers and
sanctioned mixing applications are held responsible for money laundering as a result of the
perpetrators' actions.

Can the developer or other users of the smart contract be sanctioned, as well as perpetrators
who launder the asset value using a smart contract or a protocol on the blockchain? When viewed,
it is possible to connect the act of laundering the asset value with the writing of the smart contract
and its uploading to the blockchain within the framework of causality. As a matter of fact, although
the act of money laundering is not performed by the developer himself, it is clear that other people
have a causal link with the realization of this act and the emergence of the result in this sense. In
our study, we will discuss the problem of extending the scope of criminal liability and objective
imputation in the act of the protocol developer deploying the smart contract to the blockchain in
the absence of the will to participate and the use of the protocol by other individuals.

Keywords: Blockchain, mixer, imputation, smart contract, criminal law

54



Uluslararasi Dijital Cagda Hukuk Sempozyumu Ozet Bildiri Kitabi

TURK CEZA KANUNU’NDA; BiLiSiM SISTEMININ ISLEYiSININ
ENGELLENMESI VEYA BOZULMASI, VERILERIN YOK EDILMESI VEYA
DEGISTIRILMESI SUCU

Mustafa LIMONCU"

Bilgisayar sistemleri vasitastyla yiritiilen islemlerin yayginlagsmasiyla hukuki sorunlar
ortaya ¢ikmaya baslamistir. Elektronik ticaret ve bankacilik basta olmak iizere pek ¢ok alanda
bilgisayar ve internet kullanilmaktadir. Klasik hukuk kurallarinin bu alana tatbik edilememesi,
bilisim alaninda yeni diizenlemeleri gerekli kilmistir. Milli mevzuatta bilisim suglari, ilk olarak
1991 yilinda 3756 sayili kanunla yapilmistir.

Bilisim sistemleri yalnizca bir islem yapmakta kullanilmamaktadir. Bilgi ve verilerin
baska yere veya sistemlere nakledilmesinde, iletisimde, habercilikte, bankacilikta, aligveriste,
egitimde, saglikta, savunma sanayiinde, iiretimde ve akademik hayatta bilgisayarlardan
yararlanilmaktadir.

Normal sartlar altinda sug olan fiillerin sanal ortamda islenmesi de su¢ olusturur. Bazi sug
tiplerinin bilisim sistemi araciligr ile islenmesi, cezay1 artiran nitelikli hal olarak
tanimlanmasini gerektirmistir. Bazi sug tipleri ise yalnizca bilisim sistemi araciligiyla yahut
bilisim sistemine kars1 islenebilmektedir. Bilisim alaninda yasanan hizli degisim ve geligimin
ortaya ¢ikardigi diger bir kavram da ‘bilisim hukuku’ kavramidir. Bugiin bilisim hukuku
kavrami kullanilsa da bilisim hukuku kendi basina bir disiplin olarak doktrinde kabul
edilmemektedir.

Konumuz olan ‘bilisim sisteminin isleyisinin engellenmesi veya bozulmasi’ ve ‘verilerin
yok edilmesi veya degistirilmesi’ suglari; Tiirk Ceza Kanunu’nun 244. maddesinde
diizenlenmistir.

Calismada ayrintili olarak aktarilacagi tizere; TCK’nin 244. maddesinin birinci fikrasinda
bilisim sisteminin isleyisinin engellenmesi veya sistemin bozulmasi hiikiim altina alinmustir.
Ikinci fikrada ise bilisim sistemindeki verilerin bozulmasi, yok edilmesi, degistirilmesi,
erisilmez kilinmasi, sisteme verilerin yerlestirilmesi veya verilerin baska bir yere gonderilmesi
eylemleri, su¢ olarak diizenlenmistir.

Madde gerekgesinde, bu maddeyle bilisim sistemlerine karsi zarar verme eylemlerinin
su¢ haline getirildigi ifade edilmektedir. Gerek¢ede, yapilan diizenlemeyle bilisim araglarinin
fiziki varlig1 ve islemesini saglayan biitlin diger unsurlarin, su¢un konusunu olusturdugu

yazilmstir.

" Doktorant, Selcuk Universitesi, Sosyal Bilimler Enstitiisii Kamu Hukuku (Ceza Hukuku ve Ceza Muhakemesi
Hukuku) Anabilim Dali, mustafalimoncu@gmail.com, ORCID: 0000-0002-6293-0284.
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Biligim sistemlerine karsi suclarla korunan hukuki deger tartigmalidir. Bilgisayarlarin
usuliine uygun olarak ¢aligmasindaki menfaat, miilkiyet hakki, ekonomik haklar, veri giivenligi
gibi haklarin korundugu ifade edilmektedir.

Bilisim suglarma; ‘bilisim alaninda suglar’, ‘siber suglar’ ve ‘bilgisayar suclar1’ gibi
isimler verilmistir. Bu konuda kavram birligi bulunmamaktadir. Bilisim alaninda suglarin
yasada diizenlendigi yer konusunda da gesitli elestiriler bulunmaktadir. Ote yandan bu suglarmn
taksirli haline yer verilmemis olmasi elestiriye agiktir. Ayrica biligim alaninda etkin pismanlik
hiikiimlerine yer verilmedigini gormekteyiz.

Anahtar Kelimeler: Bilisim, bilisim suglar1, sistemin engellenmesi, verilerin degistirilmesi

IN THE TURKISH PENAL CODE; CRIME OF PREVENTING OR DISRUPTING
THE OPERATION OF THE INFORMATION SYSTEM, DESTROYING OR
MODIFYING THE DATA

With the spread of transactions carried out through computer systems, legal problems
began to emerge. Computers and internet are used in many fields, especially in electronic
commerce and banking. The inability to apply the classical legal rules to this field necessitated
new regulations in the field of informatics. In the national legislation, cyber crimes were first
committed in 1991 with the law no. 3756.

Information systems are not only used to perform a transaction. Computers are used in
transferring information and data to other places or systems, in communication, journalism,
banking, shopping, education, health, defense industry, production and academic life.

It is also a crime to commit acts that are criminal under normal conditions in the virtual
environment. The committing of some types of crimes through the information system required
it to be defined as a qualified state that increases the punishment. Some types of crimes can
only be committed through the information system or against the information system. Another
concept revealed by the rapid change and development in the field of informatics is the concept
of 'informatics law'. Although the concept of informatics law is used today, informatics law is
not accepted in the doctrine as a discipline on its own.

The crimes of 'prevention or disruption of the functioning of the information system' and
'destruction or modification of data’, which are our subject; It is regulated in Article 244 of the
Turkish Penal Code.

As will be explained in detail in the study; In the first paragraph of Article 244 of the
TCK, the prevention of the functioning of the information system or the corruption of the

system is provided. In the second paragraph, the actions of corrupting, destroying, changing,
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rendering inaccessible data in the information system, placing data in the system or sending the
data to another place are regulated as crimes.

In the justification of the article, it is stated that acts of damaging information systems are
made a crime with this article. In the justification, it was written that all other elements that
ensure the physical existence and operation of information tools constitute the subject of the
crime.

The legal value protected by crimes against information systems is controversial. It is
stated that rights such as interest in the proper operation of computers, property rights, economic
rights, data security are protected.

Cybercrime; Names such as ‘crimes in the field of informatics', ‘cybercrimes’ and
‘computer crimes' have been given. There is no consensus on this issue. There are various
criticisms about the place where crimes are regulated in the law in the field of informatics. On
the other hand, the fact that the negligent version of these crimes is not included is open to
criticism. In addition, we see that effective regret provisions are not included in the field of
informatics.

Keywords: Informatics, cyber crimes, blocking the system, changing data
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KORUMA TEDBIRLERiI BAKIMINDAN DiJITALLESME
Ozge Sirma GEZER™

Gelisen teknoloji ve artan olanaklar nedeniyle hukukun tiim dallarinda oldugu gibi ceza
muhakemesi alaninda da yargilamanm yiiriitiilmesi bakimindan dijitallesmeye yonelim
kagmilmaz olmustur. Bu nedenle 6zellikle delil elde ederken gelisen teknolojik imkanlar
gozetilerek gerekli diizenlemelerin yapilmasi gerekmektedir. Koruma tedbirleri bakimindan da
bu yonde bir agilimin yapilmasi zaruridir.

Koruma tedbirlerinden tutuklama, adli kontrol ve yakalama gibi koruma tedbirleri
bakimindan  djjitallesme  ancak  durugmanin  ¢evrimi¢i  yapilmast  bi¢ciminde
gerceklesebilmektedir. Ceza yargilamasi bakimindan yapay zekanin kullanimi kimi iilkelerde
uygulamaya gecirilmis; kimi lilkelerde ise caligmalar1 stirmektedir. Ancak simdilik yapay zeka
tarafindan tutuklama ya da adli kontrol karar1 verilmesi ceza yargilamasi ilkelerine aykiri
goriilmektedir.

Buna karsilik arama, el koyma gibi koruma tedbirleri dogasi geregi teknolojik gelismelere
uyum saglamistir. Bu noktada ¢calismamizda Tiirk hukukunda yer alan arama koruma tedbirine
iligkin diizenlemeler ile Alman Ceza Muhakemesi Yasasi kapsaminda diizenlenen online arama
tedbirine yer verilecektir. Online arama Alman Ceza Muhakemesi Yasasi’nin 100 b maddesinde
bilgisayarlarda online arama baghg1 altinda diizenlenmektedir. S6z konusu diizenleme 1ilgili
koruma tedbirinin uygulanabilmesini kimi kosullarin varhigina baglamig; maddenin ikinci
fikrasinda ise, tedbirin uygulanabilecegi suglar katalog halinde sayilmistir. Ote yandan soz
konusu madde belli kosullarin varligi halinde siipheli ya da sanik disindaki kimseler
bakimindan da uygulanabilecektir. Ancak Alman Ceza Muhakemesi Yasas1 100 d maddesi s6z
konusu tedbire dzel hayatin ¢ekirdek alanina iligkin bir sinir getirmektedir.

Ote yandan son zamanlarda popiilerligini arttiran kripto paralara iliskin el koyma koruma
tedbiri bakimindan bir degerlendirme yapilacaktir. Kripto paranin hukuki anlamda menkul bir
deger olarak kabul edilmesine dair sorunun ¢6ziimii ceza yargilamasinin s6z konusu degere
iliskin yaklagimini ortaya koymak bakimindan 6nem arzetmektedir.

Son olarak ¢aligmamizda diger koruma tedbirleri bakimmdan da dijitallesme bakimindan da
ilgili diizenlemeler ve Alman hukukundaki gelismeler konusunda bir degerlendirme
yapilacaktir. Teknolojik gelismeler iletisimin denetlenmesi konusunda da yeni yaklagimlara
yonlenmesini zorunlu kilmistir. Calismamizda 6zellikle internet tizerinden yapilan iletisimle ile

ilgili son gelismelere de deginilecektir.

*“Dr. Ogr. Uyesi, T.C. Istanbul Kiiltiir Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim
Dali, o.sirma@iku.edu.tr
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Anahtar Kelimeler: Koruma tedbirleri, arama, el koyma, kripto para, iletisimin denetlenmesi

DIGITALIZATION IN THE TERMS OF PROTECTION MEASURES

Due to the developing technology and increasing opportunities, the trend towards
digitalization has become inevitable in the field of criminal procedure as well as in all branches
of law. Because of this development, especially in obtaining evidence, necessary regulations
should be taken by considering the developing technological possibilities. In terms of protection
measures, it is necessary to make a development in this direction.

In terms of protection measures such as arrest, judicial control and capture, digitalization
can only take place in the form of online hearing. The use of artificial intelligence in terms of
criminal proceedings has been implemented in some countries and taking forward steps in some
other countries. However, for now, the decision of arrest or judicial control decision taken by
artificial intelligence is seen against the principles of criminal justice.

On the other hand, terms of protection measures such as search and seizure have naturally
adapted to technological developments. In this paper, we will examine search protection
measure partaking in Turkish Law System and online search protection measure in German
Code of Criminal Procedure.

Online search is regulated under the title of online search on computers in article 100 b
of the German Code of Criminal Procedure. Aforementioned regulation has linked the
implementation of the relevant protection measure to the existence of certain conditions. The
crimes to which measure can be applied are catalogued in the second paragraph of the article.
On the other hand, those protection measures can be applied to the third parties independent
from suspect and defendant due to existence of certain conditions. However, Article 100 d of
the German Code of Criminal Procedure limits the measure in question regarding core area of
private life.

On the other hand, we will evaluate the seizure protection measure in case of
cryptocurrencies, which have increased their popularity recently. The solution of the problem
of legal acceptance of cryptocurrency as a stock is important to in terms of revealing the
approach of the criminal procedure towards crypto.

In conclusion, we will evaluate other protection measures, regulations in digitalization
and developments in German Law System. Technological developments have made it
necessary to turn to new approaches in the monitoring of communication. In this study, we will
especially examine the latest developments in communication over internet.

Keywords: Protection measures, search, seizure, cryptocurrency, communication monitoring
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DEEPFAKE (YAPAY VIDEO MONTAJ) TEKNOLOJISININ ORTAYA CIKARDIGI
CEZA HUKUKU SORUNLARI

Pimar BACAKSIZ"

Deepfake, teknolojinin ortaya c¢ikardigi yeni kavramalardan birisidir. Deepfake
uygulamalar1 bir bagkasina ait ses ve goriintiilerin bir araya getirilmesi suretiyle yeni bir video
ortaya ¢ikmasmi saglar. Boylece bir kisinin hi¢ olmadig1 bir yerdeymis gibi goriintiilerinin
yahut hi¢ sOylemedigi seyleri soylerken goriildiigii videolarmin iiretilmesi miimkiindiir.
Deepfake siklikla eglence amaciyla kullanilsa da beraberinde ceza hukukunu ilgilendiren ciddi
sorunlar da getirmektedir.

Deepfake teknolojisi temel hak ve Ozgiirliikler cercevesinde degerlendirildiginde
oncelikle kisilik haklar1 ve dzel hayatin gizliligi agisindan tehlike yarattigi sdylenmelidir. Ote
yandan bu teknolojiyi kullanan kisiler bakimindan da ifade 6zgiirliigii, bilim ve sanat icra etme
hakki gibi temel haklarin sinirlar1 sorgulanmalidir.

Bu tebligin konusunu Deepfake kullaniminin ortaya ¢ikardigi ceza hukuku sorunlari
olusturmaktadir. Bu kapsamda Oncelikle s6z konusu teknoloji kullanilarak islenebilecek
suclardan ve daha sonra bu suglarin sorusturma ve kovusturmasinda meydana gelen
zorluklardan s6z edilecektir.

Bir bagkasia ait goriintii/sesin kullanilmasi1 oncelikle kisisel verilere iligskin suglar ve 6zel
hayatin gizliligini ihlal sugu bakimindan ele alinmalidir. Zira bu teknolojinin kullanilabilmesi
icin 6ncelikle 6nemli miktarda kisisel veriye ihtiya¢ bulunmaktadir.

Deepfake teknolojisi kullanilarak islenen sug¢lardan s6z edildiginde santaj sugundan da
sO0z etmek gerekecektir. Bir bagkasina ait ses ve goriintiiler kullanilarak elde edilen videolarla
ortaya ¢ikan sahte igerikler santaj sugunda kullanilmaya oldukga elveriglidir. Bu goriintiilerin
miistehcen igerikli olmasi halinde miistehcenlik sugu bakimindan da bir degerlendirme
yapilmasi gerekecektir. Bir bagkasina ait ses ve goriintiilerle olusturulan videolar o kisinin bir
suca iligkin aciklamalarin1 igermekte ise iftira yahut su¢ uydurma suglar1 s6z konusu
olabilecektir. Yahut bu acgiklamalar hakaret icerikli de olabilir. Deepfake teknolojisi
kullanilarak elde edilen goriintiilerin maddi ¢ikar elde etmek amaciyla kullanilmasi halinde ise
dolandiricilik sugu islenmis olacaktir. Deepfake teknolojisinin kullanilmasi ile ilgili olarak
ortaya cikabilecek bir diger ceza hukuku sorunu bu teknolojinin TCK m. 245/a’da diizenlenen

yasak cihaz veya programlar suguna viicut verip vermeyecegidir.

* Dr. Ogr. Uyesi, Dokuz Eyliil Universitesi Hukuk Fakiiltesi Adalet MY O, pinar.bacaksiz@deu.edu.tr
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Deepfake teknolojisi ile islenebilecek suglardan soz edildikten sonra bu suglarin
sorusturma ve kovusturmasinda ortaya ¢ikan sorunlar ele alinacaktir. Burada 6zellikle sugun
islendigi yer ve ispat bakimmdan 6nemli zorluklar bulunmaktadir.

Son olarak TCK ve CMK’da yer alan diizenlemelerin Deepfake teknolojisi kullanilarak
islenen suglarla miicadelede yeterli olup olmadigi konusu tartismaya agilacak ve bazi 6nerilerde
bulunulacaktir.

Anahtar Kelimeler: Yapay zeka, derin 6grenme, deep fake, ceza muhakemesi, ispat

DEEPFAKE (ARTIFICIAL VIDEO MOUNT)
CRIMINAL LAW PROBLEMS ARISING BY ITS TECHNOLOGY

Deepfake is one of the new concepts that technology has revealed. Deepfake applications
create a new video by combining audio and video belonging to someone else. Thus, it is possible
to produce images of a person as if he is in a place he has never been, or videos of him saying
things he has never said. Although deepfake is often used for entertainment purposes, it also
brings serious problems related to criminal law.

When deepfake technology is evaluated within the framework of fundamental rights and
freedoms, it should be said that it poses a danger in terms of personal rights and privacy of
private life. On the other hand, the limits of fundamental rights such as freedom of expression,
and the right to practice science and art should be questioned for those who use this technology.
The subject of this paper is the criminal law problems caused by the use of Deepfake. In this
context, first of all, the crimes that can be committed using the technology in question and then
the difficulties that occur in the investigation and prosecution of these crimes will be mentioned.

The use of someone else's video/audio should be dealt with primarily in terms of crimes
related to personal data and violation of privacy. Because, to use this technology, a significant
amount of personal data is needed first.

When talking about crimes committed using deepfake technology, it will be necessary to
mention the crime of blackmail. Fake content that comes out with videos obtained by using
someone else's audio and images is quite suitable for blackmail. If these images contain obscene
content, an evaluation will also be required in terms of obscenity. If the videos created with the
sound and images of another person contain the explanations of that person about a crime,
slander or fabrication crimes may be in question. Or, these statements may also be offensive. If
the images obtained using deepfake technology are used for financial gain, fraud will be

committed. Another criminal law problem that may arise in connection with the use of deepfake
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technology is that this technology is subject to TCK art. Whether it will give rise to the crime
of prohibited devices or programs regulated in 245/a.

After mentioning the crimes that can be committed with deepfake technology, the
problems that arise in the investigation and prosecution of these crimes will be discussed. There
are significant difficulties here, especially in terms of the place where the crime was committed
and the proof.

Finally, the issue of whether the regulations in the TCK and CMK are sufficient in
combating crimes committed using Deepfake technology will be discussed and some
suggestions will be made.

Keywords: Artificial intelligence, deep learning, deep fake, criminal procedure, proof
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GUNCEL GELiSMELER ISIGINDA ETiK HACKER KAVRAMI UZERINE BiR
DEGERLENDIRME

S. Nur AYDOGAN®

Bilgi teknolojisinin gelismesiyle hayatin her alaninda bilisim sistemleri kullanilmaya
baslanmistir. Bilisim alanindaki gelismeler bireylere ve devletlere bir¢cok agidan kolaylik
getirmesinin yaninda birtakim giivenlik sorunlarinin da dogmasina neden olmustur. “Siber
saldir1” olarak adlandirilan, hukuka aykir1 bir sekilde bilisim sistemlerine girme oranlari
artarken, saldir1 heniiz ger¢eklesmeden Onleyici adimlarin atilmasi gerekliligi dogmustur. Bu
sebeple hem devletler hem bireyler saldirilara kars1 gelmek amaciyla siber giivenlige oldukca
onem vermeye baslamistir. Bu giivenligi saglamak ve siber suclarla etkin ve hizli miicadele
etmek amaciyla da “etik hacker” adi1 verilen yeni bir meslek grubu ortaya ¢ikmistir.

Bu meslegin ¢alisma alan1 teknolojinin ilerlemesiyle her gecen giin daha da
biiylimektedir. En giincel haliyle, Web3 teknolojisinin devreye girmesi ve merkeziyetsiz
internet kullanim1 bu alanda bir takim giivenlik agiklar1 ortaya ¢ikarmistir. Bu agiklar tespit
etmek i¢in, basta kripto para sirketleri olmak {izere, etik hacker olarak adlandirilan kisileri ya
da kuruluslar1 gorevlendirmis ve ‘hata Odilii’ adi1 verilen c¢ok biiyiik miktarlarla
odiillendirmistir. Bu Odiiller de meslegin daha ¢ok taninmasi ve daha c¢ok tercih edilmesi
sonucunu dogurmustur. Nitekim bu durum ile artik etik hacker kavraminin net bir sekilde
tanimlanmas1 ve yasal bir diizlemde kabul edilmesi, diger bir deyisle yasal bir ¢ercevesinin
cizilmesi gerekliligi duyulmustur.

Etik hacker kavramini hukuki diizlemde kabul eden ve cezasizlik 6ngdren devletler
giderek artmaktadir. Tiirk hukukunda da heniiz yasal bir diizenleme yapilmamasina karsin,
Siber Suglarla Miicadele Daire Baskanligi’nin kurulmasi bu alanla ilerde 6nemli adimlarin
atilacagmin en biiyiik habercisidir.

Bu caliymada da tiim bu hususlar incelenerek Oncelikle siber saldiri, siber giivenlik
kavramlarina deginilecek olup sonrasinda etik hacker tanimlamasi yapilacaktir. Bu tanimlama
ile beraber etik hacker ¢esitleri, 6zellikle giivenlik agiklarini bulmak ve gidermek i¢in gorev
yapan beyaz sapkali hacker kavrami agiklanacak ve etik hacker olarak ¢alismanin cezasizlik
sebepleri, bu alandaki son gelismeler ve iilkemiz agisindan hukuki diizenlemelerin hangi
boyutta oldugu ve olmasi gerektigi anlatilacaktir.

Anahtar Kelimeler: Siber saldiri, siber giivenlik, etik hacker

* Istanbul Universitesi Sosyal Bilimler Enstitiisii Kamu Hukuku Anabilim Dali Yiiksek Lisans Ogrencisi,
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AN EVALUATION ON THE CONCEPT OF ETHICAL HACKER IN THE LIGHT OF
CURRENT DEVELOPMENTS

With the development of information technology, information systems have been used in
all areas of life. Developments in IT sector have brought convenience to person and states in
many ways, as well as have caused some security problems. While the rate of illegally entering
information systems, called “cyber attack” has increased, it has become necessary to take
preventive steps before the attack occurs. For this reason, both states and person have begun to
attach great importance to cyber security to resist attacks. In order to provide this security and
to combat cybercrime effectively and quickly, a new professional group called “ethical hackers”
has emerged.

The field of study of this profession is growing day by day with the advancement of
technology. In its most recent form, the introduction of Web3 technology and the use of
decentralized internet have revealed some security gaps in this area. In order to detect these
vulnerabilities, he appointed people or organizations called ethical hackers, especially crypto
money companies, and rewarded them with huge amounts called “bug bountie”. These awards
have resulted in the profession being recognized and preferred more. As a matter of fact, with
this situation, it has become necessary to define the ethical hacker concept clearly and to accept
it on a legal level, in other words, to draw a legal framework.

There is an increasing number of states that accept the concept of ethical hackers on a
legal basis and envisage impunity. Although no legal regulation has been made in Turkish law
yet the establishment of the Department of Combating Cyber Crimes is the biggest harbinger
of important steps to be taken in this area in the future.

In this study, by examining all these issues, first of all, the concepts of cyber attack and
cyber security will be mentioned, and then the definition of ethical hacker will be made. With
this definition, types of ethical hackers, especially the concept of white hat hacker who work to
find and fix security vulnerabilities, will be explained and the reasons for working as an ethical
hacker with impunity, the latest developments in this field and the extent of the legal regulations
in our country will be explained.

Keywords: Cyber attack, cyber security, ethical hacker
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“COMPAS” ORNEGI CERCEVESINDE YAPAY ZEKALI RiSK DEGERLENDIRME
ARACLARI VE CEZA MUHAKEMESINE HAKIM OLAN iLKELER

Seda Yagmur SUMER"

Yapay zeka temelli teknolojilerin hukuk alaninda kullanimi her gegen giin
yayginlagsmaktadir. Basta bilgi organizasyonu ve yonetimi, tavsiye verilmesi, destek saglanmasi
amactyla olmak tlizere hukuk diinyasinda yer edinen yapay zeka temelli teknolojiler arasinda
belki de etik ve hukuk diinyasinda doguracagi sorunlar bakimindan en ¢ok dikkat ¢ekeni tahmin
teknolojileridir. Tahmin teknolojileri islevleri ve calisma mekanizmalar1 bakimindan kendi
icerisinde ¢esitli gruplara ayrilmaktadir. Ceza hukuku anlaminda ise tahmin teknolojilerinde en
dikkat ¢ekici drnek risk degerlendirme amaciyla iiretilen yapay zekali tahmin sistemleridir. Bu
sistemler tekerriir orani, su¢ dncesi su¢ isleme riski gibi bir¢ok konuda risk degerlendirmeleri
yaparak bir sonu¢ tahmin sunmaktadirlar. Ceza hukuku bakimimdan yargi mekanizmalarinin bu
araclardan yararlanmasi veyahut yararlanma olasiligi muhakeme siirecine etkileri bakimindan
olumlu veyahut olumsuz olarak nitelendirilebilecek bir¢ok etkiye sahiptir. Bu araclarin yargida
kullanilmas1 6zellikle Ceza Muhakemesi’ne hakim ilkelerden basta Adil Yargilanma Hakk1 ve
Masuniyet Karinesi bakimindan ciddi ihtilaflar1 ve etik tartismalar1 beraberinde getirmektedir.
Ciinkii bu risk degerlendirme araglarmin kaynagini biiyiik veri yiginlar1 olusturmaktadir. Bu
veri yiginlarmin tarafsizligi ve manipiile edilmemis olmas1 bliyiik 6nem arz etmektedir. Aksi
halde risk degerlendirmesi neticesinde elde edilen sonug verilerin tarafsizlig1 tartigsmali hale
gelecek, Ceza Hukuku gibi ziyadesiyle hassas hareket edilmesi gereken bir hukuk alaninda
yargl mercilerinin verdigi kararlar tarafsizlik ve bagimsizlik anlaminda kuskular1 beraberinde
getirecektir. Nitekim bu tartismalarin yakin zamanli en 6nemli 6rnegi Amerika Birlesik
Devletleri’nde Wisconsin ve bir¢ok baska eyalette kullanilan 6ziinde bir tahmin algoritmasi
olan “COMPAS (Correctional Offender Management Profiling for Alternative Sanctions)”
isimli yapay zekali risk degerlendirme aracidir. COMPAS miikerrer su¢ isleme oranlarmin
hesaplanmas1 amaciyla gelistirilmigse de sahip oldugu gdomiilii onyargi nedeniyle 2016 yilinda
yapilan bir ¢alisma ile wk¢i tahminlerde bulunarak yargi mekanizmalarini yanlttigi iddia
edilmistir. Bu durum sansasyonel etik ve hukuki tartigmalari beraberinde getirmistir. Bu
nedenle bizler bu tebligdde COMPAS o6rnegi ekseninde yapay zekali risk degerlendirme
aracglarinin ceza hukuku yargilamasi bakimmdan olas: etkilerini ve temel bir yargilama ilkesi

olan Adil Yargilanma Hakki ile olan iligkisini ortaya koymaya ¢alisacagiz.

* Ars. Gor., Dokuz Eylil Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dal,
sedayagmur.sumer@deu.edu.tr
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Anahtar Kelimeler: Tahmin teknolojileri, risk degerlendirme araglari, yapay zeka, adil

yargilanma hakk1

ARTIFICIAL INTELLIGENCE RISK ASSESSMENT TOOLS AND PRINCIPLES OF
CRIMINAL PROCEDURE WITHIN THE FRAMEWORK OF THE "COMPAS"
EXAMPLE

The use of artificial intelligence-based technologies in the field of law is becoming
widespread every day. Among the artificial intelligence-based technologies that have gained a
foothold in the legal world, especially to organize and manage information, provide advice, and
provide support, perhaps the most striking in terms of the problems that they will cause in the
ethical and legal world are forecasting technologies. Decisional technologies. Forecasting
technologies are divided into various groups in terms of their functions and working
mechanisms. In terms of criminal law, the most remarkable example of forecasting technologies
is artificial intelligence forecasting systems produced for risk assessment purposes. These
systems offer a result prediction by making risk assessments on many issues such as repetition
rate, and pre-crime crime risk. From the point of view of criminal law, the use of judicial
mechanisms or the possibility of using these tools has many effects that can be characterized as
positive or negative in terms of their impact on the reasoning process. The use of these tools in
the judiciary brings about serious disputes and ethical debates, especially in terms of the
principles prevailing in Criminal Procedure, especially the Right to a Fair Trial and the
Presumption of Innocence. Because the source of these risk assessment tools is large amounts
of data. It is of great importance that these data masses are impartial and have not been
manipulated. Otherwise, the impartiality of the data obtained as a result of the risk assessment
will become questionable, and the decisions made by judicial authorities in a field of law that
needs to be acted very sensitively, such as Criminal Law, will bring doubts in terms of
impartiality and independence. Indeed, a recent example of this debate is the most important
time in the United States used in Wisconsin and many other states, in essence, a prediction
algorithm®, which is COMPAS (Correctional Offender Management Profiling for alternative
sanctions) titled” Artificial Intelligence, a risk assessment tool. Although COMPAS was
developed to calculate the rates of repeated crime, it was claimed that it misled the judicial
mechanisms by making racist estimates with a study conducted in 2016 due to its embedded
bias. This situation has brought about sensational ethical and legal debates. For this reason, in
this communique, we will try to reveal the possible effects of artificial intelligence risk
assessment tools on the axis of the COMPAS example in terms of criminal law proceedings

and their relationship with the Right to a Fair Trial, which is a basic judicial principle.

66



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi
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ELEKTRONIK ORTAMDAKI VERILER BELGEDE SAHTECILiK SUCLARININ
KONUSUNU OLUSTURABILIR Mi?

Tuba KELEP PEKMEZ"

Belgede sahtecilik suglar1 uygulamada oldukca sik rastlanilan suglardir. Bu suglarin
konusunu klasik anlamda belgeler olusturmaktadir. 5237 sayili Tiirk Ceza Kanunu belge
tanimina yer vermemektedir. Belge hukuki sonu¢ dogurmaya elverisli bir diislince agiklamasi
iceren, diizenleyeni belli yazi olarak tanimlanabilir. Bu tanim belgelerin somut bir varlik
kazanmis olmalar1 gerektigine isaret etmektedir. Elektronik ortamdaki veriler internet ve diger
bilgisayar aglar1 dahil olmak iizere elektronik cihazlar, donanimlar ya da bilesenler iizerinde
yer alan ve bir bilgisayar sisteminde islenmeye uygun nitelikteki her tiirlii bilgi ve kavramdir.
Dolayisiyla elektronik ortamdaki verilerin maddi bir varliktan yoksun olduklar1 gériilmektedir.
TCK bakimindan elektronik ortamdaki veriler, bilisim alaninda suglar kapsaminda, biligim
sistemlerinin giivenliginin saglanmas1 bakimindan TCK m. 244/2 ¢ercevesinde korunmaya
almmistir. Ancak teknolojik gelismeler géz Oniinde bulunduruldugunda, s6z konusu bu
verilerin korunmasinda yalnizca bilisim sistemlerinin glivenligi degil, kamunun giiveni de bir
yarar olarak ortaya ¢ikmaktadir. Nitekim kamunun giiveni yalnizca somut bir varlik kazanmig
“klasik” belgeler lizerinde degil elektronik ortamda yer alan veriler bakimindan da s6z konusu
olmaktadir. Nitekim bu tiir bir giivence fonksiyonu Elektronik Imza Kanunu tarafindan giivenli
elektronik imza ile imzalanmis belgeler bakimindan getirilmistir. Buna gore giivenli elektronik
imza el ile atilan imza ile ayni hukuki sonucu doguracaktir. Benzer sekilde hukukumuzda
Hukuk Muhakemeleri Kanunu (m. 199), Ceza Muhakemesi Kanunu (m. 38/A), icra ve iflas
Kanunu ( m. 8/a), Tiirk Ticaret Kanunu gibi bazi1 kanunlar elektronik ortamdaki verileri s6z
konusu kanunlarin uygulanmasi baglaminda belge olarak kabul etmektedir. Ancak bu teblig
kapsaminda tartisma konusu yapilacak olan husus, elektronik ortamdaki verilerin belgede
sahtecilik suglar1 yani TCK baglaminda belge olarak kabul edilip edilmeyecegi olacaktir. Bu
cergevede Oncelikle TCK bakimindan ele alinacak olan belge kavraminin unsurlari ve
fonksiyonu iizerinde durulacaktir. Daha sonra yukarida sozii edilen kanuni diizenlemeler
cergevesinde elektronik belge kavrami acgiklanacaktir. Nihai olarak ise kanunilik ilkesi
cercevesinde bir degerlendirme yapilarak, elektronik ortamdaki verilerin belgede sahtecilik
suglarmm konusunu olusturamayacagi, bunun ancak TCK’da yapilacak bir degisiklikle
miimkiin olabilecegi kanaatine varilacaktir. Bize gére TCK’da elektronik ortamdaki verilerin

de “belge hiikmiinde” oldugunu diizenleyen bir degisiklik yapilmaksizin bu verilerin belge

" Dr. Ogr. Uyesi, Istanbul Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dals,
kelep@istanbul.edu.tr, ORCID: 0000-0002-2042-2492.
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olarak nitelendirilmesi miimkiin degildir. Boyle bir degisiklik yapilmasi durumunda ise belgede
sahtecilik su¢larinm konusunu belgeler ve “belge hiikmiinde veriler” yani elektronik belgeler
olusturacaktir.

Anahtar Kelimeler: Elektronik veri, elektronik belge, belgede sahtecilik

CAN ELECTRONIC DATA BE SUBJECT TO FORGERY OF DOCUMENTS?

Forgery of documents is a very common crime in practice. The subject of these crimes is
the documents in the classical sense. The Turkish Penal Code No. 5237 does not include the
definition of a document. A document is a written text with a specific creator, containing a
statement of opinion suitable for legal consequences. This definition indicates that documents
should have gained a physical existence. Data in electronic media, on the other hand, is any
information and concept on electronic devices, hardware or components, including the internet
and other computer networks, and suitable for processing in a computer system. Therefore, it
is seen that the data in the electronic environment are devoid of a material existence. In terms
of TPC, the data in the electronic environment, in terms of ensuring the security of information
systems within the scope of crimes in the field of informatics, is protected under article 244/2
of TPC. However, considering contemporary technological developments, not only the security
of information systems, but also the trust of the public emerges as a benefit in the protection of
these electronic data. As a matter of fact, public trust is in question not only in "classical"
documents that have gained a physical existence, but also in terms of data in the electronic
environment. As a matter of fact, such a guarantee function has been introduced by the
Electronic Signature Law for documents signed with a secure electronic signature. Accordingly,
a secure electronic signature will have the same legal effect as a handwritten signature.
Similarly, in Turkish law, some laws such as the Code of Civil Procedure (art. 199), the Code
of Penal Procedure (art. 38/A), the Enforcement and Bankruptcy Law (art. 8/a), the Turkish
Commercial Code, etc. give similar effect to electronic data. However, the issue to be discussed
within the scope of this presentation will be whether the data in the electronic environment can
be accepted as a document in the context of forgery of documents, that is, in the context of the
TPC. In this framework, first of all, the elements and function of the concept of document will
be discussed in terms of the TPC. Then, the concept of electronic document will be explained
within the framework of the legal regulations mentioned above. Finally, an evaluation will be
made within the framework of the principle of legality, and it will be concluded that the data in
the electronic environment cannot be the subject of forgery of documents. This can only be

possible with an amendment to the TPC. In our opinion, it is not possible to qualify these data
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as documents without an amendment in the Turkish Penal Code that regulates that electronic
data also have the "documentary effect”. In case such an amendment is accepted, documents
and “data in the form of documents”, that is, electronic documents, will constitute the subject
of forgery crimes in the document.

Keywords: Electronic data, electronic document, forgery of documents
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DIiJITAL CAGIN YARATTIGI YENi BIR FENOMEN: DiJiTAL SiDDETIN TURU
OLARAK ISRARLI TAKIP

Tugce OZEN"

Dijital ¢ag, eskiden beri siiregelen bilgi, yontem, arag¢, diisiincelerin Otesinde; yeni
teknoloji ve kavramlar1 anlatan, adeta yeni bir diinya kavrami ortaya koymaktadir. Giiciin
insandan, makineye ve bilisim teknolojilerine ge¢mesi, toplumsal, siyasal, ekonomik ve
kiiltiirel degisimleri de kacimilmaz kilmistir. Bu dijitallesme, insanin iligski bi¢cimlerinin de
dijital diinyaya kaymasina ve reel diinyadaki davranislarini sanal diinyada sergilemesine olanak
saglamistir.

Dijital siddet, kisilerin bilgi ve iletisim teknolojileri araglar1 vasitasiyla dijital ortamlarda
gerceklesen ve kisilere zarar vermeyi amacladiklari her tiirlii eylem olarak tanimlanabilir. Bu
kapsamda, bir baskasin1 hedef alan, tehdit eden, korkutan, kiiciik diistiren, manipiile eden, nefret
sOylemine maruz birakan, itibarini zedeleyen, her tiirlii zarar verici davranigin teknoloji araglari
vasitastyla islenmesi dijital siddeti giindeme getirir. Dijital siddetin, siber taciz, israrh takip,
birinin sanal ortamda kisisel bilgilerine erisme ve yayinlama, ¢evrimigi nefret sdylemi, intikam
pornosu, gizlilik ihlali, cevrimi¢i tehditler, yapay zeka tarafindan yaratilan sahte porno
videolari, etek alt1 goriintii gekme, kimlik hirsizlig1 gibi tiirleri bulunmaktadir.

Israrl takip, “stalking” kelimesiyle ac¢iklanir ve Ingilizce’de avini takip etmek anlamima
karsilik gelmektedir. Israrh takip kavrami, hukuk sistemimizin yabanci olmadigi bir kavram
olmasina karsilik, 27 Mayis 2022 tarihli Resmi Gazete ile 7406 sayili Tiirk Ceza Kanunu ve
Bazi1 Kanunlarda Degisiklik Yapilmasma Dair Kanun’un 8. maddesiyle 5237 sayil1 Tiirk Ceza
Kanunu’nun 123/A maddesine eklenerek yeni bir sug¢ tipi olarak diizenlenmistir. Bu yeni
maddeye gore; 1srarh bir sekilde, bir kisiyi takip etmek ya da haberlesme ve iletisim araglarm,
bilisim sistemlerini veya ii¢lincii kisileri kullanarak temas kurmaya ¢alisarak bir kisi tizerinde
ciddi bir huzursuzluk olugmasina ya da kendisinin veya yakinlarmdan birinin giivenliginden
endise duymasina neden olmak fiilleri 1srarl takip su¢unu olusturmaktadir. Madde metninden
anlagilacagi tlizere, 1srarl takip eylemlerinin dijital ortamlarda sergilenmesi halinde de 1srarli
takip sugu olusacaktir.

Avrupa Konseyi, dijital siddet terimi yerine siber giddet terimini tercih etmektedir.
Konseye gore siber siddet; “fiziksel, cinsel, psikolojik veya ekonomik zarar veya aci ile
sonu¢lanan veya sonug¢lanmasi muhtemel olan, kisilere karsi siddete neden olmak, siddeti

kolaylastirmak veya kisileri tehdit etmek i¢in bilgisayar sistemlerinin kullanilmas1”dir. Dijital

* Ogr. Gor., Baskent Universitesi, tugceozen@baskent.edu.tr
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siddetin temelinde, fail tarafindan magdur tizerinde gii¢c uygulama ve kontrol etme arzusu yatar.
Failin, bir kisi iizerinde baski kurabilmek ve kontrol edebilmek amaciyla teknoloji araglariyla
kisiyi izlemesi, dijital izlerini takip etmesi dijital siddet kapsaminda 1srarli takip sucu olarak

degerlendirilebilecektir.

Anahtar Kelimeler: Dijital siddet, 1srarli takip, siber siddet, ceza hukuku, siber sug

A NEW PHENOMENON CREATED BY THE DIGITAL AGE: STALKING AS A
TYPE OF DIGITAL VIOLENCE

The digital age, beyond the knowledge, methods, tools, thoughts that have been going on
since time immemorial; It reveals a new concept of the world that describes new technologies
and concepts. The transition of power from man to machine and information technologies has
made social, political, economic and cultural changes inevitable. This digitalization has allowed
human relationship forms to shift to the digital world and to exhibit their behavior in the real
world in the virtual world.

Digital violence can be defined as all kinds of actions that people take place in digital
environments through information and communication technology tools and that they aim to
harm people. In this context, another target, threatening, intimidating, humiliating,
manipulating, hate speech leaves exposed to disgrace all kinds of destructive behavior
processed through digital technology tools for the severity raises. Digital violence includes,
cyber harassment, stalking, doxing, online hate speech, revenge porn, violation of privacy,
online threats, deepfake porn, up skirting, and identity theft.

Stalking means stalking your prey in English. Stalking was regulated as a new type of
crime by adding to Article 123/A of the Turkish Criminal Code No. 5237 with article 8 of the
Law No. 7406 Amending to the Turkish Criminal Code and Some Laws in the Official Gazette
dated May 27, 2022. According to this new article; stalking a person or trying to establish
contact using communication and communication tools, information systems or third parties,
causing serious unrest to a person or causing concern for the safety of himself or someone close
to him constitutes a crime of persistent stalking. As can be understood from the text of the
article, if persistent stalking actions are exhibited in digital environments, persistent stalking
crime will occur.

The Council of Europe prefers the term cyberviolence instead of the term digital violence.
According to the Council, cyberviolence is the use of computer systems to cause, facilitate or
threaten violence against individuals, that result in (or is likely to result in) physical, sexual,

psychological or economic harm or suffering and may include the exploitation of the
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individual’s circumstance, characteristics or vulnerabilities. The basis of digital violence lies in
the desire of the perpetrator to exert power and control over the victim. The perpetrator will be
able to monitor a person with technology tools in order to put pressure on and control a person,
and following their digital tracks will be considered as a stalking crime within the scope of
digital violence.

Keywords: Digital violence, stalking, cyberviolence, criminal law, cyber crime
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HALKI YANILTICI BILGiYI ALENEN YAYMA SUCU HAKKINDA
DEGERLENDIRME

Tiilay KITAPCIOGLU YUKSEL"

“Halki yamltict bilgiyi alenen yayma” sugu, 18.10.2022 tarih ve 7418 sayil1 Kanunun 29.
maddesi ile 5237 sayili Tiirk Ceza Kanunu’na 217/A madde numarasiyla eklenmistir. Bu
hitkme gore;

“(1) Surf halk arasinda endige, korku veya panik yaratmak saikiyle,
tilkenin i¢ ve dig giivenligi, kamu diizeni ve genel saglhg ile ilgili ger¢ege
aykuri bir bilgiyi, kamu barisini bozmaya elverisli sekilde alenen yayan kimse,
bir yildan ii¢ yila kadar hapis cezasiyla cezalandirilir.

(2) Fail, sucu gercek kimligini gizleyerek veya bir orgiitiin faaliyeti
cercevesinde islemesi halinde, birinci fikraya gore verilen ceza yari oraninda
artirthr”.

Bu hiikiim ile birlikte yeni bir sug tipi ihdas edilmistir. Bu sugun ceza hukukunun pek ¢ok
kurumu ile baglantili olarak degerlendirilmesine ihtiya¢ bulunmaktadir. Bu sebeple
calismamizda, bu hiikkmiin sug ile korunan hukuki deger, cezaya layik olma, kanunilik ilkesi ve
ifade 0zgiirliigii konular1 baglaminda incelenmesinin gerekli oldugu diisiincesindeyiz.

Bir fiilin su¢ teskil eden bir haksizlik tipi olarak kabul edilebilmesi i¢in hukuken
korunmasi gereken bir degeri ihlal etmesi gerekmektedir. Ceza hukuku gorevini, korunmasi
gercken nitelikteki hukuki degerlere yonelik ihlal teskil eden fiilleri sug olarak ihdas ederek
yerine getirmektedir. Bu baglamda, “halki yaniltici bilgiyi alenen yayma” sugunun da hangi
hukuki degeri koruduguna iliskin olarak incelenmesi gereklidir.

Haksizlik teskil eden bir fiilin sug tipi olarak ongoriilebilmesi i¢in bu fiilin cezaya layik
olmas1 gereklidir. Bu sugun diizenlenmesi ile birlikte cezalandirma alami biiyiik olglide
genigletilmistir. Ceza hukukunun son care olmasi ilkesi baglaminda, dezenformasyonun
onlenmesi i¢in ceza hukuku alanmi disindaki diger koruma alanlarindan faydalanilmaliyd: ve
bunun yeterli gelmemesi halinde ceza hukuku araglarina bagvurulmasi gerekirdi.

Kanunilik ilkesi, su¢ teskil eden fiillerin ve bu fiillere yonelik yaptirimlarin 6nceden
kanun ile ag¢ik bir sekilde belirlenmesini ifade etmektedir. Kanun koyucu, su¢ ve ceza igeren
hiikiimlerin ihdasii kanun ile yapmasmin yani sira sugun kanuni tanimimi ve yaptirimlarini
acik ve belirli olarak diizenlemelidir. Bu sucun degerlendirilmesinde dikkate alinmas1 gereken

en Onemli husus, kanunilik ilkesine aykir1 olmasidir. Sekil agisindan kanunilik ilkesine uygun

* Dr. Ogr. Uyesi, Kirklareli Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dals,
tulaykitapcioglu@hotmail.com, ORCID: 0000-0001-6631-1109.
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olmasi yeterli degildir. Yasama organi tarafindan ¢ikarilmig olmasi, maddi agidan da ilkeye
uygun oldugu anlamima gelmemektedir. Sugun kanuni taniminda yer alan, “gercege aykirilik”,
“kamu barisint bozmaya elverigli”, “iilkenin i¢ ve dis giivenligi”, “kamu diizeni” ve “genel
saghg” ifadeleri, belirlilik ilkesine uygun degildir.

Bu sug ile ifade 6zgiirliigli sinirlandirilmis oldugundan bu baglamda bir degerlendirmeye
de ihtiya¢ bulunmaktadir. Ifade 6zgiirliigiine miidahaleyi gerekli kilan pek ¢ok sug tipi ceza
kanununda yer almaktadir. Hakaret, tehdit, santaj, halki kin ve diismanliga tahrik ve agsagilama
sucu gibi. Bu sebeple ayrica boyle bir sug¢ tipine yer verilmesine gerek bulunmamaktadir.
Anayasa m.13’de yer alan hak ve Ozgiirliiklerin sinirlanmasma iliskin 6l¢iitlere aykirilik
tasimakta ve hakkin 6ziine dokunmaktadir.

Anahtar Kelimeler: Halki yaniltict bilgiyi alenen yayma sugu, kanunilik ilkesi, ifade

Ozgiirligl, ceza hukuku

EVALUATION THE CRIME OF DISSEMINATING PUBLICLY MISLEADING
INFORMATION TO THE PUBLIC

The crime of “disseminating publicly misleading information to the public”, has been
added to the Turkish Penal Code No. 5237 with the article number 217/A with the 29th article
of the Code No. 7418 and dated 18.10.2022. According to this provision;

“(1) Any person who publicly disseminates false information regarding
the internal and external security, public order and general health of the
country, with the sole motive of creating anxiety, fear or panic among the
people, in a way that is suitable for disturbing the public peace, shall be
sentenced to imprisonment from one year to three years.

(2) If the perpetrator commits the crime by concealing her/his true
identity or within the framework of the activities of an organization, the
penalty imposed according to the first paragraph is increased by half .

With this provision, a new type of crime has been established. There is a need to evaluate
this crime in connection with many institutions of criminal law. For this reason, in our study,
we think that it is necessary to examine this provision in the context of the legal value protected
by crime, being worthy of punishment, the principle of legality and freedom of expression.

In order for an act to be considered a criminal unfairness act, it must violate a value that
must be protected by law. Criminal law fulfills its duty by establishing acts as crimes that

constitute a violation of legal values that need to be protected. In this context, it is necessary to
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examine the crime of “disseminating publicly misleading information to the public” in terms
of which legal value it protects.

In order for an act that constitutes unfairness to be foreseen as a type of crime, this act
must be worthy of punishment. With the regulation of this crime, the area of punishment has
been greatly expanded. In the context of the principle that criminal law as a last resort, other
protection areas other than the criminal law should have been used to prevent disinformation,
and if this was not sufficient, criminal law instruments should have been resorted to.

The principle of legality means that the acts constituting a crime and the sanctions for
these acts are clearly determined by law in advance. The legislator should regulate the legal
definition and sanctions of the crime clearly and specifically, as well as establishing the
provisions containing crime and punishment by law. The most important point to be considered
in the evaluation of this crime is that it is against the principle of legality. In terms of form, it is
not sufficient to comply with the principle of legality. The fact that it was enacted by the
legislature does not mean that it is in conformity with the principle in material terms. The
expressions “false information”, “suitable to disturb the public peace”, “internal and external
security of the country”, “public order” and “general health” in the legal definition of the
crime are not suitable with the principle of certainty.

Since freedom of expression is delimited with this crime, an evaluation is also needed in
this context. Many types of crimes that require interference with freedom of expression are
included in the penal code. Such as “insult”, “threat”, “provoking the public to hatred, hostility
or degrading”. For this reason, there is no need to include such a type of crime. It contradicts
the criteria regarding the restriction of rights and freedoms in Article 13 of the Constitution and

touches the essence of the right.

Keywords: Disseminating publicly misleading information to the public, the principle of

legality, freedom of expression, criminal law
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BiLiSiM SISTEMLERi ARACILIGIYLA iSLENEN KRiPTO PARA
DOLANDIRICILIGI

Ugur ASKIN"

Dolandiricilik sugu, hileli davranislarla bir kimseyi aldatip, onun veya bagkasinin zararma
olarak, kendisine veya baskasina yarar saglanmasidir. Bu su¢un konusunu haklar, alacaklar,
taginir ve taginmaz mallar olusturur. Esas olan hileli hareketler ile elde edilen yararin
malvarligina iliskin olmasidir. Bu itibarla malvarligma iliskin olan fiziki varlig1 olmayan
degerlerin de dolandiricilik sugunun konusu olmas1 miimkiindiir.

Kripto para, sifreli yontemler ile glivenli islem yapmaya olanak saglayan dijital degerlere
sahip para birimidir. Bunlar herhangi bir devlete veya merkezi birime bagl degildir. Kripto
paralarin bir¢ok ¢esidi olmakla birlikte, ilki ve en bilineni “bitcoin” dir. Bunun haricinde altcoin
olarak adlandirilan pek ¢ok kripto para birimi bulunmaktadir.

Kripto paralar, su¢ islenmesinden elde edilebilecegi gibi dogrudan sucun islenmesinde
miibadele araci olarak da kullamlabilir. Ozellikle kripto paralarin transfer siirecindeki hesap
bilgilerine iliskin anonimlik ile failler kimliklerini gizleyebilmektedir. Bu durum sanal ortamda
islenmesi amaglanan suglarda paranin yerine kripto paralarm kullanimini yaygmlastirmaktadir.
Bu kapsamda kripto paralar ile hirsizlik, dolandiricilik, uyusturucu ve uyarict madde ticareti,
silah ticareti, ¢ocuk pornografisi, suctan kaynaklanan malvarligi degerlerinin aklanmasi, vergi
kacakeilig1, terérizmin finansmani gibi bir¢ok sug islenebilmektedir.

Kripto paralarin kullaniminin ve ticaretinin yogunlasmasi ile ekonomik degerinin artmasi
sonucunda, bu alandaki dolandimricilik faaliyetleri giderek artmaktadir. Bilisim sistemleri
alaninda yetkin olmayan kullanicilarin kripto varliklar1 ¢esitli dolandiricilik faaliyetleriyle ele
gegirilebilmektedir. Kripto para dolandiriciligi yontemlerinden en sik gerceklestirilenleri sosyal
mithendislik, zararli yazilim, phishing (oltalama) saldirilari, verilerin ele gegirilmesi, saadet
zincirleri (ponzi schemes), ICO (Initial Com Offering) yoluyla yapilan dolandiricilik eylemleri,
dolandiricilik amaciyla kurulan kripto para borsalar1 ve bulut madenciligi (cloud mining)
sayilabilir.

Kripto para dolandiriciligimin  islenmesinde bilisim sistemleri ara¢ olarak
kullanilmaktadir. Bu sistemler iizerinden baskasina ait kripto para varliklar1 hileli hareketler ile
ele gecirilerek yarar saglanmaktadir. Bu tiir fiiller hem 5237 say1li TCK m. 158/1-f’deki bilisim
sistemlerinin ara¢ olarak kullanilmasma iliskin dolandiricilik sugunun nitelikli halini hem de

bilisim sistemleri araciligiyla haksiz yarar saglama sucunu olusturur (TCK 244/4). Ancak

*Ars. Gor., Inénii Universitesi, Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali,
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bilisim sistemleri aracilifiyla haksiz yarar saglama sugunun olusabilmesi TCK m. 244/4
uyarinca gercgeklestirilen fiillerin baska bir su¢ olusturmamasi gerekmektedir. Dolayistyla
kripto para dolandiriciligina iliskin fiillerde asli norm niteligindeki TCK m. 158/1-f hiikmii
tatbik edilmelidir.

Calismamizda dncelikli olarak en sik goriilen kripto para dolandiriciligina iligkin fiiller
uygulama ve yargi kararlarindan hareketle agiklanacaktir. Bununla birlikte cezai sorumlulugun
tespiti ve bu tiir fiillerin 6nlenmesine iligkin ¢6ziim Onerileri sunulacaktir.

Anahtar Kelimeler: Bilisim sistemleri, dolandiricilik, sug, hileli hareketler, kripto para

CRYPTO COIN FRAUD COMMITTED THROUGH INFORMATION SYSTEMS

The crime of fraud is to deceive someone with fraudulent behavior and to benefit himself
or someone else, to the detriment of him or someone else. The subject of this crime is rights,
receivables, movable and immovable property. The main thing is that the benefit obtained
through fraudulent movements is related to the assets. In this respect, it is possible that values
that do not have a physical presence related to their assets may also be the subject of a fraud
crime.

Crypto coins is a currency with digital values that allows secure transactions using
encrypted methods. They are not subordinate to any state or central unit. Although there are
many types of crypto currencies, the first and most well-known is “bitcoin”. Apart from this,
there are many crypto currencies called altcoins.

Crypto coins can be obtained from the commission of a crime, as well as directly used as
a means of exchange in the commission of a crime. Especially with the anonymity regarding
the account information in the transfer process of crypto currencies, the perpetrators can hide
their identities. This situation makes the use of crypto currencies widespread instead of money
in crimes intended to be committed in a virtual environment. In this context, many crimes such
as theft, fraud, drug and stimulant trafficking, arms trafficking, child pornography, laundering
of asset values resulting from crime, tax evasion, financing of terrorism can be committed with
crypto coins.

As a result of the intensification of the use and trade of crypto coins and the increase in
their economic value, fraud activities in this area are gradually increasing. Crypto assets of users
who are not competent in the field of information systems can be seized through various
fraudulent activities. Crypto currency fraud methods are the ones most frequently performed

social engineering, malware, phishing attacks, data acquisition, Ponzi schemes, ICO (Initial

78



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi

Coin Offering) through fraud actions, crypto currency exchanges and cloud mining facility
established for the purpose of fraud.

Information systems are used as a tool in the processing of crypto coins fraud. Through
these systems, the crypto coins assets belonging to someone else are seized with fraudulent
movements and benefit is provided. Such acts constitute both the qualified form of fraud related
to the use of information systems as a tool in article 158/1-f of the Turkish Criminal Code No.
5237 and the crime of providing unfair benefit through information systems (TCC 244/4).
However, in order for the crime of providing unfair benefit through information systems to
occur, the acts performed must not constitute another crime. Therefore, TCC art. 158/1-f should
be applied.

In our study, first of all, the most common crypto money fraud related acts will be
explained based on the application and judicial decisions. In addition, proposals for solutions
related to the determination of criminal liability and the prevention of such acts will be
presented.

Keywords: Information systems, fraud, crime, fraudulent activities, crypto coin
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BILGISAYARLARDA, BILGISAYAR PROGRAMLARINDA VE KUTUKLERINDE
ARAMA, KOPYALAMA VE ELKOYMA KORUMA TEDBIRININ (CMK M. 134)
KOVUSTURMA EVRESINDE UYGULANABILIRLIGI

Veysel Candan CANOGLU

Teknolojide yasanan gelismelere bagli olarak giiniimiizde bilisim sistemlerinin arag

*

olarak kullanildig1 yeni sug tipleri ortaya ¢ikmistir. Bu suglara iligkin yapilan yargilamalarda
bilisim sistemlerinde yer alan verilerin kullanilmasi biiyiik 6nem arz etmektedir. Ayrica bilisim
sistemleri kullanilmadan islenen suglarda dahi bilisim sistemlerinde yer alan veriler, olayin
aydmlatilmasinda kullanilabilmektedir. Bu bakimdan sugun tiirii fark etmeksizin bilisim
sistemleri, maddi gergegin ortaya c¢ikarilmasinda biiyiik bir rol oynayabildiginden
bilgisayarlarda arama ve el koyma islemlerinin yapilmas: giindeme gelebilmektedir. Ne var ki
klasik arama ve el koyma koruma tedbirlerinin bilgisayarlarda uygulanmasi olumsuz sonuglara
yol agabilmektedir. Nitekim bu sistemlere girilmesi, sistemdeki verilerin saglikli sekilde elde
edilmesi, kopyalanmas1 ve ¢éziimlenmesi gibi birtakim islemlerin yapilmasi, belirli bir diizeyde
teknik bilgi ve deneyim gerektirmektedir. Ayrica giindelik hayatta siklikla kullanilan akilli saat,
cep telefonu ve bilgisayarlarda, fotograf, giinliik, ajanda, mesaj, saglik raporu ve ders notu gibi
yapraga basili fiziki hali belki de odalara sigmayacak kadar veri bulunabilmektedir. Yapilan bu
islemler, 6zel hayatin gizliligi, haberlesme 6zgiirliigii ve miilkiyet hakk1 gibi birtakim temel hak
ve Ozgiirliiklere miidahale teskil ettiginden birey acisindan daha agir sonuglara yol
acabilmektedir. Iste bu ve diger sebeplerden &tiirii kanun koyucu, CMK m. 116 vd’nda
diizenlenen arama ve el koyma koruma tedbirlerinden farkli olarak, CMK m. 134’te
bilgisayarlarda, bilgisayar programlarinda ve kiitiiklerinde arama, kopyalama ve el koyma
koruma tedbirini diizenlemistir. S6zii edilen koruma tedbirine karar verilebilmesi i¢in birtakim
kosullarin saglanmas1 gerekmektedir. Bu kosullar arasinda yer alan “bir su¢ dolayisiyla yapilan
sorusturma’nin varligi, kararn Cumhuriyet savcisinin talebi ilizerine hakim tarafindan
verilebilmesi ya da gecikmesinde sakinca bulunan hallerde sonradan onaylanmasi sartiyla
Cumbhuriyet savcisinin da karar verebilmesi, kararin kapsaminin sadece “siiphelinin kullandigi”
ile sinirli olmasi ve el koyma islemi esnasinda yapilan yedeklemenin bir kopyasinin “siipheliye
veya vekiline” verilmesi gibi madde metninde yer alan birtakim kosullardan dolay1, bu koruma
tedbirin kovusturma evresinde uygulanip uygulanmayacagi hususu, doktrinde oldukga
tartigmali bir hal almistir. Bu kapsamda, CMK m. 134’te diizenlenen koruma tedbirinin

kovusturma evresinde uygulanabilecegini savunanlar, genel olarak mahkemenin resen

* Dr. Ogr. Uyesi, Kocaeli Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali,
canoglu.veysel@gmail.com
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arastirma yikiimliliglini gerek¢ce gostermektedir. Buna gore, varligindan ilk kez kovusturma
evresinde haberdar olunmasi gibi nedenlerden dolayi, bu tedbirin kovusturma evresinde
uygulanmast miimkiindiir. Nitekim mahkeme, maddi gergegin ortaya g¢ikarilmasi amaciyla
resen delil toplama yetkisini kullanabilmektedir. Keza bu tedbirin kovusturma evresinde
uygulanmasimi engelleyen acik bir hiikkiim bulunmamaktadir. Karsit goriiste olanlar ise genel
olarak lafzi yorum yontemi, kanunilik ilkesi ve tedbirin uygulanma kosullarina dayanmaktadir.
Bu kapsamda madde metninde kovusturma ve sanik yerine, sadece sorusturma ve siipheli
kavramlarma yer verilmis olmasindan dolay1 bu tedbirin kovusturma evresinde uygulanmasi
miimkiin degildir. Nitekim temel hak ve 6zgiirliiklerin siirlandirilmasinda aranan kanunilik
sarti da bunu gerektirmektedir. Kaldi ki aleni gergeklesen durugsmada bu tedbirin
uygulanmasma karar verildigi durumlarda, bu karardan haberdar olan ilgililerin, verileri
islevsiz hale getirebilmesi s6z konusu olabileceginden, tedbirin kovusturma evresinde
uygulanmas1 zaten yarar saglamayacaktir. Yargi kararlarina bakildiginda ise anilan koruma
tedbirine kovusturma evresinde basvurulabilecegi seklinde bir uygulamanin mevcut oldugu
goriilmektedir. Calismamizda, CMK m. 134’te diizenlenen koruma tedbiri genel olarak
aciklandiktan sonra, bu tedbirin kovusturma evresinde uygulanabilirligi yoniinden 6ncelikle
doktrindeki lehe ve aleyhe goriislere ayr1 ayr1 yer verilmekte, akabinde yargi kararlari
degerlendirilmekte ve en son goriisimiiz paylagilmaktadir.

Anahtar Kelimeler: Bilgisayar, bilisim sistemleri, arama, ¢l koyma, kovusturma

THE APPLICABILITY OF THE SEARCH, COPY AND SEIZURE IN COMPUTERS,
COMPUTER PROGRAMS AND LOGS AS APROTECTION MEASURE MEASURE
(CPC ART. 134) IN THE PROSECUTION PHASE

As a result of the development of technology, new types of crimes have regulated by the
use of information systems. It is important that the data in the information systems are used in
the proceedings regarding these crimes. In addition, data on other crimes where the information
system is not used can also be found in the information systems. Therefore, information systems
are important in terms of revealing the material truth regarding all crimes. For this purpose,
computers can be searched and seized. However, the application of general search and seizure
protection measures on computers can cause negative results. Some procedures such as
accessing information systems, obtaining, copying and decoding of this data requires a certain
level of technical knowledge and experience. There are many data such as photographs, diaries,
agendas, messages, health reports and lecture notes in smart watches, mobile phones and
computers that are frequently used in daily life. The physical state of these data may take up a

lot of space. These may limit some fundamental rights and freedoms such as the right to privacy,
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freedom of communication and property right. This may lead to more serious consequences for
person. For these and other reasons, the legislator has regulated search, copy and seizure in
computers, computer programs and logs as a protection measure (CPC art. 134) different from
general search and seizure protection measures. Certain conditions must be present in order to
be able to decide on this protection measure. Some of these conditions are: existence of an
"investigation for a crime”, decision of the judge upon the request of the Public prosecutor, In
case of delay that may be an inconvenience, the Public prosecutor can also make a decision,
provided that it is subsequently approved, the scope of the decision is limited only to the “used
by the suspect” and giving a copy of the backup made during the seizure to the “suspect or
her/his lawyer”. Due to these conditions written in the code, the applicability of this protection
measure in the prosecution phase is discussed in the doctrine. In this context, those who argue
that this protection measure (CPC art. 134) can be applied during the prosecution phase, show
the court's obligation to investigate as a justification without demand. According to this, there
may be situations such as learning that the evidence exists during the prosecution phase. This
measure can therefore be applied in the prosecution phase. The court can use its power to collect
evidence to find the material truth without demand. There is no article preventing the
implementation of this protection measure in the prosecution phase. The reasons for those of
other opinion in the doctrine are generally as follows: verbal comment method, principle of
legality and conditions of the protection measure. Instead of prosecution and defandant, only
the concepts of investigation and suspect are included in the text of the article. It is therefore
not possible to apply this measure in the prosecution phase. This is a requirement of the
principle of legality sought in the limitation of fundamental rights and freedoms. Moreover,
when it is decided to apply this measure in the public hearing, some people who see this decision
may render the data inoperative and so the application of the measure in the prosecution phase
is not beneficial. It is seen in the court decisions that it is accepted that this protection measure
can also be applied in the prosecution phase. In our study, firstly, this protection measure is
explained in general, opinions in the doctrine regarding the applicability of this measure in the
prosecution phase are included, judicial decisions are evaluated, and finally, our opinion is
shared.

Keywords: Computer, information systems, search, seizure, prosecution
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DiSIiPLIN SORUSTURMALARINDA YAPAY ZEKANIN KULLANILABILIRLIiGI
Aysegiil COBAN ATIK"

Disiplin sorusturmalari, siirecinde kati usul kurallarinin uygulanmasini gerektiren,
oldukc¢a yogun emek ve bolca zaman isteyen bir siirectir. Yetkili idari makamlarin uyguladiklar
disiplin cezalarinin hukuka aykiriligi ¢ogu zaman sorusturma siirecindeki hatalar nedeniyle
ortaya ¢ikmaktadir. Disiplin sorusturmalari, objektif bicimde yiiriitiilmesi gereken bir siirectir.
Tarafs1zlig1 olumsuz etkileyebilecek insani duygulardan arinmis bir bigimde ytirtimesi gerekir.
Ote yandan disiplin sorusturmalarinm yiiriitilmesinde profesyonellesme uygulamasi
olmadigindan, her kamu gorevlisi ekstra gorev niteligindeki bu isle bir ya da birkag kez
gorevlendirilebilmektedir. Bu halde sorusturma siireci ve kurallari, her seferinde her memurun
ogrenmesi gereken bir siire¢ haline gelmektedir. Bu da sorusturma siiresinin uzamasima ve
hukuki hatalarin yapilmasina zemin hazirlamaktadir.

Son yillarda hukuk alaninda yapay zekanin adli vakalarin analizi, yorumlanmasi ve karar
tahmini yapabildigini gormekteyiz. Bu ¢alismada insanlarin hayatini kolaylastiran teknoloji ve
yapay zekadan disiplin sorusturmalarinda ne derece faydalanilabilecegi konusunda, disiplin
islemlerinin nitelikleri ve teknolojinin imkanlar1 ¢er¢evesinde bir degerlendirme yapilacaktir.

Anahtar Kelimeler: Disiplin sorusturmasi, yapay zeka, dijital idari usul

USABILITY OF ARTIFICIAL INTELLIGENCE IN DISCIPLINARY
PROCEEDINGS

Disciplinary proceedings are a process that requires the application of strict procedural
rules and requires a lot of labor and time. The unlawfulness of the disciplinary penalties applied
by the competent administrative authorities often arises due to errors in the investigation
process. Disciplinary proceedings are a process that must be carried out objectively. These
proceedings should be conducted in a way that is free from human feelings which may
adversely affect impartiality. On the other hand, since there is no practice of professionalization
in the conduct of disciplinary proceedings, each public official may be assigned to this extra
task once or several times. In this case, the investigation process and rules become a process
that every officer has to learn every time. This paves the way for prolonging the proceeding
period and making legal mistakes.

In recent years, we have seen that artificial intelligence in the field of law can analysis,

interpretation and decisions prediction of forensic cases. In this study, an evaluation will be

“Dr.  Ogr. Uyesi, Selguk Universitesi Hukuk Fakiiltesi ~Idare Hukuku Anabilim  Dali,
aysegulcoban2005@hotmail.com, ORCID: 0000-0002-3849-3504
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made on the extent to which technology and artificial intelligence, which make people's lives
easier, can be used in disciplinary proceedings, within the framework of the qualities of
disciplinary proceedings and the possibilities of technology.

Keywords: Disciplinary proceeding, artificial intelligence, digital administrative procedure
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ULUSAL YAPAY ZEKA STRATEJiSi CERCEVESINDE ELEKTRONIK
IDAREDEN AKILLI iDAREYE DONUSUM

Begiim ISBIR*

Dijitallesme, son yiizyilda en hizli ilerleyen gelismelerden birisidir. Pek c¢ok alanda
oldugu gibi hukukta da dijitallesmenin etkileri biiyiiktiir. Ancak diinyadaki geligsmeler takip
edildiginde; dijitallesmenin yapay zekaya gegisi hizlandirdigi da bir gergektir. Dolayisiyla
dijitallesme, “akilli teknolojilere” doniismektedir.

Cumbhurbaskanligi Hiikiimet Sistemi ile birlikte kurulan Cumhurbaskanligi Dijital
Dontistim Ofisi’nin (CDDO) ayr1 kamu tiizel kisiligini haiz teskilatlanmasi, bu alandaki
ongoriilerin habercisidir. CDDO’nun yaymladig1 Ulusal Yapay Zeka Stratejisi, idare hukukuyla
ilgili oldugu hususlarda incelenecektir. idare hukukunda yapay zeka kullanimiyla ilgili mevzuat
ithtiyaci, mevcut normlardaki degisikliklere yonelik adimlarin tespiti saglanacaktir.

Tirk Hukuku agisindan bilgi teknolojileri, elektronik hizmetler, elektronik devlet, akilli
kamu hizmetleri, yargida dijitallesme kavramlar1 her gecen giin daha sik karsimiza ¢ikmaktadir.
Ulusal Yargi Ag1 Projesi (UYAP), e-devlet, e-adalet (e-durusma, Avukat Portal) uygulamalar1
hukukta yapay zekaya gecisin adimlar1 olarak nitelendirilmelidir. Konuya idare hukuku
acisindan bakildiginda; kamu kurum ve kuruluslarmin yapay zeka kullanmasimna iliskin
adimlarin atildig1 agiktir.

CDDO Ulusal Yapay Zeka Stratejisi'nde yer alan hususlarla birlikte; bilgi ve veri
giivenligine iliskin tedbir ihtiyac1 da dikkat cekicidir. Bu anlamda 6 Temmuz 2019 tarihli?
“Cumhurbaskanlig1 Bilgi ve iletisim Giivenligi Genelgesi” ile Temmuz 2020 tarihli “CDDO

2 idare hukuku-yapay zeka hususlarindaki gelismeleri izah

Bilgi ve Iletisim Giivenligi Rehberi
etmemizi kolaylastirmaktadir. CDDO Ulusal Yapay Zeka Stratejisi bu baglamda, Tiirk idare
Hukuku’nda elektronik idareden (e-idare) akilli idareye (a-idare) dnemli bir mihenk tasidir.
Akillr teknolojiler, “yapay zeka”, “bulut”, “nesnelerin interneti”, “veri madenciligi”, “dijital
devlet”, “blokzincir’in tartigildigr gilinlimiizde, idare hukukunun dinamiklik 6zelligi de
kendisini hissettirmektedir. Bir bagka deyisle, yakin gelecekte idare kavrami; “akilli idare”,
“akilli idari islem”, “akilli idari faaliyet” kavramlarina evrilecektir.

Ote yandan yapay zeka destekli idari faaliyetlerle (8zellikle kamu hizmeti ve kolluk
faaliyetleri) kamu gorevlisi kavrami da koklii degisime ugrayacaktir. Bu ¢aligmanin amaci,

CDDO Ulusal Yapay Zeka Stratejisi ve Bilgi-Veri Giivenligi Genelgesi, Bilgi-Veri Giivenligi

* Dr. Ogr. Uyesi, Polis Akademisi Baskanligi Giivenlik Bilimleri Enstitiisii, begumisbir@hotmail.com
1 R.G., Tarih: 06.07.2019, Say1: 30823.
2 https://chddo.gov.tr/bigrehber/ erigim tarihi: 29.10.2022.
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Rehberi esas alinarak yakin gelecekte idarenin “a-idareye” doniistimii ile ilgili incelemeleri,
ongoriileri ve Onerileri hukuk diinyasina kazandirmaktir. Zira idare hukuku, gen¢ ve dinamik
bir hukuk dali olmasi sebebiyle teknolojik gelismelerle birlikte degismektedir. Bu husus sadece
idare hukuku miiesseselerini degil, ayn1 zamanda bu alandaki uyusmazliklarin ¢dziimlendigi
idari yargi alanmi da etkileyecektir. Calismada akilli idare kavrami irdelenirken, ilgili oldugu
kadaryla idari yargiyi etkileyebilecek konulardan da bahsedilecektir.

Anahtar Soézciikler: Yapay zeka, akilli idare, Dijital Doniisiim Ofisi, elektronik idare, veri
giivenligi

WITHIN THE FRAMEWORK OF NATIONAL ARTIFICIAL INTELLIGENCE

STRATEGY TRANSFORMATION FROM ELECTRONIC ADMINISTRATION TO
SMART ADMINISTRATION

Digitization is one of the fastest-growing developments in the last century. As in many
fields, the effects of digitalization in law are great. However, when the developments in the
world are followed; It is also a fact that digitalization accelerates the transition to artificial
intelligence. Therefore, digitalization turns into “smart technologies”.

The organization of the Presidency Digital Transformation Office (PDTO), which was
established together with the Presidential Government System, with separate public legal
personality, is a harbinger of predictions in this area. The National Artificial Intelligence
Strategy published by PDTO will be examined in terms of administrative law. The need for
legislation regarding the use of artificial intelligence in administrative law and the steps towards
changes in current norms will be determined.

In terms of Turkish Law, the concepts of information technologies, electronic services,
electronic government, smart public services, and digitalization in the judiciary appear more
and more every day. The National Judicial Network Project (NJNP), e-government, e-justice
(e-trial, Lawyer Portal) applications should be considered as the steps of the transition to
artificial intelligence in law. When the subject is considered from the point of view of
administrative law; It is clear that steps have been taken regarding the use of artificial
intelligence by public institutions and organizations.

Along with the issues included in the PDTO National Artificial Intelligence Strategy; the
need for precautions regarding information and data security is also noteworthy. In this sense,
the "Presidential Information and Communication Security Circular" dated 6™ July 2019* and

the "PDTO Information and Communication Security Guide" dated July 20202 make it easier

1 0.G., Date: 06th July 2019, Number: 30823.
2 https://cbddo.gov.tr/bigrehber/ Access date: 29.10.2022.
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for us to explain the developments in administrative law-artificial intelligence. In this context,
PDTO National Artificial Intelligence Strategy is an important milestone in Turkish
Administrative Law from electronic administration (e-administration) to smart administration

2% ¢

(S-administration). Today, when smart technologies, “artificial intelligence”, “cloud”, “internet
of things”, “data mining”, “digital government”, “blockchain” are discussed, the dynamic
feature of administrative law also makes itself felt. In other words, the concept of administration
in the near future; It will evolve into the concepts of “smart administration”, “intelligent
administrative action” and “intelligent administrative activity”.

On the other hand, with artificial intelligence-supported administrative activities
(especially public service and law enforcement activities), the concept of public servant will
undergo a radical change. The aim of this study is to bring the investigations, predictions and
suggestions about the transformation of the administration into "s-administration™ in the near
future, based on the PDTO National Artificial Intelligence Strategy and Information-Data
Security Circular, Information-Data Security Guide. Because administrative law is a young and
dynamic branch of law, it changes with technological developments. This issue will affect not
only the administrative law institutions, but also the administrative jurisdiction where the
disputes in this field are resolved. While examining the concept of smart administration in the
study, issues that may affect the administrative judiciary will also be mentioned, as far as it is
relevant.

Keywords: Artificial intelligence, smart administration, Digital Transformation Office,

electronic administration, data security
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IDARI YARGIDA YAPAY ZEKANIN KULLANIMI
Cemal BASAR*

Yapay zeka, insan zekasina benzer sekilde calisabilen, algiladig1 olgulari nitelendirebilen,
nitelendirmelere dayanarak analiz yapabilen, analiz sonucunda karar verebilen ve
uygulayabilen bir sistemdir. Bu baglamda yapay zeka, insana 6zgii diisiinme, fikir {iretme,
analiz etme ve sonug c¢ikarma yeteneklerinin makineler tarafindan gerceklestirilmesi esasina
dayanmaktadir. Yapay zeka destekli hukuk teknolojileri dogal dil isleme ve derin 6grenme
algoritmasi ile tasarlanan yazilimlardir. Normlar hiyerarsisine uygun algoritmaya sahip, hukuki
sorunu ve soruna uygulanacak normlar1 tespit eden bir yapay zekd sistemi, objektif
degerlendirmeler ve ¢ikarimlar yaparak yargmin tarafsizliginm ve bagimsizliginin
saglanmasina hizmet edebilecektir. Bunun yaninda yapay zekanin kullanimi ile mahkemelerin
makul silirede yargilama yapmasi, yargisal faaliyetlerin etkin bicimde sunulmasi
hedeflenmektedir.

Gilintimiizde kimi yargi sistemlerinde yapay zeka araglarinin kullanilmasina baglanmastir.
Yapay zekanmn mahkemeye veya hakime yardimci olabilecegi gibi, karar taslagi
hazirlayabilecegi ve hatta bizzat karar verebilecegi belirtilmektedir. Uygulamada yapay
zekanin agirlikli olarak yargisal siirecleri kolaylastirmaya yonelik bir destek iglevi gordiiglinii
sOylemek miimkiindiir. Hukuki uyusmazliklar karsisinda danigsmanlik hizmeti sunma, dilekce
hazirlama, dava agma, mevzuat ve igtihat taramasi yapma, uyusmazliga iligkin istatistiki veri
elde etme, dava ile ilgili olarak taslak karar hazirlama ve nihai karar1 verebilme gibi
faaliyetlerde yapay zekadan yararlanilmaktadir.

Yapay zeka sistemlerine idari yargida da bagvurulmasi s6z konusu olabilecektir. Gerek
iptal davalar1 gerekse tam yargi davalar1 bu alandaki yeniliklere ve gelismelere aciktir. Ilk
incelemenin yapilmasindan nihai kararin verilmesine kadar gegen siirecte yapay zekadan
yararlanilabilir. Ornegin iptal davasinda idari islemin unsurlar1 yapay zeka tarafindan
incelenebilir. Hem iptal hem de tam yargi davalarinda yapay zeka araciligiyla yahut yapay zeka
miidahalesi olmaksizin dijital deliller toplanarak yapay zeka araciligiyla analiz edilebilir,
smiflandirilabilir ve yargi kararlarinda kullanilabilir. Ozellikle ivedi yargilama usuliiniin tatbik
edildigi davalarda yapay zeka yargi organina bu yoniiyle 6nemli destek saglayabilir. Benzer
sekilde onceden verilen mahkeme kararlarmin sisteme yiiklenmesi iizerine yapay zeka bu

kararlar1 analiz ederek somut olaya iliskin ne yonde karar verilebilecegi hususunda tahminini

* Dr. Ogr. Uyesi, Izmir Katip Celebi Universitesi Hukuk Fakiiltesi Idare Hukuku Anabilim Dali,
cemal.basar@ikc.edu.tr
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sunabilir. Tam yargi davalarinda 6zellikle maddi tazminatin hesaplanmasinda yapay zeka
mahkemeye yol gosterebilir. Kararlarda bulunacak hususlarin yazilmasinda da yapay zeka
devreye girebilecektir. Yapilmasi halinde durugsmadaki sozel beyanlarin yapay zeka eliyle
yaziya doniistiiriilmesi de miimkiin olup bu sayede siireden tasarruf saglanabilir. Buna karsilik
yapay zekanin dnyargi igeren bir model gelistirebilmesi ve bu dnyargiy1 kararlaria yansitmasi
karsilasilabilecek sorunlardan biridir. Yapay zekanin giivenlik zaaflarini barindirmasi,
yargilama faaliyetlerinin sekteye ugramasi, yargilamanm yanlis yonlendirilmesi ve kisisel
verilerin korunmast hakkinin ihlali gibi riskleri beraberinde getirmektedir. Burada
karsilagilabilecek olan sorunlardan bir digeri de yapay zekanin nesafete uygun, hakkaniyeti
zedelemeyen, tutarl bir uygulama saglayip saglayamayacagidir. Ayrica Anayasa’nin 138’inci
maddesinde hakimlerin vicdani kanaatlerine gore hiikiim verecekleri ifade edilmektedir. Bu
durum vicdani kanaati muamma olan yapay zekanin yargi faaliyetlerinde hicbir yeri olmayacagi
biciminde yorumlanmamalidir. Yapay zekanin yardimei olarak kullanildigi, nihai kararin
hakime birakildig1 hallerde yapay zekanin insani vasiflara sahip olmamasindan kaynaklanan
olumsuzluklar asgari seviyeye indirilebilecektir.

Yapay zekdya bahsi gecen vyetilerin kazandirilmasindaki zorluklar goéz Oniinde
bulunduruldugunda, bu konuda zaman i¢inde kat edilecek mesafe gozetilerek yapay zekanin
uygulama sahasinin genisligine karar verilebilecektir. Su an i¢in yapay zeka sistemlerinin
baslangic seviyesinde ve smirli oldugu sdylenebilir. Bu konuda yiiriitiilecek olan ¢alismalarda
CEPEJ (Avrupa Adaletin Etkililigi Komisyonu) tarafindan kabul edilen “Yargi Sistemlerinde
Yapay Zekanin Kullannmina Dair Avrupa Etik Sarti”nda yer verilen diizenlemeler de dikkate
almmalidir. Sartta, yargida yapay zekanin kullanimi bakimindan temel haklara saygi, ayrimcilik
karsit1 olma, kalite ve giivenlik, seffaflik, tarafsizlik ve adalet ile kullanic1 kontrolii altinda olma
seklinde bes temel prensip agiklanmistir.

Yapay zekayi giivenilmez bulmak ve higce saymak yerine hukuki uyusmazliklarin
¢coziimiinde yardimci olan ve hayati kolaylastiran araclar olarak gérmek yerinde bir yaklagim
olacaktir. Seffaf ve dogru kullanildig: takdirde yapay zeka yargida yasanan bir¢ok sorunu kisa
zamanda ve etkin sekilde ¢ozebilecektir. Kararlarin hizli ve isabetli verilmesinin saglanmasi
acisindan yargi alaninda dijital doniisiimiin yasanmasi ka¢inilmaz goriinmektedir. Calisma
kapsaminda da yapay zekdnin idari yargida kullanim alanlarindan ve geleceginden
bahsedilecektir.

Anahtar Kelimeler: Yapay zeka, dijital doniisiim, idari yargida yapay zeka, CEPEJ
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USE OF ARTIFICIAL INTELLIGENCE IN ADMINISTRATIVE JURISDICTION

Artificial intelligence is a system that can work similarly to human intelligence, qualify
the facts it perceives, analyze based on qualifications, make decisions and implement it as a
result of analysis. In this context, artificial intelligence is based on the realization of human-
specific thinking, generate an idea, analysis and conclusion abilities by machines. Artificial
intelligence supported legal technologies are software designed with natural language
processing and deep learning algorithms. An artificial intelligence system, which has an
algorithm suitable for the hierarchy of norms, determines the legal problem and the norms to
be applied to the problem, will serve to ensure the impartiality and independence of the judiciary
by making objective evaluations and inferences. In addition, with the use of artificial
intelligence, it is aimed that the courts make judgments in a reasonable time and that judicial
activities are presented effectively.

Today, artificial intelligence tools have started to be used in some judicial systems. It is
stated that artificial intelligence can help the court or judge, as well as prepare a draft decision
and even make a decision itself. In practice, it is possible to say that artificial intelligence mainly
functions as a support for facilitating judicial processes. Artificial intelligence is used in
activities such as providing consultancy services in the face of legal disputes, preparing a
petition, filing a lawsuit, explorating legislation and case law, obtaining statistical data on the
dispute, preparing a draft decision regarding the case and making the final judgment.

Artificial intelligence systems may also be used in administrative jurisdiction. Both action
for annulment and full remedy cases are open to innovations and developments in this field.
Artificial intelligence can be used in the process from the initial examination to the final
judgment. For example, in an action for annulment, the elements of the administrative action
can be examined by artificial intelligence. In both action for annulment and full remedy cases,
digital evidence can be collected, analysed, classified and used in judicial decisions through
artificial intelligence, with or without artificial intelligence intervention. Especially in cases
where the summary procedure is applied, artificial intelligence can provide significant support
to the judiciary with this aspect. Similarly, as a result of uploading previous court decisions to
the system, artificial intelligence can analyze these decisions and present its prediction about
how a decision can be made regarding the concrete case. Artificial intelligence can guide the
court, particularly in calculating the material compensation in full remedy cases. Artificial
intelligence will also be able to come into play in writing the issues to include in the judgments.
If it is done, it is also possible to convert the oral testimonies at the hearing into writing by

artificial intelligence, thus saving time. On the other hand, one of the problems that may be
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encountered is that artificial intelligence can develop a model containing prejudice and reflect
this in its decisions. The fact that artificial intelligence contains security weaknesses brings risks
such as interruption of judicial activities, misdirection of the trial and violation of the right to
protection of personal data. One of the problems that may be encountered here is whether
artificial intelligence can provide a consistent application that is compatible with fairness and
does not harm equity. In addition, it is stated in Article 138 of the Constitution that judges will
give their verdicts according to their personal convictions. This situation should not be
interpreted as artificial intelligence, whose personal conviction is an enigma, will have no place
in judicial activities. In cases where artificial intelligence is used as an assistant and the final
judgment is left to the judge, the negative effects arising from the lack of human values of
artificial intelligence can be minimized.

Considering the difficulties in gaining the mentioned abilities to artificial intelligence, the
width of the application field of artificial intelligence can be decided by considering the distance
to be covered in time. For the present, it can be said that artificial intelligence systems are at
the beginner level and limited. In the studies to be carried out on this subject, the regulations
included in the “European Ethical Charter on the use of artificial intelligence (Al) in judicial
systems and their environment”, adopted by CEPEJ (European Commission for the Efficiency
of Justice), should also be taken into consideration. In the charter, five basic principles are
explained in terms of the use of artificial intelligence in the judiciary: respect for fundamental
rights, non-discrimination, quality and security, transparency, impartiality and fairness and
being under user control.

Instead of finding artificial intelligence unreliable and ignoring it, it would be an
appropriate approach to think artificial intelligence as tools that help in solving legal disputes
and make life easier. If used transparently and correctly, artificial intelligence will be able to
solve many problems in the judiciary in a short time and effectively. It seems inevitable to
experience digital transformation in the judiciary in order to ensure that decisions are made
quickly and accurately. Within the scope of the study, the areas of use of artificial intelligence
in administrative jurisdiction and its future will be mentioned.

Keywords: Artificial intelligence, digital transformation, artificial intelligence in

administrative jurisdiction, CEPEJ
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DIJITALLESMENIN YUKSEKOGRETIM OGRENCI DiSiPLIN HUKUKUNA
OLASI ETKILERINE GENEL BiR BAKIS

Giiven SUSLU*

Dijital kelimesinin sozlik anlami “sayisal” olarak ifade edilmistir. Dijital yontemin
kullanildig1 araglarin artarak giinliik hayatimizda daha ¢ok yer almasi ile i¢ginde bulundugumuz
caga dijital ¢cag ad1 da verilmektedir. Dijitallesmenin tetikleyicisi olarak kabul edilen internet
olgusu ise yeni bir diizenin ortaya ¢ikmasina yol agmis ve bu diizenin hukuk tarafindan ele
alinmasi zarureti hasil olmustur.

Yiiksekogretim ogrencilerinin disiplin isleri Oncelikle 2547 sayili Yiiksekogretim
Kanununda diizenlenmis olup bu konunun detaylar1 ise “Yiiksekdgretim Kurumlar1 Ogrenci
Disiplin  Yonetmeligi’'nde belirlenmistir. Anilan Yonetmelik’te Oncelikle yliksekogretim
ogrencilerinin disipliner ihlal olusturan eylemleri ve bunlara ongdriilen disiplin cezalarina
iligkin hiikiimlere yer verilmistir. Yonetmelik ayrica disiplin sorusturmalarinin yiiriitiilmesinde
uyulmasi gereken kurallar1 da igcermektedir.

Dijitallesmenin yiiksekdgretim 6grencileri disiplin siireglerine etkisine li¢ agidan bakmak
gerekmektedir. Bunlardan ilki disiplin sorusturma siire¢lerine dijitallesmenin etkisidir.
Sorusturma siireglerine iligskin tebligatin dijital ortamlarda yapilmasinin, savunmanin dijital
ortamlarda alinmasmin hem siirecin verimli bir sekilde yiirlitiilmesine hem de savunma
hakkmin layig1 ile kullanilmasia etkisi irdelenmelidir. Ayrica dijital ortamlardan delil
toplanmasinin gerektigi sorusturmalarda bu delillerin toplanmasi yetkisi ve usulii de izaha
muhtag bir diger konudur.

Dijitallesmenin  ikinci etkisi disiplin  suc¢larmma iligkindir. Mevzuatta mevcut
diizenlemelerin dijitallesme siirecinin yarattig1t ve bir anlamda “dijital ihlal” olarak
adlandirilabilecek yeni ihlal kaliplarini karsilamaya yetip yetmeyecegi ve yeni ihlal kaliplarin
gerektirip gerektirmedigi de 6dnemi haiz bir konudur. Bu noktada yiliksekdgretim kurumlari
acisindan dnemli bir disipliner ihlal kaynagi olan sinav siirecleri agisindan hukuki boyutta yeni
bir degerlendirmenin yapilmasi elzemdir. Ozellikle dijital ortamda yapilan sinav siireclerinde
karsilasilan pratiklerin hukukiliginin degerlendirilmesi ve hukuki diizenleme ihtiyacinin olup
olmadiginin ortaya konulmasi sarttir. Aksi takdirde 6grencinin egitim hakki ile yiiksekdgretim
kurum diizeni arasinda olmasi gereken dengenin bozulmasi ihtimali giindeme gelecektir.
Ozellikle online smav uygulamalarinda karsilasilan bilgisayar kamerasini agma zorunlulugu

getirilmesi, 6grencinin kamerali bilgisayar ve/veya internet baglantisin1 kendisinin saglama

* Dr. Ogr. Uyesi, Yasar Universitesi Adalet Meslek Yiiksekokulu, guven.suslu@yasar.edu.tr
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zorunlulugunun sart kosulmasi gibi pratiklerin disiplin ihlali olarak kabuliiniin gerek Anayasal
gerekse yasal diizeyde hukukiliginin ele alinmas1 gerekmektedir.

Dijitallesmenin disiplin siireclerine olan etkisi son olarak disiplin cezalar1 noktasindadir.
Dijitallesme siirecinin, kendi kosullarini dikkate alan yeni disiplin cezalarini gerektirip
gerektirmedigi de hukuki boyutuyla ele almacak konular arasinda bulunmaktadir. Ozellikle
yerleskeye girmeme sonucu yaratan disiplin cezalar1 agisindan bu cezalarin, dijital egitim
uygulamasi sebebi ile yerleskeye girilme zorunlulugu olmayan donemlerde ne sekilde yerine
getirilecegi, keza uzaktan egitim seklinde gerceklestirilen derslerde 6grencinin derse devamina
engel olunmasmin gerekip gerekmedigi ve gerekmekte ise bunun ne sekilde saglanacagi,
coziilmesi gereken hukuki sorunlar olarak gdziikmektedir.

Anahtar Kelimeler: Dijital, disiplin hukuku, yiiksekdgretim, 6grenci, ihlal

AN OVERWIEV OF THE POTENTIAL EFFECTS OF DIGITALIZATION ON
HIGHER EDUCATION DISCIPLINARY LAW

The lexical meaning of the word digital is expressed as “numerical”. The age we live in
is also called the digital age, as the tools in which the digital method is used are increasingly
taking place in our daily lives. The internet phenomenon, which is accepted as the trigger of
digitalization, has led to the emergence of a new order and it has become necessary to deal with
this order by law.

The disciplinary affairs of higher education students are primarily regulated in the Higher
Education Law No. 2547, and the details of this issue are specified in the "Higher Education
Institutions Student Discipline Regulation™. In the aforementioned Regulation, first of all, the
actions of higher education students that constitute disciplinary violations and the provisions
regarding the disciplinary punishments envisaged for these are included. The regulation also
includes the rules to be followed in the conduct of disciplinary investigations.

It is necessary to look at the impact of digitalization on the disciplinary processes of
higher education students from three perspectives. The first of these is the effect of
digitalization on disciplinary investigation processes. The effect of making the notification
regarding the investigation processes in digital area and receiving the defense in digital area
should be examined both on the efficient execution of the process and on the proper use of the
right of defense. Also in investigations where evidence must be collected from digital media,
the authority and procedure to collect these evidences is another issue that needs explanation.

The second effect of digitalization is related to disciplinary offences. It is also an

important issue whether the existing regulations in the legislation will be sufficient to meet the
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new violation patterns created by the digitalization process, which can be called "digital
violation" and whether they require new violation patterns. At this point, it is essential to make
a new legal evaluation in terms of exam procedures, which are an important source of
disciplinary violations for higher education institutions. It is especially necessary to evaluate
the legality of the practices encountered in the exam procedures in the digital area and to reveal
whether there is a need for legal regulation. Otherwise, the possibility of disrupting the balance
that must be between the student's right to education and the order of the higher education
institution will come to the fore. For example, it is necessary to consider the legality of practices
such as the obligation to open the computer camera encountered in online exams, the obligation
of the student to provide the computer with a camera and / or the internet connection himself
as a disciplinary violation, both at the constitutional and legal level.

The effect of digitalization on disciplinary processes is finally at the point of disciplinary
penalties. Whether the digitalization process requires new disciplinary penalties that take into
account its own conditions is also among the issues to be discussed with its legal dimension. In
terms of disciplinary penalties that result not entering the campus, how these penalties will be
executed in periods when there is no necessity to enter the campus due to the digital education
application, as well as whether the student should be prevented from attending the courses in
the form of distance education and if necessary, how this will be provided, appear to be legal
problems that need to be resolved.

Keywords: Digital, disciplinary law, higher education, student, violation
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OTOMATIK KARAR VERME SISTEMINE iDARE HUKUKU PERSPEKTIFINDEN
BiR BAKIS

Harun YILMAZ"

Otomatik (algoritmik) karar verme sistemi, yapay zeka teknolojisinin uygulama
alanlarindan birisidir. Esasen otomatik karar verme, bilgi girdilerinin dijital analizi neticesinde
belirli bir bilgisayar programinda (yaziliminda) onceden belirlenmis parametrelere dayali
olarak belirli sonuglar ya da kararlarm almmasi siirecidir. idare hukukunda otomatik karar
verme ise, bu hukuk disiplini i¢in kokli degisimlere isaret etmektedir. Soyle ki, heniiz erken
gelisim asamasinda olsa da, gelismis yapay zeka uygulamalar1 ile kamu idareleri i¢in karar
verme sistematiginin degisecek olmasi, yakin gelecekte insan merkezli karar mekanizmalarinin
bir kenara birakilabilecegine dair ipuglar1 vermektedir. Dogaldir ki boyle bir durum, yerlesik
kamu hukuku ilkelerine uygunluk iizerine yeniden diisiinmeyi gerektirmektedir. Idare hukuku
icin otomatik karar verme sistemi, blinyesinde yararlari yani sira riskleri de barindirmaktadir.
Oncelikle yararli yonlerinden s6z agmak gerekirse, idare hukukunda otomatik karar verme,
kamusal aktorlere kolaylik ve konfor saglayan, hizmet alicilaria ise proaktif bicimde hizmetin
hizli, verimli, etkin ve esit ulagtirilmasi amacina yonelen bir sistem olarak 6n plana ¢ikmaktadir.
Yine, hizmet sunumu ve idari prosediir maliyetlerinin azaltilmasina, karar siirecinin insan
kaynakli 6nyargilardan armdirilmasima, kisith kaynaklarin en efektif sekilde kullanilmasina,
karara dair pek ¢ok hususu birlikte g6z 6niine alabilmeleri saglanan kamu otoritelerinin daha
akla yatkin, adil, tarafsiz ve sorumlu davranmalarina sunacagi katki, otomatik karar verme
sisteminin olumlu yonleri arasinda sayilmaktadir. Ote yandan, otomatik karar vermede insan
faktoriiniin ikinci plana atilmasi ya da daha ileri gidilerek bu faktoriin saf dis1 birakilmasi,
kontrol eksikligi yaratabilece§i gibi, insana 6zgii empati ve Ozen duygularini siirecten
dislayabilmekte; bu durum ise dogru ve hakkaniyetli kararlarin verilmesine engel
olabilmektedir. Bir baska husus, otomatik karar verme sistemi ile alinan kararlarda hangi
kriterlerin neden kullanildigina yonelik bireylerin acgiklama beklentisinin yeterince
karsilanamamasidir ki bu sonug, idarenin gerekge yiikiimliiliigii ile seffafligi basta olmak iizere
iyi idare anlayisina aykir1 diigebilecektir. Ayrica otomatik karar verme sistemi verileri ve
istatistiksel analizleri kullanmakta oldugundan, idarenin veri islemesi kaginilmazdir.
Dolayisiyla otomatik karar verme sisteminin basta kisisel verilerin korunmasi olmak iizere

giivenlik ve mahremiyete yonelik barmdirdig: riskler de gozden uzak tutulmamalidir. Yakin

“Dr. Ogr. Uyesi, Sakarya Universitesi Hukuk Fakiiltesi idare Hukuku Anabilim Dali, harunyilmaz@sakarya.edu.tr
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gelecekte idare hukukunda otomatik karar verme sistemine dair 6nemli yasal ve etik sorunlarin
giindeme gelmesi kuvvetle muhtemeldir. Bu baglamda idare hukuku i¢in gdrece yeni bir
yontem olan otomatik karar verme sisteminin toptanci bir yaklasimla tamamen iyi ya da koti
seklinde nitelendirilmesinden ziyade, hukuki altyapisina kaynaklik etmek {izere sistemin
ciddiyetle incelenmesi, yazilim degisiklikleri-giincellemelerinin izlenmesi suretiyle de sistemin
gelistirilebilir yanlarinin tespiti ile uygulamanimn sekillendirilmesi, su asamada en dogru
yaklagim olarak goriinmektedir. Caligmada otomatik karar verme sisteminin idare hukukuna

mevcut / olasi etkilerinin degerlendirilmesi amaglanmaktadir.

Anahtar Kelimeler: Otomatik karar verme, algoritmik karar verme, yapay zeka, seffaflik,

kisisel verilerin korunmasi

AN OVERVIEW OF AUTOMATED DECISION-MAKING SYSTEM FROM
ADMINISTRATIVE LAW PERSPECTIVE

An automated (algorithmic) decision-making system is one of the application areas of
artificial intelligence technology. Essentially, automated decision-making is the process of
making certain results or decisions based on predetermined parameters in a certain computer
program (software) as a result of digital analysis of information inputs. On the other hand,
automated decision-making in administrative law points to radical changes for this legal
discipline. Namely, the fact that the decision-making system for public administrations will
change with advanced artificial intelligence applications, although it is still at an early stage of
development, gives clues that human-centered decision mechanisms may be put aside in the
near future. Naturally, such a situation requires rethinking compliance with established public
law principles. An automated decision-making system for administrative law involves risks as
well as benefits. First of all, to mention its beneficial aspects, automated decision-making in
administrative law stands out as a system that provides convenience and comfort to public
actors and proactively aims at delivering services quickly, efficiently, effectively, and equally
to service recipients. Again, among the positive aspects of the automated decision-making
system, it contributes to reducing service delivery and administrative procedure costs, the
elimination of human-induced prejudices in the decision process, the most effective use of
limited resources, and the more reasonable, fair, impartial and responsible behaviour of public
authorities, which are ensured to consider many decision-related issues together. On the other
hand, putting the human factor in the background in automated decision-making or going
further and eliminating this factor can create a lack of control, as well as exclude human

empathy and care feelings from the process; and this situation can prevent making correct and
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equitable decisions. Another issue is that the expectations of individuals about which criteria
are used and why the decisions taken with the automated decision-making system cannot be
adequately met, which may contradict the understanding of good administration, especially the
obligation of justification and transparency of the administration. Moreover, as the automated
decision-making system uses data and statistical analysis, data processing by the administration
is inevitable. Therefore, the risks that the automated decision-making system poses for security
and privacy, especially for the protection of personal data, should not be overlooked. In the near
future, it is highly likely that important legal and ethical issues regarding the automated
decision-making system in administrative law will come to the fore. In this context, rather than
characterizing the automated decision-making system, which is a relatively new method for
administrative law, as completely good or bad with a wholesale approach, serious examination
of the system to be a source for its legal infrastructure, determining the developmental aspects
of the system by monitoring software changes- updates, and shaping the application, seems to
be the best approach at this stage. In the study, it is aimed to evaluate the current/possible effects

of the automated decision-making system on administrative law.

Keywords: Automated decision-making, algorithmic decision-making, artifical intelligence,

transparency, protection of personal data
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IDARE HUKUKU BOYUTUYLA ACIK DEVLET VERILERI
Kamile TURKOGLU USTUN

Dijital ¢agda toplumlar ve kurumlar her zamankinden daha fazla veri liretmekte ve yeni

*

teknolojiler sayesinde bu veriler sayisiz sekilde yeniden kullanilmaktadir. Son yillarda Devletin
kamu hizmetlerinin ifasi sirasinda topladigi verileri yeniden degerlendirilebilir bir sekilde
kamuya a¢cmas1 devletlerin dnemli politika alanlarindan biri olmustur. ilk kez 2009 yilinda
ABD’de gizli olmayan devlet verilerinin kamuya agilmasi saglanmig; bunu 2000 yilinda
Birlesik Krallik ve daha sonra AB izlemistir. AB’nin A¢ik Veri ve Kamu Sektorii Bilgisinin
Yeniden Kullanimna {liskin (EU) 2019/1024 say1li Direktifi agik veriye iliskin AB iilkelerinde
uyulmasi gereken yasal ¢ergeveyi ortaya koymustur.

Agik devlet verisi kavrami, Devletin elindeki verileri anonimlestirerek herkesin erisimine
ve kullanimina {icretsiz olarak agmas1 ve bu sayede verinin yeniden kullanilmas1 ve dagitilmasi
yoluyla veriden deger iiretilmesi anlamimna gelmektedir. Acik devlet verilerinin bliyiik bir
ekonomik degeri bulunmakla birlikte daha verimli, katilimci, seffaf ve hesap verebilir kamu
yonetimi i¢in de Onemli bir role sahiptir. Bunlarin yaninda dijitallesme ve yapay zeka
teknolojilerinin gelisiminde agik devlet verilerine ihtiyag vardir. Bu kapsamda kamu
harcamalari, savunma, sugla miicadele, adalet, egitim, gevre, saglik, yerel yonetimler, ulagim,
cografi bilgiler, toplum ve dijital hizmet performansi gibi konularda bir¢ok devlet verisinin tek
bir portaldan halka agilmas1 hedeflenmektedir.

Tiirkiye’de 1 No’lu Cumhurbaskanligi Kararnamesi’nin 527/B maddesinde Ulusal
diizeyde agik veri konusunda strateji gelistirmek ve koordinasyonu saglamak, Ac¢ik Veri
Portalini kurmak ve isletmek ile kamu kurumlarinin Portala veri aktarimina iliskin usul, esas ve
standartlar1 belirlemek gorevleri Dijital Doniisiim Ofisine verilmistir. Ayrica bazi strateji ve
politika belgelerinde de agik devlet verilerinden bahsedilmektedir. Ancak Tiirkiye’de merkezi
bir portaldan agik verilere erisim heniiz miimkiin degildir. Baz1 kamu kurumlar1 ve yerel
yonetimler cesitli verileri agik veri olarak yayinlamaktadir. Ancak bunlarin dogrudan yasal bir
dayanag1 yoktur. Yayinlanan agik devlet verilerinin tabi oldugu ilke ve standartlar belli degildir.
Calismada agik devlet verisi kavrami idare hukuku boyutuyla incelenerek, acik devlet
verilerinin 6nemi, hukuki niteligi, Bilgi Edinme Kanunu ve Kisisel Verilerin Korunmasi
Kanunu karsisindaki durumu incelenerek mevzuatta nasil diizenlenmesi gerektigi

karsilastirmali hukuk dikkate alinarak ortaya konulacaktir.

* Dr. Ogr. Uyesi, Ankara Haci Bayram Veli Universitesi Hukuk Fakiiltesi idare Hukuku Anabilim Dal,
kamile.turkoglu@hbv.edu.tr
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Anahtar Kelimeler: Agik veri, kamu sektorii bilgisi, e-devlet, Dijital Doniisiim Ofisi, agik
idare

OPEN GOVERNMENT DATA FROM PERSPECTIVE OFADMINISTRATIVE LAW
In the digital age, societies and institutions produce more data than ever before, and this
data is reused in countless ways thanks to new technologies. In recent years, it has been one of
the important policy areas of the states to make the data collected during public services public
in a re-evaluable way. For the first time in the USA in 2009, government data which is not
confidential was made public; it was followed by the UK in 2000 and then the EU. EU Directive
2019/1024 ,(EU) on Open Data and Reuse of Public Sector Information has set forth the legal
framework that must be followed in EU countries regarding open government data.

The concept of open government data means that the State anonymizes the data in its
possession and makes it free for everyone to access and use, thus generating value from the data
through the reuse and distribution of data. While open government data has a great economic
value, it also plays an important role for more efficient, participatory, transparent, and
accountable public administration. In addition, open government data is essential for the
development of digitalization and artificial intelligence technologies. In this context, it is aimed
to make many government data available through a single portal on subjects such as public
expenditures, defense, fight against crime, justice, education, environment, health, local
governments, transportation, geographical information, society, and digital service
performance.

In Turkey, according to Article 527/B of the Presidential Decree No. 1, the duties of
developing a strategy and ensuring coordination on open data at the national level, establishing
and operating the Open Data Portal, and determining the procedures, principles, and standards
for the transfer of data to the Portal by public institutions are given to Digital Transformation
Office. In addition, some strategy and policy documents mention open government data.
However, it is not yet possible to access open data from a central portal in Turkey. Some public
institutions and local governments publish various data as open data. However, they have no
direct legal basis. The principles and standards governing published open government data are
unclear. In this study, the concept of open government data will be examined from the
perspective of administrative law, the importance of open government data, its legal nature, its
situation against the Law on Access to Information and the Law on the Protection of Personal
Data will be examined and how it should be regulated in the legislation will be revealed by

considering comparative law.
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ICRA VE iFLAS KANUNU KAPSAMINDA YAPILACAK ACIK ARTIRMA
SURETIYLE SATIS iISLEMLERININ ELEKTRONIK IHALE YONTEMIYLE
GERCEKLESTIRILME USULUNUN iDARE HUKUKU ACISINDAN
DEGERLENDIRILMESI

Mehpare CAPTUG DILEK*

2004 say1li Icra ve iflas Kanunu’na 24 Kasim 2021 tarihinde eklenen 111/b maddesiyle
haczedilen mallarin satiglarinin fiziki olarak mezat salonlarinda gerceklestirilmesine son
verilerek elektronik ortamda sonuglanan, mesai saati kisintis1 olmadan ve mekandan bagimsiz
olarak yapilmasi imkan1 getirilmistir.

Elektronik ihale yontemi, ihalenin aleni, seffaf, giivenli ve her asamasi denetlenebilir
olmasi1 yoniiyle 6nemli avantajlar saglamaktadir. Bu yoniiyle bir an 6nce uygulamaya gecilmesi
ve tiim ihaleler bakimindan yayginlagsmasi ihale hukukunda seffaflik ve rekabet ilkelerinin
saglanmasinda saibeleri ortadan kaldiracak olmasi1 bakimindan 6nem arz etmektedir.

Elektronik ihale sistemine gecis siirecini diizenleyen kanunlarin ve diizenleyici islemlerin
idare hukuku ilkelerine uygun tesis edilmesi 6nem arz etmektedir. 08 Mart 2022 tarihinde
Resmi Gazete’de yaymlanarak yiiriirlige giren “Icra ve Iflas Kanunu Uyarinca Elektronik
Ortamda Yapilacak Satiglarin Usulii Hakkinda Yo6netmelik”in yiiriirliik maddesi sikintili bir
diizenlemedir.

Gerek Kanunlara gerekse idare tarafindan yapilan diizenleyici islemlere yiiriirliige giris
tarihi bakimindan geg¢is hiikiimleri koyulmasi, idari istikrarin ve 6ngoriilebilirligin saglanmasi
ve boylece bireylerin hukuki glivenliginin ihlal edilmemesi agisindan 6nemli ve gereklidir.
Ancak uygulamaya bakildiginda, Yonetmelikte 6ngoriilen gegis siiresinin yeterli olmayacagi
ongoriilmektedir. Ayrica bazi illerde uygulamaya gecilmis bazi illerde ise geg¢ilmemis olmasi
beraberinde pek c¢ok hukuki sorunu getirebilecektir. Bu nedenle elektronik ihale altyapisi
saglanmasinin hizlandirilmasi ya da Yonetmelikte 6ngoriilen gecis siiresinin uzatilmasi yoluyla
¢Oziim saglanmasi1 gerekecektir.

Anahtar Kelimeler: Elektronik ihale, rekabet ilkesi, seffaflik ilkesi, ge¢is hitkmii

EVALUATION OF THE METHOD OF CONDUCTING THE SALES
TRANSACTIONS BY THE AUCTION TO BE MADE WITHIN THE SCOPE OF THE
ENFORCEMENT AND BANKRUPTCY CODE BY ELECTRONIC TENDERING
METHOD IN TERMS OF ADMINISTRATIVE LAW

With the article 111/b added to the Enforcement and Bankruptcy Code No. 2004 on 24

November 2021, the physical sale of the seized goods in the auction halls was terminated. And

Ars. Gor. Dr., Dokuz Eylil Universitesi Hukuk Fakiiltesi, Idare Hukuku Anabilim Dali,
mehpare.captug@deu.edu.tr, ORCID: 0000-0002-1377-2742

101



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi

thus, it has been made possible to carry out sales transactions that are concluded electronically,
without the limitation of working hours and independently of the place.

The electronic tender method provides important advantages in terms of being open,
transparent, secure and auditable at every stage of the tender. In this respect, it is important that
it be implemented as soon as possible and that it becomes widespread in all tenders, as it will
remove doubts in ensuring transparency and competition principles in procurement law.

It is important that the laws and regulatory procedures regulating the transition to the
electronic procurement system are established in accordance with the principles of
administrative law. The article of effective date of the "Regulation on the Procedure of Sales to
be Made in Electronic Media Pursuant to the Execution and Bankruptcy Law", which was
published in the Official Gazette on March 08, 2022, is a problematical regulation.

It is important and necessary to include transitional provisions in terms of the date of entry
into force, both in laws and in the regulatory proceedings made by the administration, in terms
of ensuring administrative stability and predictability, and thus not violating the legal security
of individuals. However, considering the implementation, it is foreseen that the transition period
stipulated in the Regulation will not be sufficient. In addition, the fact that it has been
implemented in some provinces and not implemented in some provinces may bring many legal
problems. For this reason, it will be necessary to provide a solution by accelerating the provision
of electronic tender infrastructure or by extending the transition period stipulated in the
Regulation.

Keywords: Electronic tender, competition principle, transparency principle, transitional

provision
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TEKNOLOJIK GELiSMELER ISIGINDA SiBER GUVENLIK
YAPILANMALARININ iDARE HUKUKU BOYUTU: TURKIYE-ESTONYA
KARSILASTIRMASI

Merve Giil GUN*

Giiniimiizde bilisim teknolojilerindeki hizli gelisime paralel olarak siber uzaydaki tehdit
kaynaklarmin ¢esitliligi artmakta, siber saldir1 vektorleri karmasiklagmakta ve cografyadan
bagimsiz bir sekilde daha ileri tekniklerle siber saldirilar gerceklesmektedir. Bu durum, bilisim
sistemlerinin kullanicilari i¢in tehdit olusturmakla birlikte; 6zellikle siber uzayn besinci savas
ortami olarak kabul gérmesi, konuyu iilkelerin ulusal giivenlik sorunu olarak nitelendirmelerine
temel teskil etmektedir. Diinya genelinde iilkeler, siber uzaydaki varliklarinin gilivenligini
saglamak, siber saldirilar1 engellemek, gerceklesen saldirilara miidahale etmek ve siber uzayda
caydiricilik ile dstiinliik saglamak maksadiyla politika ve stratejiler ortaya koymakta,
organizasyonlar olusturmakta ve organizasyonlarm yapilarinda i¢ hukuklar1 baglaminda
diizenlemelere gitmektedir. Tirkiye’de de konu kapsaminda baglatilan ve siiregelen
calismalarin neticesinde yayimlanan Ulusal Siber Giivenlik Stratejisi ve Eylem Plan1 belgeleri,
bu anlamda Onemli somut diizenlemeler getirmektedir. Bu ¢alismada; hukuki yapinin
anlasilmasina zemin hazirlamak i¢in ilk olarak siber glivenlik alanindaki temel kavramlar ve
genel anlamda siber tehdit kaynaklari1 tanimlanmis; zararhi yazilim, fidye yazilimi, kripto
korsanlig1 (cryptojacking), parola, hizmet dis1 birakma, oltalama, sosyal mithendislik, Ortadaki
Adam ve web saldirilar1 ile Gelismis Kalic1 Tehditler, Sifirinc1 Giin Tehditleri ve robot aglar1
(Botnet) agiklanmis, siber saldirilarin sonu¢ ve etkileri orneklerle belirtilmistir. Sonraki
boliimlerde ise Tiirkiye ve 2007 yilinda ilk modern siber saldirilarin hedefi olmasi sebebiyle
siber giivenlik alaninda atilim yapmis olan Estonya’nin siber giivenlik alanindaki mevcut
hukuki durumlari, stratejileri ve ilgili kurumlarimin yapist ve islerligi karsilastirilmistir. Bu
kapsamda Tiirk idari teskilat1 icerisinde yer alan; T.C. Ulastrma ve Altyap1 Bakanligi, Bilgi
Teknolojileri ve Iletisim Kurumu ile Cumhurbagkanligi Dijital Doniisiim Ofisi’nin gorev ve
sorumluluklari, alt yapilari, konuya yaklasimlari, tilkemiz kapsaminda goriilen siber saldirilarin
onlenmesi ile ilgili i¢ diizen islemleri ve konu hakkinda getirilmis olan temel diizenlemeler;
Estonya icinse Ekonomi ve Haberlesme Bakanlig1 (Majandus-ja
Kommunikatsiooniministeerium, MKM) ile Bilgi Giivenligi Kurumunun (Riigi Infosiisteemi
Amet, RIA); gorev ve sorumluluklari ile kurumlarin islerligini artirmak ve yasanabilecek olasi

sorunlarin oniine gegebilmek amaciyla yiirtittiikleri hukuki ¢aligmalar, siber tehdit kaynaklar1

* Ogr. Gor., Anadolu Universitesi, merveggb@anadolu.edu.tr, ORCID: 0000-0002-8450-6740
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ile siber saldirilara iliskin teknik bilgiler 151¢1nda ele alinmistir. Boylelikle her iki tilkenin siber
giivenlik stratejilerinin hukuki gelisim siiregleri goz Oniinde bulundurularak uygulamalarin
iilkemiz ¢apinda islerlik kazanmasi i¢in idare hukuku baglaminda yapilmas: gerekli

diizenlemeler degerlendirilmistir.

Anahtar Kelimeler: Siber uzay, siber saldiri, Cumhurbagkanlig1 Dijital Doniistim Ofisi, siber

giivenlik stratejisi

ADMINISTRATIVE LAW PERSPECTIVE OF CYBER SECURITY STRUCTURES
IN THE LIGHT OF TECHNOLOGICAL DEVELOPMENTS: TURKEY-ESTONIA
COMPARISON

Today, in parallel with the rapid development in information technologies, the diversity
of threat sources in cyberspace increases, cyber attack vectors become more complex and cyber
attacks are carried out with more advanced techniques regardless of geography. With this
situation it poses a threat to the users of information systems; especially the acceptance of
cyberspace as the fifth war domain is the basis for countries to characterize the issue as a
national security problem. Countries around the world put forward policies and strategies, form
organizations and make arrangements in the structures of organizations in the context of their
domestic laws in order to ensure the security of their assets in cyberspace, to prevent cyber
attacks, to intervene in attacks and to gain superiority with deterrence in cyberspace. The
National Cyber Security Strategy and Action Plan documents, which have been published as a
result of the ongoing studies in Turkey, bring important concrete regulations in this sense. In
this study; in order to lay the groundwork for the understanding of the legal structure, firstly,
the basic concepts in the field of cyber security and the sources of cyber threats are defined;
malware, ransomware, cryptojacking, password, denial of service, phishing, social engineering,
Man-in-the-Middle (MitM), and web attacks, Advanced Persistent Threats, Zero-Day Threats,
and robot networks (Botnet) are explained and the results and effects of cyber attacks are
expressed with some examples. In the following sections, Turkey and Estonia, which has made
a breakthrough in the field of cyber security due to being the target of the first modern cyber
attacks in 2007, are compared in terms of the current legal situations, strategies and the structure
and operability of the relevant institutions in the field of cyber security. In this context, within
the Turkish administrative organization; the duties and the responsibilities of the Ministry of
Transport and Infrastructure Affairs, Information Technologies and Communication Authority
and the Presidency's Digital Transformation Office, their infrastructure, their approach to the
subject, internal order procedures related to the prevention of cyber attacks seen within the
scope of our country and the basic regulations brought about the subject; for Estonia, the legal
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studies that the Ministry of Economy and Communication Affairs (Majandus-ja
Kommunikatsiooniministeerium, MKM) and the Information Security Authority (Riigi
Infosiisteemi Amet, RIA) carry out in order to increase the operability of the institutions and to
prevent possible problems with their duties and responsibilities are discussed in the light of the
technical information on the sources of cyber threats and cyber attacks. Thus, considering the
legal development processes of the cyber security strategies of both countries, the analysis of
the necessary regulations in the context of administrative law in order to make them functional

throughout the country was carried out.

Keywords: Cyberspace, cyber attack, Presidential Digital Transformation Office, cyber

security strategy
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HUKUK LITERATURUNDE DIJITALLESME KAVRAMI UZERINE BiR
INCELEME (BIBLIYOMETRIK ANALIZ)

Musa SOYSAL"
Fatih SERT™

Hukuk birey, toplum ve devletin hareketlerini, birbirleriyle olan iligkilerini diizenleyen
normatif bir bilimdir. Dolayisiyla hukukun toplumsal yapiy1 ve degisimleri incelemesi s6z
konusudur. Toplumlarin ise tarihsel gelisimlerinde farkli kirilma noktalar1t olmus ve ¢esitli
olgulardan etkilenerek giliniimiizdeki haline ulagmistir. Bu kirilmalarim son halkasi olarak
verilerin Once bilgisayar ortaminda daha sonra sanal alanlarda tutulmasmi sonuclayan
dijitallesme kavrami gosterilebilir. Dijitallesme ile beraber verinin, yani bilginin depolanmasi
ve depolanan bilgiye ulasilmasi olanakli hale gelmistir.

Dijitallesme faaliyetleri sonucu giiniimiizde hukukun cesitli dallarinda yeni giindem
konularinin ortaya ¢iktig1 goriilmektedir. Ticaret hukukunda e-ticaret faaliyetleri, yargilama
hukukunda Ulusal Yarg: Ag1 Bilisim Sistemi (UY AP) ¢alismalari, medeni hukukta metaverse
uygulamalari, ceza hukukunda bilisime iliskin suglar, idare hukukunda ise e-devlet
uygulamalar1 dijitallesmenin ortaya ¢ikardigi yeni konular olarak gosterilebilir. Bu konular son
donemde hukukcgular tarafindan ilgi odagi haline gelmis ve ¢esitli yonlerden tartisilmistir. Bu
kapsamda ulusal ve uluslararasi alanda ¢esitli akademik ¢alismalar yapilmis ve yapilmaktadir.
Ancak dijitallesmenin hukuk {izerinde etkisini gorebilmek adma yine dijitallesmeden
faydalanilarak bu c¢alismalara iligkin bir veri analizi ¢alismasi1 yapilmasi gerekmektedir.
Boylelikle hukukun ne 6l¢iide dijitallesmeden faydalandigi, hangi alanlarin dijitallesmeye daha
miisait oldugu, kisacasi dijitallesmeye hukukun entegre olup olmadig tespiti yapilmis olacaktir.

Bu ¢alismada dijitallesmenin hukuk litratiiriinde muteber ¢aligmalarda ne 6lciide yealdigi
ortaya konulacaktir. Bunun i¢in bir sayisal analiz yontemi olarak bibliyometrik analiz tercih
edilmistir. Bibliyometrik analiz ile literatiirdeki ¢alismalar hakkinda detayli nicel verilerle
anlagilabilir, karsilastirilabilir ve yorumlanabilir sonuglar elde edilebilmektedir. Uluslararasi
hukuk literatiiriinii temsil bakimindan etkili bir veritabani olan Web of Science Core Collection
tercih edilmistir. Tarama yapilirken veritabani kategorileri igerisinde “Law” kategorisinde,
“*digitalisation” OR “digitalization’ OR ‘digitization’* kavramlar1 ile Topic baglaminda tarama
yapilmustir. Yapilan tarama ile arastirma makalesi, bildiri metni, kitap boliimii, erken erigim,

literatiir makalesi ve kitap incelemesi tiirleri bakimindan toplam 582 sonuca ulasilmistir. Bu

* Ars. Gor., Sakarya Upiversitesi Hukuk Fakiiltesi, idare Hukuku Anabilim Dali, musasoysal@sakarya.edu.tr
™ Ars. Gor., Sakarya Universitesi Siyasal Bilgiler Fakiiltesi, Calisma Ekonomisi ve Endiistri Iligkileri Boliimii, Is
Hukuku Anabilim Dali, fatihsert@sakarya.edu.tr
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calismada literatiir hakkinda en kapsamli ve net veriyi analiz etmek amaciyla sadece arastirma
makaleleri ve literatiir makaleleri ele alinmistir. Bu kapsamda analiz edilen veri seti, 442
arastirma makalesi ve 5 literatiir makalesinden olusan toplamda 447 calismanin tam kayitlar1
ve aldig atiflardan olugsmaktadir.

Olusturulan veri setinin analizi i¢in bibliometrix paket programi kullanilmistir. Bahsi
gegen program, R programlama tabanli ¢alismaktadir, analiz i¢in de R iizerinden kodlamalar
gerceklestirilmistir. Elde edilen bulgular dogrultusunda performans analizi ve ortak atif
analizleri gergeklestirilmistir. Analizler c¢ercevesinde hukuk literatiiriindeki dijitallesme
kavraminin nasil ele alindig1 ve entelektiiel yapisi iliski aglariyla ortaya ¢ikartilmistir.

Anahtar Kelimeler: Hukuk, dijitallesme, dijital doniisiim, bibliyometri, veri analizi

A STUDY ON THE CONCEPT OF DIGITALIZATION IN LEGAL LITERATURE
(BIBLIOMETRIC ANALYSIS)

Law is a normative science that regulates the actions of individuals, society and the state
and their relations with each other. Therefore, the law examines the social structure and
changes. Societies have had different breaking points in their historical development and have
reached their present state by being influenced by various phenomena. The concept of
digitalization, which results in keeping data first in the computer environment and then in
virtual spaces, can be shown as the last link of these breaks. With digitalization, it has become
possible to store data, that is, information, and access the stored information.

As a result of digitalization activities, it is seen that new agenda topics in various branches
of law have emerged today. E-commerce activities in commercial law, National Judicial
Network Information System studies in judicial law, metaverse applications in civil law,
informatics-related crimes in criminal law, and e-government applications in administrative law
can be shown as new issues arising from digitalization. These issues have recently become the
focus of attention by lawyers and have been discussed from various aspects. In this context,
various academic studies have been and are being carried out in the national and international
arena. However, in order to see the effect of digitalization on the law, a data analysis study
should be carried out on these studies by making use of digitalization. Thus, it will be
determined to what extent the law benefits from digitalization, which areas are more suitable
for digitalization, in short, whether the law is integrated into digitalization.

In this study, it will be revealed to what extent digitalization takes place in credible studies
in the legal literature. For this, bibliometric analysis was preferred as a numerical analysis

method. With bibliometric analysis, understandable, comparable and interpretable results can
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be obtained with detailed quantitative data about the studies in the literature. The Web of
Science Core Collection, which is an effective database in terms of representing the
international law literature, was preferred. While scanning, a search was made in the context of
Topic with the concepts of "digitalisation' OR 'digitalization’ OR 'digitization™ in the "Law"
category among the database categories. A total of 582 results were obtained in terms of
research article, paper text, book chapter, early access, literature article and book review types.
In this study, only research articles and literature articles were discussed in order to analyze the
most comprehensive and clear data on the literature. The data set analyzed in this context
consists of full records and citations of 447 studies in total, consisting of 442 research articles
and 5 literature articles.

The bibliometrix package program was used for the analysis of the created data set. The
aforementioned program is based on R programming, and for analysis, coding was carried out
over R. Performance analysis and co-citation analyzes were carried out in line with the findings.
Within the framework of the analyzes, how the concept of digitalization in the legal literature
is handled and its intellectual structure are revealed through network of relations.

Keywords: Law, digitization, digital transformation, bibliometrics, data analysis
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IDARENIN DIJITALLESMESINDE BiR ORNEK: E-SPOR FEDERASYONU

Mustafa AVCI*

Giiniimiiz uzay ¢ag1 olarak nitelendirilmekte ve bilgi toplumunda e-devlet modelinin
yayginlastigi goriilmektedir. Klasik kamu hizmeti teorisi yerini modern kamu hizmeti
anlayigina birakmasiyla kamu hizmeti niteligi gosteren faaliyetler idare ile birlikte 6zel tesebbiis
tarafindan da sunulmaya baglanmistir. Dijitallesen diinyada, kamu hizmetlerinin gerek idare
gerekse Ozel tesebbiis tarafindan sanal ortamda ve dijital platformlarda sunulmasi ihtiyaci
ortaya c¢ikmistir. Bircok kamu hizmeti gibi spor kamu hizmetlerinin de dijital olarak
gergeklestirilmesi s6z konusudur. E-Spor; spor dallarinin (Futbol, Basketbol, Otomobil,
Voleybol vb) sanal ortama uyarlanmis halleridir. 18.11.2022 tarth ve 32017 sayili Resmi
Gazete’de Tirkiye E-Spor Federasyonu Ana Statiisii yaymlanmistir. Bu ana statiide
federasyonun teskilati, gorev ve yetkileri, genel kurul toplantilar1 ve se¢im isleri, mali konular
ile denetim ve disiplin isleri ve diger bazi1 konular boliimler halinde diizenlenmistir. Bu ana
statiiye uygun olarak E-spor yarigsma, E-Spor Federasyonu antrendr, sporcu lisans, vize ve
transfer, hakem, 6zel e-spor salonlar1 ve yeterlilik belgesi talimatlar1 kabul edilmistir. Bu

calismada E-spor Federasyonuna iliskin diizenlemeler degerlendirilmeye ¢alisilmistir.
Anahtar Kelimeler: E-spor, spor federasyonu, kamu hizmeti

AN EXAMPLE OF DIGITALIZATION OF ADMINISTRATION: E-SPORTS
FEDERATION

Today is described as the space age and it is seen that the e-government model has become
widespread in the information society. With the classical public service theory giving its place
to the modern public service understanding, activities that show the nature of public service
started to be offered by the private enterprise together with the administration. In the digitalizing
world, the need for public services to be provided by both the administration and the private
enterprise has emerged in the virtual environment and digital platforms. Like many public
services, sports public services are also carried out digitally. E-Sports; sports branches
(Football, Basketball, Automobile, Volleyball etc.) are adapted to the virtual environment. The
Main Statute of the Turkish E-Sports Federation was published in the Official Gazette dated
18.11.2022 and numbered 32017. In this main status, the organization of the federation, its
duties and powers, general assembly meetings and election affairs, financial matters, audit and

discipline affairs and some other subjects are arranged in sections. In accordance with this main

* Prof. Dr., Anadolu Universitesi Hukuk Fakiiltesi Idare Hukuku Anabilim Dali Baskani, mavci4@anadolu.edu.tr
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status, E-sports competition, E-Sports Federation trainer, athlete license, visa and transfer,

referee, special e-sports halls and proficiency certificate instructions have been accepted. In this

study, the regulations regarding the E-sports Federation were tried to be evaluated.
Keywords: E-sports, sport federation, public service
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IDARI FONKSIYONDA YAPAY ZEKA KULLANIMININ KAMU PERSONELI
UZERINDE OLASI ETKILERI

Sezin OZTOPRAK*

Glinlimiiziin temel kavramlarindan biri olan yapay zeka, idare hukukunu da yakindan
ilgilendirmektedir. Teknolojideki gelismeleri idari fonksiyona yansitma gerekliligini ifade eden
kamu hizmetlerinin degiskenligi ilkesi bu yakin iliskiyi agiklayan temel argiimandir ve idari
fonksiyonda meydana gelen degisiklikten kamu personeli de yakindan etkilenecektir. Bu
calismada, yapay zekanin kamu personeli lizerindeki olasi etkileri; son yillarda idari teskilatta
yapay zekaya iliskin olarak yapilan degisiklikler ve yapay zekanin idari fonksiyonda bir arag
olarak kullanilmasi ya da yapay zekdnm kamu personeli yerine kullanilmasi acilarindan

degerlendirilmistir.

Anahtar Kelimeler: Idari fonksiyon, yapay zeka, kamu personeli

THE POTENTIAL IMPACTS OF THE USAGE OF ARTIFICIAL INTELLIGENCE
IN ADMINISTRATIVE FUNCTION ON PUBLIC PERSONNEL

Artificial intelligence, which is one of the basic concepts of today, also concerns
administrative law closely. The principle of variability of public services, which expresses the
necessity of reflecting the developments in technology to the administrative function, is the
main argument explaining this close relationship and public personnel will also be affected
closely by the change in the administrative function. In this study, the potential impacts of
artificial intelligence on public personnel have been evaluated in terms of the changes related
artificial intelligence in the administrative organization in recent years, and the use of artificial
intelligence as a tool in the administrative function or the use of artificial intelligence instead

of public personnel.

Keywords: Administrative function, artificial intelligence, public personnel
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GENEL VERi KORUMA TUZUGU (GDPR) CERCEVESINDE VERIi SAHIBININ
OTOMATIK KARAR VERME MEKANIZMALARI KARSISINDAKI HAKLARI

Siimeyra Sena KURT"

Otomatik karar verme mekanizmalar1 sagladigir faydalarim yaninda pek ¢ok riski de
biinyesinde barindirmaktadir. Bu mekanizmalara konu olan veriler giin gectik¢ce daha biiyiik
boyutlara ulagmakta ve insanlar1 ne yedikleri, nerede calistiklari, neler diisiindiikleri gibi pek
cok acidan degerlendirmeye olanak saglamaktadir. Toplanan veriler is basvurulari, kredi
basvurulari, sosyal yardimlardan faydalanma gibi alanlarda kullanilip derecelendirmeye tabi
tutulmaktadir. Bu derecelendirme sistemi insanlar yerine algoritmalar tarafindan
isletilmektedir.

Otomatik karar verme siireci kisaca, insan miidahalesi olmaksizin karar verme siirecinin
gerceklesmesini ifade etmektedir. S6z konusu kararlar kimi zaman gercek verilere dayanilarak
verilirken kimi zaman dijital olarak olusturulmus verilere dayanabilmektedir. Bu kapsamda
kullanilmak tizere AB Hukuku’nda veri sahibine birtakim haklar taninmistir. Zira otomatik
karar verme mekanizmalar1 kullanilarak verilen kararlarin ayrimciliga yol agabilmesi, veri
giivenligini tehdit etmesi veya temel hak ve 6zgiirliikkler bakimindan riskler icermesi durumlari
giindeme gelebilmektedir.

Genel Veri Koruma Tiiziigii (GDPR), otomatik karar verme mekanizmalarina konu
olmas1 bakimindan veri sahibine cesitli haklar saglamaktadir. Veri sahibi; profil ¢ikarma da
dahil olmak {izere otomatik karar vermenin varligi hakkinda bilgilendirilme, bu siirecin
mantigina iliskin anlamli bilgi alma ve bu faaliyetin kendisi agisindan 6nemi ve olas1 sonuglari
hakkinda bilgilendirilme hakkina sahip bulunmaktadir. Veri sahibi bu haklara, kisisel verilerin
kendisinden alindig1 durumlarda da (13. madde), kendisinden alinmadigi durumlarda da(14.
madde) sahiptir. GDPR, seffaflig1 temel alan bir diisiinceyle olusturuldugundan kontrolorler
profil ¢ikarma ve otomatik karar verme siire¢lerinin nasil isledigini bireylere a¢ik ve anlagilir
bicimde agiklamalidirlar. Ayrica, profil ¢ikarma tahminlere dayali oldugundan bu faaliyette
kullanilan verinin yanlis ve alakasiz olma ihtimali de bulunmaktadir. Bu kapsamda, profil
cikarmaya konu olan veri sahibinin yanlis verilerin diizeltilmesini veya sartlar1 varsa silinmesini
isteme hakki da mevcuttur. Son olarak, veri sahibinin profil ¢ikarma da dahil olmak {izere
otomatik isleme faaliyetine dayali karara tabi olmama hakki da mevcuttur. Genel ¢ergevesi bu

sekilde ifade edilen konu, Madde 29 Veri Koruma Calisma Grubu’nun GDPR diizenlemeleri

* Ars. Gor., Anadolu Universitesi Hukuk Fakiiltesi idare Hukuku Anabilim Dali, sumeyrasenakurt@anadolu.edu.tr
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cercevesinde yapilacak otomatik karar verme ve profil ¢ikarmaya iligkin yayimladigi

yonergedeki revizyonlar da dikkate alinarak incelenmeye caligilacaktir.

Anahtar Kelimeler: Otomatik karar verme, profil ¢ikarma, veri koruma, veri sahibi, Genel

Veri Koruma Tiizigi

RIGHTS OF DATA SUBJECT AGAINST AUTOMATED DECISION-MAKING
SYSTEMS UNDER THE GENERAL DATA PROTECTION REGULATION (GDPR)

Automatic decision-making algorithms come with numerous advantages, but they also
carry many risks. The amount of information subject to these methods is expanding daily and
enables evaluation of individuals in a variety of contexts, including what they eat, where they
work, and how they think. The gathered information is put to use in applications for jobs, loans,
receiving social assistance, and being rated. Algorithms rather than people manage this rating
system.

In a nutshell, the automatic decision-making process refers to the execution of the
decision-making process without the involvement of a human. These decisions may
occasionally be based on actual data or they may be based on artificially manufactured or
inferred data. Certain rights are granted to the data subject by EU Law in order for it to be used
in this context, since decisions produced by automated decision-making processes may result
in discrimination, jeopardize data security, or pose a threat to basic freedoms.

Because the GDPR was created with transparency in mind, controllers must explain
clearly and understandably to individuals how profiling and automated decision-making
processes work. Also, since profiling is relies on predictions, there is a possibility that the data
used in this activity may be inaccurate and irrelevant. In this context, the data subject who is
the subject of profiling also has the right to request the correction of inaccurate data or the
deletion of the conditions, if any. Finally, the data subject has the right not to be subject to
decision based on automated processing, including profiling. This general framework for the
problem will attempt to be evaluated while taking into consideration changes made to
Guidelines on Automated individual decision-making and Profiling for the purposes of
Regulation 2016/679 adopted by Article 29 Data Protection Working Party.

Keywords: Automated decision-making, profiling, data protection, data subject, General Data

Protection Regulation
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BILISIM VE TEKNOLOJI SIRKETLERININ iNSAN HAKLARI
SORUMLULUKLARINA ILISKiN GONCEL GELISMELER

Akin KARATAY*

Bilisim ve teknolojinin getirdigi platformlar hayatin her alaninda doniisiime sebep
olmakla birlikte vatandas ve devlet iliskilerini tartigmaya agik hale getirmistir. Geleneksel insan
haklar1 anlayisinda devlet, insan haklarmni koruyan ve ihlal eden tek aktor iken; ¢ok paydash
uluslararas1 sistemde ise devlet haricinde uluslararasi sirketler ve igletmelerin insan haklar1
konusunda aktor olarak incelenmesi gerekmistir. Bilisim ve teknoloji alaninda artan anonimlik
ve mobilite sonucunda teknoloji sirketlerinin faaliyetlerinin de insan haklari1 konusunda yeni
tehdit ve ihlalleri olusturmasi karsisinda koruma mekanizmalarinin gerekliligi anlasilmistir.
Bilgi akisi, online hizmetler ve sosyal medya alaninda bilgi iletisim teknolojileri ile toplum
arasinda Ozellikle insan haklar1 konusunun yeniden ele alinmasi gerekmistir. Bilisim ve
teknoloji yeni firsatlar ve ihlaller ile potansiyel tehditler tiretmistir. Sirketlerin insan haklarina
saygl, baglhlik ve yiikiimliiliikleri konusundaki tartigmalar, bilisim ve teknoloji sirketleri
tarafindan insan haklar1 ihlallerinin niteligi ve hukuksal temellendirilmesi bu makalenin
konusunu olusturmaktadir.

Bu ¢alismanin merkezindeki 2022 yilinda yaymlanan Birlesmis Milletler (BM) Teknoloji
Sirketlerinin Faaliyetlerinin Insan Haklari ve Isletme iizerinde Pratik Uygulama Rehber
[lkeleri’nde teknoloji diinyasinm insan haklarina iliskin sorumluluklarmin oldugu kabul
edilmektedir. Bu sorumlulugun ortaya ¢ikisi ile hukuki, teknolojik yaklagimlar konusunda
hukuk alaninda giincel ¢aligmalarin sayis1 artmakta ve mahkeme kararlar1 tartisilmaya devam
etmektedir.

2011 yilinda yaymlanan BM s diinyas: ve Insan Haklar: Rehber Ilkeleri nde (kisaca R1I),
is diinyasi ile insan haklar1 arasindaki iliski baglayic1 olmayan ilkelerle ortaya konulmustur.
Ticari sirketleri konu alan bu tavsiye kararlar1 hizla mevzuatlara girerek mahkeme kararlarinda
da kullamlmaya baslanmistir. Séz konusu ilkeleri gelistiren BM Genel Sekreterlik Ozel
Temsilciligi yapan John Ruggie, insan haklar1 alaninda aktérlerin faaliyetleri hakkinda devletler
icin yiikiimliiliik sirketler i¢in ise sorumluluk kavramini kullanmistir. S6z konusu rehber ilkeler
bu temelde; 1) Devletin Insan Haklarmi Koruma Odevi; 2) Sirketlerin Insan Haklarma Saygi
Gosterme Sorumlulugu ve 3) Telafi Edici Coziime Erisim olarak ele alinmaktadir. Bilisim
teknoloji sirketlerinin insan haklari iliskisinde devletin ve sirketlerin rolii ile hak arama usulleri

konusunda birtakim ilkeler ve tavsiyeler ortaya atilmistur.

Dr. Ogr. Uyesi, Yeni Yiizyil Universitesi Hukuk Fakiiltesi Idare Hukuku Anabilim Dali,
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Avrupa Birligi ve birtakim iilkeler dijital zarar olarak terdrizm, pornografi, siddet, nefret
soylemi, siyasi reklamcilik, yalan haber ve asagilama-dislama gibi faaliyetlerin 6niinii almak
icin harekete gegmislerdir.

Bilisim teknoloji sirketlerinin yol actig1 ayrimcilik, nefret sdylemi, antidemokratik
usullerin yaygilasmasini saglayan faaliyetler, algoritmik olarak insanlar arasinda ayrimciligi
yayginlastirma gibi insan haklari ihlalleri platformlarda yer almaktadir. Ozellikle uluslararasi
alanda dijital teknoloji sirketlerinin kisisel verilerin satilmasina iliskin sorusturmanin devam
etmesi, ayrimcilik yapma ve istenmeyen Kkisilerin erisiminin engellenmesi gibi ihlaller
giincelligini korumaktadir.

Cagdas hukuk anlayisinda insani merkeze alan yaklasimlar ve devleti insan haklar1
ihlallerinden korunmada tek aktor olarak kabul etmek bilgi akisi, online hizmetler ve sosyal
medyanin hayatm her alanmna girdigi siirecte isabetli bir yaklasim olmayacaktir. Insan haklar
bilisim ve teknoloji iliskisinde demokratik toplum ve 6zgiirlestirici yaklasimin yaninda mevcut
diizeni pekistirme yaklasimi incelenmelidir. Dijital ortamda hukuki yollarla miicadelede BM
yonlendirici ilkeleri incelenerek devletin ve sirketlerin rolii ile hak arama asamalarinda giincel
tartigmalara iki yaklagimla katki sunulmasi amaglanmaktadir.

Anahtar Kelimeler: BM Rehber ilkeleri, insan haklari, bilisim ve teknoloji sirketleri, devletin

ylikiimliiligt, sirketlerin sorumlulugu

RECENT DEVELOPMENTS ON THE HUMAN RIGHTS RESPONSIBILITIES
OF INFORMATION AND TECHNOLOGY COMPANIES

The platforms brought by information and technology have transformed every aspect of
life and made the relations between citizens and the state open to discussion. While in the
traditional understanding of human rights, the state is the only actor that protects and violates
human rights, in the multi-stakeholder international system, international companies and
businesses other than the state have to be examined as actors in human rights. As a result of the
increasing anonymity and mobility in the field of information and technology, it has become
clear that the activities of technology companies also pose new threats and violations of human
rights. In the field of information flows, online services and social media, the relationship
between ICTs and society, especially in the area of human rights, needs to be reconsidered. ICT
has created new opportunities, violations and potential threats. The debate on the respect,
commitment and obligations of companies to human rights, the nature and legal justification of
human rights violations by ICT companies is the subject of this article.

The United Nations (UN) Guiding Principles on Human Rights and Business Practice in

the Activities of Technology Companies published in 2022, which are at the center of this study,
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recognize that the technology world has responsibilities regarding human rights. With the
emergence of this responsibility, the number of current studies on legal and technological
approaches in the field of law is increasing and court decisions continue to be discussed.

Published in 2011, the UN Guiding Principles on Business and Human Rights (or
"Guidelines™) set out the relationship between business and human rights in non-binding
principles. These recommendations on business corporations were quickly incorporated into
legislation and used in court decisions. John Ruggie, Special Representative of the UN
Secretary-General, who developed these principles, used the concept of obligation for states
and responsibility for corporations regarding the activities of actors in the field of human rights.
On this basis, the Guiding Principles in question are as follows: 1) The State's Duty to Protect
Human Rights; 2) The Responsibility of Corporations to Respect Human Rights; and 3) Access
to Compensatory Remedy. A number of principles and recommendations have been put forward
on the role of the state and companies in the relationship between information technology
companies and human rights, as well as on due process.

The European Union and a number of countries have taken action to prevent activities
such as terrorism, pornography, violence, hate speech, political advertising, fake news and
humiliation and exclusion as digital harm.

Human rights violations caused by information technology companies such as
discrimination, hate speech, activities that enable the spread of antidemocratic procedures, and
algorithmically spreading discrimination among people are included in the platforms.
Especially in the international arena, violations such as the ongoing investigation into the sale
of personal data by digital technology companies, discrimination and blocking access to
unwanted people remain current.

Human-centered approaches in the contemporary understanding of law and accepting the
state as the only actor in protecting human rights violations will not be an accurate approach in
the process where information flow, online services and social media enter every aspect of life.
In the relationship between human rights, information and technology, the approach of
reinforcing the existing order should be examined alongside the democratic society and
emancipatory approach. It is aimed to contribute to the current debates on the role of the state
and companies and the search for rights with two approaches by examining the UN guiding
principles in the fight against legal remedies in the digital environment.

Keywords: UN guiding principles, human rights, information and technology companies, state

liability, corporate responsibility
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WE LIKENED THEM TO OURSELVES: ALGORITHMIC DISCRIMINATION AND
BIAS

Ali ERDOGAN"
We regularly hear in the news about unfair and discriminatory actions being taken in our
nation and around the globe today. We have been extensively debating them for years, both at
academic conferences and in public protests, and we are well familiar with the legal practices
that come from such behaviors and with the behaviors of people. Where are we now, though,
with regard to the biased and discriminatory actions of artificial intelligence, which is a current
reality? The stories that have been made to address this intriguing subject have ranged from the
racist actions of the bank credit rating system to the "hidden bias of the data” that facilitates
gender-based discrimination. Similarly, when the effects of various practices intended to make
people’s lives easier are examined, it becomes clear that they actually create more undesirable
situations than desired. For example, algorithms controlling recruitment processes made it more
likely for people with disabilities to experience discrimination than to ensure their inclusion in
society. As if all of this weren't enough, examples include the fact that drag queens are silenced
by content management systems and facial recognition technologies fail to recognize the faces
of women with dark skin tones are also current examples. It is crystal clear that we have surely
likened them to ourselves in such a world order. However, knowing that it will be impossible
to back down after expressing this, | feel it is vital to go toward the bias and discrimination of
artificial intelligence beings that have demonstrated their ability to improve people’s lives. The
technical term algorithmic discrimination and bias will be used in this paper to define the bias
and discrimination of artificial intelligence beings. Then, many illustrations of these biased and
discriminatory actions will be shown, and most significantly, judicial and regulatory responses
will be discussed in order to establish legal responses to these actions. By doing this, something
will be done to help artificial intelligence beings become more accessible, accountable, and
inclusive in people's life.
Keywords: Artificial intelligence beings, algorithmic discrimination, algorithmic bias, human

rights law, critical theory
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ONLARI DA KENDIMIZE BENZETTIK: ALGORITMIiK AYRIMCILIK VE ON
YARGI

Bugiin tilkemizde ve diinya genelinde haksiz ve ayrimc1 eylemlerin yapildigini haberlerde
diizenli olarak duyuyoruz. Bunlar1 yillardir hem akademik konferanslarda hem de halk
protestolarinda yogun bir sekilde tartisiyor, goriiyor ve bu tiir davranislardan kaynaklanan yasal
uygulamalar1 ve insanlarin davraniglarii ¢ok iyi biliyoruz. Peki, gliniimiiziin bir gercegi olan
yapay zekanin on yargili ve ayrimei eylemleri konusunda simdi neredeyiz? Bu ilgi ¢ekici
konuyu ele almak i¢in anlatilan hikayeler, banka kredi derecelendirme sisteminin 1rk¢t
eylemlerinden cinsiyete dayali ayrimciligi kolaylastiran "verilerin 6rtiilii 6n yargiligina" kadar
uzanmaktadir. Benzer sekilde, insanlarm hayatm1 kolaylastirmaya yonelik ¢esitli
uygulamalarin etkileri incelendiginde, aslinda istenenden daha fazla istenmeyen durumlar
yarattign ortaya c¢ikmaktadir. Ornegin, ise alim siireglerini kontrol eden algoritmalar,
engellilerin topluma dahil olmalarini saglamaktan ziyade ayrimciliga ugramalarini daha olas1
hale getirdi. Tiim bunlar yetmezmis gibi, dornegin drag queenlerin igcerik yonetim sistemleri
tarafindan susturulmasi ve yiiz tanima teknolojilerinin koyu tenli kadinlarin yiizlerini
tanimamasi da giincel 6rneklerdir. Boyle bir diinya diizeninde onlar1 kesinlikle kendimize
benzettigimiz ¢cok acik. Ancak bunu dile getirdikten sonra geri adim atmanin imkansiz olacagini
bilerek, insanlar hayatlarmi iyilestirme yeteneklerini ortaya koyan yapay zeka varliklarinin
On yargisia ve ayrimciligima yonelmenin hayati 6nem tagidigini diisiinliyorum. Teknik terim
algoritmik ayrimcilik ve 0nyargi, bu yazida yapay zeka varliklarinin 6nyargisini ve ayrimini
tanimlamak i¢in kullanilacaktir. Ardindan, bu 6nyargili ve ayrimei eylemlere iliskin birgok
ornek gosterilecek ve en onemlisi, bu eylemlere hukuki cevaplar olusturmak igin yargisal ve
diizenleyici adimlar tartisilacaktir. Bunun sayesinde, insanlarin yasamlarina yardimci olacak
yapay zeka varliklarinin daha erisilebilir, hesap verebilir ve kapsayici olmalar1 i¢in ¢aba
sarfedilecektir.

Anahtar Kelimeler: Yapay zeka varliklari, algoritmik ayrimcilik, algoritmik 6n yargi, insan

haklar1 hukuku, elestirel teori
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DiJITAL CAGDA iINSAN HAKLARININ GELiSiMi

Bercin KUZU"

Cogu bilginin dijital bir bicimde yayildig1 ve su anlarda bile yayilmaya devam ettigi,

akilli telefonlar ve iicretsiz internet erigimi gibi iletisim teknolojilerinin giinliik yasamim bir
parcast haline geldigi, ticaret, saglik ve finansal hizmetler, egitim ve eglence, sosyal platformlar
ve altyapilarin ¢evrimici ve gercek zamanli olarak saglanmasi giiniimiizde tartisilmaz bir
gercektir. Bilgi teknolojilerinin biiyiik Ol¢lide gelisiminin insan haklar1 konularini birgok
yonden etkiledigi konusunda goriis birligi olsa da bu gelisimin olumlu mu yoksa olumsuz yonde
mi ilerledigi farklhilik gostermektedir. Bu teknolojilerin gelisimi, ifade Ozgiirligii ve
mahremiyet hakki gibi en temel insan haklarindan olan haklarin 6nemini gelistirerek artirmais,
kiiresel tartigmalar1 kolaylastirmis ve demokratik siireglere katilima kolayca tesvik saglamstir.
Bu giiclii teknolojiler, bir yandan insan haklar1 savunucularmin seslerini giiclendirerek ve
onlara ihlalleri belgelemek ve ifsa etmek gibi yeni araclar saglayarak, insan haklarindan daha
Iyi yararlanma vaadi sunarken, diger yandan elektronik ortamdaki her bir iglem (haberlesme ve
sosyallesme uygulamalari, arama motorlar1 vb.) veya giivenlik kameralar1 araciligiyla her
fiziksel hareketin kaydedilmesine olanak saglayarak kisi mahremiyetinin zedelenmesine de
imkan vermektedir. Bunlarm yansira internet kullanimi kiiltiirel yasama ve bilimsel ilerlemeye
katilimi ve insanlarin fikirlerini ifade etmelerine ve baskalariyla birlikte orgiitlenmelerine
olanak saglamaktadir. Bu, insanlarin ifade ve toplanma 06zgiirliigii haklarmi kullanmalarini
biiyiik 6l¢iide kolaylastirir. Ayrica, ¢evirim i¢i uygulamalarin kamu islerinde yayginlagsmasiyla,
devlet i¢indeki biirokratik islemlerin hizlanmasi ile vatandas-devlet arasindaki olas1
stirtismelerin azalmasimin yansira da devletin vatandas lizerindeki denetiminin daha 6nceki
donemlere gore artmasma sebebiyet vermektedir. Ornegin, insan haklarmin korunmasmdan
baska amag giiden devletlerin, bilgi manipiilasyonu veya sansiir yoluyla kamuoyunu etkilemek
icin, bazen Ustil kapali, bazen de acikca (halkin dijital iletisim olanaklarina erigimini tamamen
veya kismen engellemek i¢in) muhalefet olasiligini sinirladigi goriilebilir. Dijital ¢agda, iletisim
teknolojileri hiikkiimetlerin, ticari isletmelerin ve bireylerin izleme, dinleme ve veri toplama
kabiliyetlerini artirmaktadir. Devlet gézetiminin etkinliginin artik sinirlandirilamayacagi bir
boyuta geldigi diistiniilmektedir. Teknolojinin ve veri depolamanin diisen maliyetleri, gdzetim
yapmanin Oniindeki mali veya pratik engelleri ortadan kaldirmistir. Dijital iletisim, teknik
zorunluluk nedeniyle en azindan gegici olarak bir yerde saklanmak zorunda oldugundan, bu

veriler kolayca analiz edilebilir ve degerlendirilebilir durumdadir. Bu tiir veri toplamanin
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marjinal maliyetleri diisliktlir ve her gegen giin daha diismektedir. Dogu Almanya'nin devlet
giivenliginin tarihi boyunca topladig1 veriler, bugiiniin servislerinin birka¢ yil iginde
toplayabilecekleri ve bu tiir koleksiyonlardan ortaya ¢ikan olasiliklarla karsilastirildiginda
hicbir sey degildir.® Bilgi teknolojileri ve bilisim sistemleri birey, devlet ve &zel tesebbiis
arasindaki sinirlar1 eritmistir. Cagdas yasam giderek daha fazla ¢evrimigi hale gelmis ve bu ¢ag
bir siireden beri ‘Dijital cag’ olarak adlandirilmistir.?

Anahtar Kelimeler: Dijital ¢ag, insan haklari, mahremiyet hakki, ifade 6zgiirliigii, yapay zeka

THE DEVELOPMENT OF HUMAN RIGHTS IN THE DIGITAL AGE

It is an indisputable fact that most information has been and continues to be disseminated
in a digital form, that communication technologies such as smartphones and free internet access
have become part of everyday life, that commerce, health and financial services, education and
entertainment, social platforms and infrastructures are provided online and in real time. While
there is a consensus that the massive development of information technologies has affected
human rights issues in many ways, it is unclear whether this development has been positive or
negative. The development of these technologies has enhanced and increased the importance of
fundamental human rights such as the right to freedom of expression and the right to privacy,
facilitated global debates and easily encouraged participation in democratic processes. While
on the one hand these powerful technologies offer the promise of better access to human rights
by strengthening the voices of human rights defenders and providing them with new tools to
document and expose violations, on the other hand they also allow for the invasion of individual
privacy by enabling the recording of every electronic transaction (communication and
socializing applications, search engines, etc.) or every physical movement through surveillance
cameras. In addition, the use of the Internet enables participation in cultural life and scientific
progress and allows people to express their opinions and organize with others. This greatly
facilitates people to be able to exercise their rights to freedom of expression and assembly.
Moreover, with the widespread use of online applications in public affairs, bureaucratic
procedures within the state are accelerated, reducing the potential friction between the citizen
and the state, as well as increasing the state's control over the citizen compared to previous

periods. For example, states with objectives other than the protection of human rights can be

! Karst, Menschenrechte im digitalen Zeitalter, der Freitag, 25. Februar 2015.

2 Damen/Kdohler/Woodard, The Human Right of Privacy in the Digital Age, Staat, Recht und Politik — Forschungs-
und Diskussionspapiere, Bd. 3 (2017), S. 2; Birlesmis Milletler Insan Haklar1 Yiiksek Komiserligi Raporu, UN
2014a, A/HRC/27/37, s. 3.
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seen to limit the possibility of dissent, sometimes implicitly, sometimes explicitly (to
completely or partially block public access to digital communications), in order to influence
public opinion through information manipulation or censorship. In the digital age,
communications technologies are increasing the ability of governments, commercial enterprises
and individuals to monitor, eavesdrop and collect data. It is believed that the effectiveness of
state surveillance has reached a point where it can no longer be limited. The falling costs of
technology and data storage have removed financial or practical barriers to surveillance. Since
digital communication has to be stored somewhere, at least temporarily, due to technical
necessity, this data can be easily analyzed and evaluated. The marginal costs of such data
collection are low and getting lower every day. The data that East Germany's state security
collected throughout its history is nothing compared to what today's services can collect in a
few years and the possibilities that emerge from such collections.! Information technologies
and information systems have dissolved the boundaries between the individual, the state and
private enterprise. Contemporary life has become increasingly online and for some time has
been called the 'Digital Age'.2

Keywords: Digital age, human rights, right to privacy, freedom of expression, artificial

intelligence

! Karst, Menschenrechte im digitalen Zeitalter, der Freitag, 25. Februar 2015.

2 Damen/Kdohler/Woodard, The Human Right of Privacy in the Digital Age, Staat, Recht und Politik — Forschungs-
und Diskussionspapiere, Bd. 3 (2017), S. 2; Birlesmis Milletler Insan Haklar1 Yiiksek Komiserligi Raporu, UN
2014a, A/HRC/27/317, s. 3.
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METAVERSE VE INSAN HAKLARI
Cansu KOC BASAR®

Metaverse kavrami gercek diinyanin Gtesinde sanal alanlar1 kapsayan bir sanal evren
olarak ifade edilebilir. Artirilmig gerceklik (AR) ve sanal gerceklik (VR) ile olusturulan bu
evren bilisim ¢agmin Otesinde etkilesim ve simiilasyon c¢agina gegisi isaret etmektedir.
Metaverse i¢indeki sanal diinyalar kurucu ve kullanici taraflari ile varlik bulmakta ve Metaverse
icerigini olusturan sanal diinyalar esasen Otesine gectigi gercek diinyadaki verilerin islenmesi
ile ilerlemektedir. Dolayisiyla kisisel verilerin korunmasi ve 6zel yasamin gizliligi bu alanda
oncelikle karsilasilan insan haklar1 meseleleri olarak ortaya ¢ikmaktadir. Metaverse kurulma ve
kullanilma siirecleri ile veri koruma ve mahremiyet basta olmak iizere pek cok insan haklari
meselesini yeniden diistindiirmektedir.

Metaverse ile kullanicilarin aktif oldugu sanal diinyalar olugsmakta ve bu sanal diinyalarda
gerceklestirilen eylemlerin gergek diinyada hukuki karsiligi olusmaktadir. Blockchain ve NFT
teknolojileri ile gelisen dijital varliklar, s6zlesmeler ve oyunlastirma insan yasamini dogrudan
etkilemektedir. Bu durum ise tek tek insan haklar1 meselelerinin de Otesine gecerek insan
haklar1 teorisini etkileyecek bir siirecin gelisebilecegi fikrini uyandirmaktadir.

Dijital ¢agin oOncelikle getirdigi insan haklarina iligkin tartismalar kisisel verilerin
korunmasi, miilkiyet hakki, fikri miilkiyet ve ayrimcilik yasagi gibi konular olmaktadir. Bu
haklarin sistem i¢inde karsilasilan ilk sorunlari ilgilendiriyor olmas1 sebebiyle 6n plana ¢ikmasi
dogaldir. Ornegin kisisel verilerin korunmasi Metaverse igin birinci kusak hak
goriiniimiindedir. Gergek diinya ile yapilacak bir benzetme ile ilerlenirse Metaverse’te gergek
diinyada koruma altmna alinan haklarin dijital versiyonlarin1 gérmemiz gerekecektir. Sanal
koleligin 6nlenmesi, elektronik insan kacakeiligi ile miicadele, avatarlar bakimindan yasam
hakki, 6zgiirliik ve giivenlik hakki, ayrimcilik yasagi, ifade 6zgiirliigii, din ve inang 6zgiirliigi,
orglitleme 6zgiirligl gibi hak ve 6zgiirliikler dolayisiyla ilk etapta giindeme gelebilir.

Bahsi gegen hak ve 6zgiirliiklerin yani sira herkesin sanal evrende yer edinme hakkina
sahip olabilmesi i¢in 6zellikle ger¢ek diinyanin ikinci kusak haklarinin Metaverse i¢in koruma
altina alinmasi gerekliligi de uzak bir beklenti olarak gériinmemektedir. Bu baglamda dijital
okur-yazarlik, teknolojiye erigim gibi konularda 6zellikle egitim hakki gercek diinyada yeni bir

icerik kazanabilir. Dijital platformlarda veri, emek, zaman, bilgi, yetenek, tecriibe harcayan ve

: Ars. Gor. Dr., Dokuz Eyliil Universitesi Hukuk Fakiiltesi Genel Kamu Hukuku Anabilim Dals,
cansu.koc@deu.edu.tr, ORCID: 0000-0002-3597-971X.
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uygulamalarin gelisimine katki saglayarak bir anlamda dijital is¢i konumuna gelen kullanicilar
ve avatarlar1 (Non-Player Character’lerden farkli olarak) bakimindan ¢aligsma hakki, dinlenme
hakki gibi baz1 haklarin icerigi sanal evren i¢in tekrar diistiniilebilir.

Sanal evrenin ortaya ¢ikardigi insan haklarmna iliskin meselelerde insan haklar1 koruma
mekanizmalari ise ayrica degerlendirilmelidir. Metaverse i¢indeki bir sanal diinyanin kurucusu
bu diinyanin iktidar sahibi olarak goriinmektedir. Kullanicilar, kurucunun sartlarma riza vererek
bu sanal diinyaya dahil olabilmekte; devletler ise bu alana oldukg¢a sinirli bir bigimde miidahale
edebilmektedir. Dolayistyla belirli sinirlar1 olmayan (yersiz yer) fakat ¢esitli iktidar iliskilerinin
oldugu bu evrende insan haklarmin korunabilmesi i¢in ortak yasal diizenlemelerin
olusturulmasi, evrensel yargi yetkisi kullanimi, evrensel yargi ag1 olusumu gibi secenekler de
ortaya ¢cikmaktadir.

Anahtar Kelimeler: Dijitallesme, metaverse, bireyler, avatarlar, insan haklar1

METAVERSE AND HUMAN RIGHTS

The term of Metaverse can be expressed as a virtual universe that includes virtual spaces
beyond the real world. This universe created with Augmented Reality (AR) and Virtual Reality
(VR) marks the transition beyond the information age to the age of interaction and simulation.
Virtual worlds in the Metaverse exist with the founder and user parties, and the virtual worlds
that create the Metaverse content are essentially progressing with the processing of real-world
data that went far beyond. Therefore, the protection of personal data and the privacy emerge as
primarily human rights issues in this field. Metaverse rethinks many human rights issues
especially data protection and privacy with its establishment and usage processes.

Virtual worlds are created in which users are active with Metaverse and the actions
performed in these virtual worlds have legal effect in the real world. Digital assets, contracts
and gamification developed with Blockchain and NFT technologies directly affect human life.
This situation raises the idea that a process can develop that will affect the theory of human
rights by going beyond individual human rights issues. The primary debates on human rights
in the digital age are issues such as the protection of personal data, property rights, intellectual
property and non-discrimination. It is natural that these rights prominence as they concern the
first problems encountered in the system. For instance the protection of personal data appears
to be first generation human rights in Metaverse. If we proceed with an analogy to the real
world, we will need to see digital versions of the rights protected in the real world in Metaverse.
So rights and freedoms may come to the fore such as the prevention of virtual slavery, the fight

against electronic human trafficking and the right to life, right to liberty and security,
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prohibition of discrimination, freedom of expression, freedom of religion and belief, freedom
of association for avatars.

In addition to the aforementioned rights and freedoms, the necessity of protecting the
second generation human rights of the real world for Metaverse because of everyone to have
the right to have a place in the virtual universe does not seem to be a distant expectation. In this
context, especially the right to education can gain a new content in the real world on issues such
as digital literacy and access to technology. The content of certain rights such as right to work,
right to rest can be reconsidered for the virtual universe in terms of users and their avatars
(unlike Non-Player Characters) who spend data, labor, time, knowledge, talent, experience on
digital platforms and in a sense become digital workers by contributing to the development of
applications.

Human rights protection mechanisms should also be evaluated in the issues related to
human rights brought about by the virtual universe. The founder of a virtual world in the
metaverse appears to be the power holder of this world. Users can participate in this virtual
world by consenting to the terms of the founder, states can intervene in this area very limited.
So in this universe that has not definite borders but various power relations, options such as the
creation of common legal regulations, the use of universal jurisdiction, and the formation of a
universal judical network are emerging in order to protect human rights.

Keywords: Digitalization, metaverse, individuals, avatars, human rights
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INTERNETE ERiSiM BiR INSAN HAKKI MIDIR? DiJiTAL CAGDA ENGELLI
HAREKETI UZERINDEN BiR DEGERLENDIRME

Serkan BUYUKCAGLAR”

Birlesmis Milletler Genel Kurulu’nun 2016 tarihli kararinda Internetin 6nemine atifla
insanlarin ¢evrimdigsinda sahip oldugu haklarin, ¢evrimici ortamda da korunmasi gerekliligi
vurgulanir. Internete erisimin bir insan hakki olarak sayilmasi hususu ile ifade 6zgiirliigii,
egitim hakki, erigim hakki, toplanma ve gosteri hakki gibi temel insan hak ve 6zgiirliiklerinin
tiimiiniin deneyimlenebildigi bir alan ifade edilmek istenir. Ancak Internet yasal metinlerde
sadece insan haklarmi temin eden bir araca indirgenmektedir. Birlesmis Milletler Engelli
Haklar1 Sozlesmesi’nde Internet, erisim ve ifade 6zgiirliigii boliimlerinde, bir kanal (arac)
olarak, diizenlemistir. Interneti bu ara¢ konumundan ¢ikarmak i¢in, dncelikle cografi yapismin
olmamas1 ve gayri merkezi bedensiz bir ag topluluguna sahip olmasi nedeniyle kendine has
niteligi izerinden anlamlandirmak gerekir. 2017°de Washington’da yapilan Kadin Yiiriiyiisiiyle
eszamanl diizenlenen Disability March ¢evrimici engelli yiiriiyiisii, Internet’in insan haklar1
baglaminda tasidigi anlamini gosteren bir 6rnektir. Bu ¢evrimigi yirtyiiste, 3014 engelli birey
yiirliyiis giintinde fotograflariyla birlikte yiiriiyiise neden katildiklarmin agiklamasmi igeren
profil olusturmuslardir. Aslinda aktivizmin dijital cagda tasidig1 anlami da gésteren bu internet
yiirtiyiisii internetin kendine has nitelikleri sayesinde meydana gelebilmistir. Bu ¢alismada da
Internet’in insan hakki olup olmadigi tartismalar1 baglaminda internetin kendine has
niteliklerini vurgulayarak, kendi i¢ dinamikleriyle engelli hareketinin ¢evrimigi olanaklari
arastirtlacaktir. Kabul etmek gerekir ki engelli bireylerin ¢evrimdis1 alanda karsilastiklari erigim
hakki ihlalleri basta olmak tizere ¢esitli nedenlerle ifade 6zgiirligii, toplanma ve gosteri hakki,
0zel yasamin korunmasi hakki gibi hak ve 6zgiirliikkleri tam anlamiyla deneyimleyemedikleri
aciktir. Internete erisimi bu acidan insan hakki olarak belirleme tartismasi bu hak ve
ozgiirliiklerin tiimiiniin Internet alaninda deneyimlenebilmesi igin olanak tanir. Ancak burada
Interneti ara¢ konumundan gikararak bir kamusal alan olarak tartismaya sunmak engelli
hareketinin dijital ¢agda aktivizm olanaklarini tartismak agisindan 6nemlidir. Bu baglamda
calismada engelli hareketinin ifsa etmeye calistigi saglamcilik (ableism) olgusu ile engelli
hareketi tibbi model, sosyal model ve elestirileri agisindan degerlendirilecektir. Bu veriler
1s1gida da yasal metinlerde internete erisimin bir insan hakk: olarak taninmasi durumunun
engelli hareketine katkilar1 irdelenecektir. Nitekim bireyin Internete erisiminin bir insan hakki

olarak tanmmasi, bireyin somut olarak internette ifade 6zgiirliigii baglaminda sansiirsiiz bir

* Avukat/Doktora Ogrencisi, Kocaeli Barosu/Kocaeli Universitesi Hukuk Fakiiltesi Kamu Hukuku Anabilim Dals,
serkan@buyukcaglar.com
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sekilde gezebilmesi yaninda maddi giicii olmayan bireylere internete erisimin {icretsiz
saglanmas1 anlamina da gelir. Dolayisiyla ¢alismada her ne kadar engelli hareketi iizerinden bir
arastirma vyiiriitiiliiyorsa da; nihayetinde yasal metinlerde internete erisimin bir hak olarak
taninmamas1 hususu hakkindaki degerlendirmelerle dijital cagda aktivizm olgusunun tasidigi
anlami da tartismaya agmak amaglanmaktadir.

Anahtar Kelimeler: Cevrimigi engelli hareketi, internete erisim hakki, dijital ¢agda aktivizm,

saglamcilik, insan haklar

IS INTERNET ACCESS A HUMAN RIGHT?
AN EVALUATION OF THE DISABILITY RIGHTS MOVEMENT IN THE DIGITAL
AGE

Referring to the significance of the Internet in the resolution of the United Nations
General Assembly dated 2016, it is highlighted that the same rights that people have offline
must also be protected online. Associated with the matter of counting access to the Internet as
one of the human rights, it is meant that an area where all basic human rights and freedoms such
as freedom of expression, the right to education, the right to access, and freedom of assembly
can be experienced. However, the Internet is degraded to a tool that provides only human rights
in legal texts. In the United Nations Convention on the Rights of Persons with Disabilities, the
Internet is regulated as a channel (tool) in the access and freedom of expression sections. In
order to remove the Internet from this tool situation, first of all, it is necessary to comprehend
its unique nature due to the fact that it has no geographical structure and a decentralized network
community. The Disability March which is an online disability protest held concurrently with
the Women's March in Washington in 2017, is a picture of what the Internet means in the
context of human rights. In this online march, 3014 people with disabilities created a profile on
the day of the protest, along with their photos and an explanation of why they participated in
the protest. This internet march, which also shows the meaning of activism in the digital age,
has been possible thanks to the specific nature of the Internet. In this study, the online
possibilities of the disability rights movement with its internal dynamics will be examined by
emphasizing the specific nature of the Internet in the context of the debates on whether the
Internet is a human right or not. Admittedly, it is obvious that people with disabilities cannot
fully enjoy rights and freedoms they encounter offline such as freedom of expression, freedom
of assembly, and right to privacy for various reasons, especially the violations of access rights.
In this respect, the discussion of designating access to the Internet as a human right allows for
all of these rights and freedoms to be enjoyed on the Internet. However, it is crucial to discuss

the possibilities of disability activism in the digital age, by removing the Internet from its tool
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situation and presenting it for discussion as a public sphere. In this context, the phenomenon of
ableism, which the disability rights movement tries to disclose, and the disablity rights
movement will be evaluated in terms of the medical model, social model, and criticisms. In
light of this information, the contribution of the grant of internet access as a human right in
legal texts to the disability rights movement will be examined. As a matter of fact, one's access
to the Internet as a human right means that a person can browse the Internet without censorship
in the context of freedom of expression, as well as providing free access to the Internet to people
who cannot afford it. Although the examination is carried out on the disability rights movement
in the study; ultimately, it is aimed to discuss the meaning of activism in the digital age with
the evaluations of not granting access to the Internet as a right in legal texts.

Keyword: Online disability right movement, right of access to the internet, activism on digital

era, ableism, human rights
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ALGORITMA PERDESININ KALDIRILMASI
Ugur Cem TURKER"

Yapay zeka hayatimizin bir ¢ok alaninda aktif olarak yer almaktadir. Temel olarak sorun
¢ozme, ¢ikarim yapma kabiliyetine sahip oldugu diisiiniildiigiinde insanlarin yapacagi bir¢ok isi
kendi baglarina yapabilme yetenegine haizdir. Bu hizli gelisim beraberinde sorunlar1 ve korkular1
da getirmektedir. Bu kapsamda giiniimiizde ¢ogunlukla yapay zeka ve etik kavrami tartisilmaktadir.
Ozellikle yapay zekanm (sosyal medya vasitasiyla) insanlari ydnlendirebilecegi endisesi bu
konulara odaklanmaya neden olmustur. Post truth cagi olarak adlandirilan bir donemde tartismalar
genelde bu cergevede gerceklesmektedir. Temeli bilgisayar bilimine dayanan bu alanm sosyal
hayatta aktif rol tUstlenmesi bircok disiplin ile tartisilmasina neden olmustur. Bu kadar
tartisilmasina ragmen saglayacagi faydalar -vaatleri- nedeniyle yapay zeka vazgegilmezdir. Yapay
zekanin en biiylik vaatlerinden biri ise insan giicline ihtiya¢ duyulmadan biirokratik siire¢leri
sonlandirip kolaylastirmasidir. Ozellikle bagvurular: neticelendirme siirecinde kendi basma karar
verecek yetkinlige adaydir. Ornek vermek gerekirse burs bagvurusu, sosyal yardim basvurusu,
banka kredi bagvurusu seklinde hayati 6nem sahip siirecleri kendi basina neticelendirebilecektir.
Bu hizmetlerin aliminda karar mekanizmasinin yapay zeka ile saglanmasi kimi objektif sonuglarin
saglanmasina yardimci olurken kimi zamanda hatalara sebebiyet verebilecektir. Sonuglarinin
bireyleri tatmin etmedigi durumlarda itiraz edilecek makam neresi olacaktir? Arka plandaki siireci
de gormemiz gerekmektedir. Yapay zeka algoritmamalar zincirinden olusmaktadir. Biz itiraz et
butonuna bastigimizda bu siireci algoritma zincirini gdrdiigiimiizde ne olacaktir? i1k olarak herkes
bu zinciri anlayamayacaktir hatta bu siireci anlayabilecek insan sayis1 ¢ok smirlidir. Oncelikle
boyle bir meslek grubuna ihtiyag duyulacaktir. Algoritmalar1 bize anlatan insanlara sahip olmamiz
gerekecektir. Diger sorun ise bu algoritmalar1 hizmet saglayicilar bize acacak midir?

Calisma kisaca bu konuya odaklanacaktir, yapay zekanin sir perdesinin kaldirilarak siirecin
seffalagmas1 ve sorun ortaya ¢ikmadan yahut c¢iktiginda tam olarak kusurun tespiti
saglanabilecektir. Yeni ve korkutucu olan yapay zeka kavramina mesafeli durarak ¢6ziim iiretmek
miimkiin gériinmemektedir. Ciinkii algoritmalar hatasiz fakat sonug hatali olabilir. Bunun birgok
ornegi mevcuttur yapay zekanin cinsiyet¢i bir yaklasimi oldugu dile getirilmis sonrasinda ise

makine dgrenmesinde bulunan verilerin cinsiyet¢i olmasindan kaynaklandig1 anlagilmistir.

* Ankara Hac1 Bayram Veli Universitesi Doktora Ogrencisi, ugurcemturker @windowslive.com
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Anahtar Kelimeler: Suglu algoritma, yapay zeka ve sorumluluk, algoritma, algoritmanin etik
ilkeleri

REMOVING THE VEIL OF ALGORITHMS

Artificial intelligence is actively involved in many areas of our lives. Considering that
Artificial intelligence has the ability to basically solve problems and make inferences, they will be
able to do many things that people do on their own. Of course, this rapid development brings
problems and fears with it. And nowadays, artificial intelligence and its ethical aspects are mostly
discussed. These issues are focused, especially because of the problem that people can direct
through social media. In a period called post truth age, discussions generally take place within this
framework. This field, which is based on computer science, has been discussed with many
disciplines by taking an active role in social life.

Despite debating, artificial intelligence is indispensable due to its promises of benefits. One
of the biggest promises of artificial intelligence will end and facilitate bureaucratic processes
without the need for manpower. It will decide on its own, especially in some applications. For
example, it will be able to conclude on its own the vital processes such as scholarship application,
social assistance application, bank loan application. Providing the decision mechanism with
artificial intelligence in the procurement of these services will help provide some objective results,
and sometimes it may cause errors. Where will people object when they are not satisfied with the
result? We also need to see the background process. Artificial intelligence consists of a chain of
algorithms. What will happen when we see this process algorithm chain when we click the
objection button? First of all, everyone will not be able to understand this chain, and even the
number of people who can understand this process is very limited. Principally, such a profession
will be needed. We will need to have people who tell us about the algorithms. The other problem
is, will service providers open these algorithms to us?

The study will briefly focus on this issue, by removing the veil of artificial intelligence, the
process will be transparent, and the defect will be detected exactly before the problem occurs or
when it occurs. It does not seem possible to find a solution by keeping a distance from the new and
frightening concept of artificial intelligence. Because the algorithms are error free, but the result
may be incorrect. There are many examples of this. For example, It was stated that artificial
intelligence has a sexist approach, and then it was understood that the data in machine learning was

sexist.

129



Uluslararasi Dijital Cagda Hukuk Sempozyumu Ozet Bildiri Kitabi
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BIRLESMIS MILLETLER COCUK HAKLARINA DAIR SOZLESME’NIN DiJiTAL
ORTAM VE COCUK HAKLARINA ILiSKIN 24 MART 2021 TARIHLI 25. GENEL
YORUMUNA ILiSKIN TESPITLER

Tugcem SECER”

Cocuk haklar1 sosyal, ekonomik, kiiltiirel ve teknolojik gelismelerin dogrudan etki alani
icerisindedir. Bu cercevede, ¢ocuk haklar1 dijital ¢agdan evleviyetle etkilenmistir. Oyle ki
Birlesmis Milletler Cocuk Haklarina Dair S6zlesme’nin 25. Genel Yorumu, dijital ortam ve ¢ocuk
haklar1 iliskisine atfedilmistir.

Dijital ortam, dijital aglar da dahil olmak iizere yapay zekayi, sanal gercekligi, bilgi ve
iletisim teknolojilerini kapsayan, siirekli gelisen ve genisleyen bir ortamdir. Igerisinde yasadigimiz
dijital cagda, hayatimizin bir¢ok alaninda verilerimiz dijital ortamda saklanir. Aksam yemegi igin
verdigimiz siparislerden fotograflarimiza, gittigimiz iilkelerden 6zge¢misimize, yakin
arkadaslarimiza kadar birgcok bilgi bir sekilde dijital ortama diiser. Baska bir ifadeyle, diinya
iizerinde var oldugumuz kadar dijital ortamda da var oluruz.

Gilintimiizde dijital ortam sadece yetiskinlerin varliklarini stirdiirdiigii bir alan olmaktan
¢ikmis; cocuklarin da siirekli etkilesimde olduklar1 bir alan héline gelmistir. Boylece, dijital
teknolojilerin gelismesi, ¢ocuklar agisindan farkli alanlarda yeni olanaklar ve yeni riskler
yaratmistir. Bu nedenle, dijital ortam ve ¢ocuk haklari iliskisi farkli boyutlardan ele alinmalidir.

Oncelikle ¢ocuklara ait kisisel verilerin dijital ortamlar aracili1yla toplanmasi, depolanmasi
ve islenmesi ve ¢ocuklarin dijital ortamda bulunan tehlikeli verilerden korunmasi onemli bir
meseledir. Cocuklarin savunmasiz bir bicimde dijital ortami kullanmasi, S6zlesme’nin yasama,
gelisme ve korunma hakkini diizenleyen altinct maddesine aykiridir. Bu ¢ercevede, taraf devletler
cocuklarin, siddet, dezenformasyon, cinsellik, su¢ ve pornografi barindiran icerikler basta olmak
tizere gelisimlerini olumsuz yonde etkileyecek tiim igeriklerden ve siber agresiflikten korunmasi
icin gerekli tiim tedbirleri almakla ylikiimliidiir. Ayn1 zamanda devlet tarafindan, ¢ocuklarin
verilerinin ticari kr elde etmek amaciyla kullanilmasinin 6niine gecilmelidir. Ciinkii glinlimiizde,
cocuklar ticarilesen dijital ortamlarin 6nemli bir gelir kaynag1 olarak goriiliir.

Ikinci olarak cocuklarm dijital teknolojilere erisimi, yani dijital cagda bilgiye erisim,
ozellikle egitim ve kiiltiir alanlarinda biiyiik gelismeler yaratir. Ancak tiim ¢ocuklarn, dijital

teknolojilere esit bir bicimde erisebildigini sdylemek miimkiin degildir. Bu durum, S6zlesme’nin

* Dr., Baskent Universitesi, tugcemsahin@baskent.edu.tr
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ayrimcilik yasagmi diizenleyen ikinci maddesine aykiridir. Bu gergevede, taraf devletler dijital
dislanmanin 6nlenmesi amactyla tiim ¢cocuklarin dijital ortama ticretsiz, giivenli ve esit bir bicimde
ulagmasini saglamakla ve bu hususta proaktif tedbirler almakla yiikiimlidiir.

Ucgiincii olarak, dijital ortam ve ¢ocuk haklar1 iliskisinde, dijital ortam ¢ocuklarm seslerini
ulusal ve uluslararasi diizeyde duyurabilmeleri i¢in etkili bir aragtir. S6zlesme’nin katilim hakkini
diizenleyen on ikinci maddesi dogrultusunda taraf devletler, cocuklarin yetiskinlerle esit kosullarda
dijital katilimin1 desteklemeli ve ¢ocuklarin dijital okuryazariik yetenekleri gelistirilmelidir.

Son olarak, dijital ortam ¢cocuklarin S6zlesme’nin otuz birinci maddesinde yer alan ve aslinda
cocuklarm gelisimi i¢in ¢ok Onemli olan oyun hakkmin gergeklestirilmesinde biiylik rol oynar.
Ancak dijital ortamin sundugu nimetlerin dogru kullanilmasi gerekir. Bu baglamda, yetiskinlerin
dijital oyun diinyas1 hakkinda bilgilendirilmesi ve ¢ocuklara rehber olmasi beklenir.

Anahtar Kelimeler: Siber agresiflik, dijital dislanma, dijital katilim, dijital okuryazarlik, dijital

oyun

OBSERVATIONS ON THE GENERAL COMMENT NO. 25 (2021) ON CHILDREN’S
RIGHTS IN RELATION TO THE DIGITAL ENVIRONMENT

Children's rights are within the direct impact of social, economic, cultural and technological
developments. In this framework, children's rights have been particularly affected by the digital
age. In fact, the 25th General Comment of the United Nations Convention on the Rights of the
Children is attributed to the relationship between the digital environment and children’s rights.

The digital environment is constantly evolving and expanding, encompassing information
and communications technologies, including digital networks, artificial intelligence, virtual and
augmented reality. In the digital age, our daily data is stored digitally in many ways. A lot of
information, from the orders we give for dinner to our photos, from the countries we visit to our
curriculum vitae, to our close friends, somehow falls into the digital environment. In other words,
we exist in the digital environment as much as we exist on earth.

Giinliimiizde dijital ortam sadece yetigkinlerin varliklarini siirdiirdiigi bir alan olmaktan
cikmis; cocuklarm da siirekli etkilesimde olduklar1 bir alan haline gelmistir. Dijital teknolojilerin
gelismesi, ¢ocuklar agisindan farkl alanlarda yeni olanaklar ve yeni riskler yaratir. Bu nedenle,
dijital ortam ve ¢ocuk haklar iliskisi farkli boyutlari ile ele alinmalidir.

Today, the digital environment has ceased to be an area where only adults maintain their

existence. It also has become an area where children are in constant interaction. The development
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of digital technologies creates new opportunities and new risks for children in different fields. Thus,
the relationship between the digital environment and children's rights should be discussed from
different dimensions.

First, it is an important issue to collect, store and process personal data of children through
digital media. And protecting children from dangerous data which cause through digital media has
become another important issue.

The uncontrolled use of the digital environment by children is in violation of Article 6 of the
Convention, which regulates the right to life, development and protection. In this framework, the
contracting states are obliged to take the necessary measures to protect children from all contents,
especially from content which contains violence, disinformation, sexuality, crime, pornography
and from cyber-aggression that may adversely affect their development. As well, the states should
prevent the use of children's data for commercial profit. Because today, children are seen as an
important source of income in commercialized digital environments.

Secondly, children's access to digital technologies creates great developments especially in
the fields of education and culture. However, it is not possible to say that all children have equal
access to digital technologies. This situation is contrary to the second article of the Convention,
which regulates the prohibition of discrimination. In this context, the contracting states are obliged
to ensure that all children have free, safe and equal access to the digital environment in order to
prevent digital exclusion and to take proactive measures in this regard.

Third, in the relationship between the digital environment and children’s rights, the digital
environment is an effective tool for children to make their voices heard at the national and
international level. In line with the twelfth article of the Convention, which regulates the right to
participation, the contracting states should support the digital participation of children on equal
terms with adults and develop children's digital literacy skills.

Finally, the digital environment plays a major role in the realization of children's right to
game which regulates in the thirty-first article of the Convention. This right is actually very
important for children's development. However, the benefits of the digital environment must be
used properly. In this context, adults are expected to be informed about the world of digital games
and to guide children.

KeyWords: Cyber-aggression, digital exclusion, digital participation, digital literacy, digital game
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DIJITALLESMENIN MULTECI HAKLARINA ETKIiSi: YENILIKLER VE SORUNLAR
Zehra COMLEKCIOGLU”

Insan haklar1 mefhumu; bireyin esit, 6zgiir ve onurlu bir yasam siirmesi igin gerekli olan
serbest hareket etme giicleridir. Bireyler, sosyal hayatin i¢cinde ve devlet iktidar1 altinda yasadiklar1
icin gerek Uglincii sahislar gereckse de devlet tarafindan insan haklari kimi zaman ihlal
edilebilmektedir. Bu durumda bireyin, insan onuruna uygun bir sekilde yasamasi miimkiin
olmamaktadir. Icinde bulundugumuz bilgi caginda, bireylerin yeme-icme, barmma gibi
gereksinimlerinin saglanmasi onurlu bir insan yasami i¢in yeterli degildir. Ayn1 zamanda bilgiye
ucuz, sansiirsiiz ve tam donanimli sekilde erigsebilmelidir. Bilgiye erisemeyen bireyler, zamanla
farkin ¢ok daha acildigi “dijital ugurumda” su an bulunduklar1 konumdan c¢ok daha asagiya
diiseceklerdir.

Bilgiye erisimin giiniimiizde saglandig1 kanal, internettir. Internete erigsim, bireyler igin
bilgiye erisim demektir. Bu da dijital devrim yasayan diinyadaki yeni insan i¢in olmazsa olmaz bir
haktir. Internete erisim hakk, bir insan hakki olarak yavas yavas tamimlanmaya baslanmis olsa da
heniiz bir istisna disinda temek hak olarak tanimlanmamaktadir.

Internete erisimin bireyler icin dahi bir temel hak olarak kabul edilmedigi ve buna karsin
hizla dijitallesen bu diinyada, dezavantajli gruplarin internete erisimi daha zor bir ihtimaldir.
Miilteciler ve vatansizlar, dezavantajli gruplar arasinda belki de bilgiye erisim konusunda ciddi
sikintilar yagsayan ayni zamanda hayata tutunmak i¢in en ¢ok ihtiyaci olan bireylerdir. Yerinden
edilen miiltecilerin, ¢ogu zaman sigmma basvurusu i¢in iilkeden iilkeye degiskenlik gOsteren
evraklar1 yanlarinda getirmeleri ile zorlu yolcuklar1 boyunca eksiksiz ve tahrif edilmemis sekilde
tasimalar1 ¢ok zordur. Go¢ yolculugu boyunca diinyaya gelen bireylerin dogum raporuna sahip
olamamalar1 da olas1 bir durumdur. Bu durumda siginma talepleri degerlendirilemeyecek ve yogun
bir miilteci toplulugu siiriincemedeki hayatlariyla bas basa kalacaktir. Siginma talepleri kabul
edilse de egitim ve saglik gibi hizmetlere erisebilmeleri, ardinda biraktiklar1 kisilerle irtibat
kurabilmeleri, kendilerine herhangi bir tanidiklari tarafindan para génderilebilmesi ya da uzaktan
erigim saglanarak yapilabilen isleri yaparak kendilerine gelir getirebilmeleri i¢in internete erigim

hakkina sahip olmalar1 gereklidir.

* Dokuz Eylil Un_iversitesi Kamu Hukuku Anabilim Dali insan Haklar1 Hukuku Tezli Yiiksek Lisans Programi
Ogrencisi. Avukat, [zmir Barosu, zehrakaragoz875@gmail.com, ORCID: 0000-0002-6227-8353.
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Birlesmis Milletler Miilteciler Yiiksek Komiserligi miilteci haklarinin dijital cag icerisinde
erimemesi adina; iltica taleplerini ¢evrimigi yapmalarini, internet {izerinden miilakata girmelerini
ve iltica kararlarin1 bir blok zincir hesabi iizerinden gelecek mesajla 6grenmeleri adina adimlar
atmaya caligmaktadir. Ayrica BMMYK, miiltecilere ait bilgileri toplayarak dijital bir kimlik
olusturmay1 amaglamaktadir. Bu dijital kimlikler, savasta pargalanan aile bireylerinin zorla
yerinden edilme yolculuklarinin sonrasinda aileyi bir araya getirmek igin bir arag¢ olarak
kullanilabilir. Hangi bireyin hangi aileye ait oldugu daha kolay belirlenebilir. Dijital kimliklerin
ayn1 zamanda egitim ve saglik bilgileri gibi bir¢ok bilgiyi igermesi amaclandigindan, miiltecilere
verilecek hizmetler i¢in devletlere kolaylik saglayacaktir. Dijital kimlik kartlari, miilteci dijital
cagin sundugu firsatlar1 yakalama konusunda diger vatandaslarla esit sartlara sahip olmalarini
saglayabilir. Miiltecilere daha kolay ve hizli bir sekilde koruma saglanmasi ve onlara yardim
edilmesi i¢in hiikiimetler, uluslararas1 kuruluslar, sirketler, sivil toplum kuruluslar1 tarafindan
yapilan istisarelerle dijitallestirilme yolunda adim atilmasi beraberinde miiltecilerin kisisel
verilerinin igslenmesi konusunda riza ve giivenlik sorunlarmi da beraberinde getirecektir.
Miiltecilerin kisisel verilerinin iist diizeyde korunmasi ile islenen verilerin onlara yardim ve koruma
icin kullanilacagi garantisi, sadece veri toplamak igin bir ara¢ olarak kullanilmamalar1 konusunda
ikna edici olacaktir.

Anahtar Kelimler: Dijitallesme, miilteci haklari, internete erisim, dijital Kimlik

DIGITALIZATION AFFECTING REFUGEE RIGHTS: THE TECHNOLOGICAL
DEVELOPMENTS AND RELEVANT DIFFICULTIES

The human rights phenomenon is to supply individuals with the forces of free action in order
them to have a life, consisting of equality, freedom, and dignity. Individuals, whilst living in a
society and under the authority of a State, it is not seldom that violations of human rights occur by
the State and/or other individuals. With violations at place, it is very difficult for individuals to live
by in accordance with human dignity. At this information era we are in, it is not sufficient to live
by as a dignified human being merely having the most basic requirements of life, such as food and
shelter etc. It should also be possible for people to have access to information in a manner which
would be cost-effective, fully equipped and without censorship. Individuals who cannot access
information will fall much lower than where they are now in the “digital abyss” where the

difference becomes much wider over time.
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In today’s world, the internet is the access channel to information. Accessing the internet
connection is equivalent to accessing information. Thus, accessing the internet is an indispensable
right for the new human being experiencing the digital revolution. While referring the right to the
internet access as an actual human right is happening in a slow-paced manner, it has not yet widely
defined as an actual human right, except for one instance.

In this rapidly digitalizing world, where access to the Internet is not accepted as a
fundamental right even for individuals, it is more difficult for the disadvantaged groups to access
the Internet. In terms of accessing the internet, refugees and Stateless people are perhaps the most
disadvantaged people among the disadvantaged groups since while they suffer from its lacking,
they also need it the most. In most cases, it is very difficult for the displaced refugees that whilst
carrying the required documents for the asylum application, which the application documents
usually vary among different States, is already a very difficult task, it becomes much more
challenging for these people to keep the documents in a complete and undistorted manner in their
harsh journeys. It is also a possibility that the individuals born during the migration journey may
not have birth certificate. In this case, asylum applications cannot be considered, and a big number
of refugees would be left under misery and uncertainty. Even their application got accepted,
accessing education and health services, communicating with the people they left behind, receiving
money from their relatives or doing remote work to earn some income etc. require internet
accession. One step ahead, it is a necessity to have the internet access right.

The United Nations High Commissioner for Refugees (UNHCR), for the purpose of
preventing the refugee rights diminishing under the radius of the digital era, step by step works
towards establishing commaodities such as online application for asylum, online interview and
refugees receiving their asylum decisions via a message through a block chain account.
Additionally, UNHRC is undertaking an effort to create digital identifications for refugees via
collecting personal data of refugees. These digital identifications could later be used as a function
to reconnect and/or to ease reconnecting family members who are separated by a segregation effect
of a war. In this way, it is easier to determine which individual belongs to which family. Since
digital identities are also intended to contain many information such as education and health
information, it will provide convenience to the states for the services to be provided to refugees.
Digital identity cards can enable refugees to have an equal footing with other citizens in seizing

the opportunities offered by the digital age. Taking a step towards digitization with consultations
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by governments, international organizations, companies and non-governmental organizations in
order to provide protection and assistance to refugees more easily and quickly will bring along
consent and security problems in the processing of refugees’ personal data. A high level of
protection of refugees’ personal data and the guarantee that the processed data will be used to help
and protect them will be convincing not to be used as a tool for collecting data only.

Keywords: Digitalization, the refugee rights, access to the internet, digital identity
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DIJITAL EKONOMIK AKTIiVITELERIN VERGILENMESINDEKI GUCLUKLER
Ahmet COMLEKCIiOGLU*

Vergi hukuku ve dijitallesme iligkisinde goze carpan iki 6nemli husus bulunmaktadir.
Birincisi, vergi sistemlerinin dijitallesmesi; ikincisi, dijitallesen ekonomik aktivitelerin
vergilendirilmesindeki zorluklardir. Bunlardan birincisinde, devletler dijitallesme vesilesiyle elde
edilen teknolojik gelismeleri kullanarak basta vergi toplamadaki maliyeti hafifletme hedefiyle
sistemlerini iyilestirmekte ve daha etkin hale getirmektedir. Ayrica vergi miikellefi lehine ara-
ylizler kurulmasima karsi temel haklar, 6zellikle kisisel veriler ile miilkiyet hakki bakimindan
sorunlar dijitallesme ve vergi hukuku baglamindaki tartisma konularidir. ikinci hususta ise one
cikan temel olgu, klasik ekonomik aktivitelere ilaveten dijital ekonomik aktivitelerin tiiremesi ve
bunlarin bazilarinda vergi sistemlerini yikici etki bulunmasidir. Bu bildiride bu ikinci hususu
tartigmaya agmak arzusundayim.

“Dijital” iki basamakli veri kodlama teknolojisidir. Eger bir sey, bu teknolojiyi kullaniyor
ve diinya genelinde veri transferini aninda ve neredeyse sifir maliyete gerceklestirebiliyorsa
dijitaldir. Ekonomik bir islemin bu teknolojiye dayanan herhangi bir 6gesi dijital 6gedir. Herhangi
bir ekonomik iglem ve dolayisiyla isletme modelinin bir ya da daha fazla dijital 6geye sahip olmasi
vergilendirme bakimindan dijitaldir ve dijital ekonominin bir pargasi sayilir. Dijital 6geler dijital
iletisim, igerik, otomasyon, dagitim ve 6deme olarak kategorize edilebilir.

Dijital iglemlerin ve dijital isletme modellerinin vergilendirilmesinde dolayl1 vergiler degil,
dogrudan vergiler bakimindan sorunlar ¢ikmaktadir. Ciinkii dolayli vergiler tiiketiciye
yansitilmaktadir. OECD’nin ¢alismalarinda verginin ekonomik aktivitenin gerceklestigi ve degerin
yaratildigi yerde alinmasi mottosu ‘“deger” teriminin tanimi yapilmamasi Onerilen tekliflere
yansimaktadir.

Dijital ekonomik islem ve buna bagli isletme modellerinin vergi sistemini yikici etkiye sahip
olmas1 demek mevcut vergi hukuku sisteminin bu tarz islemleri vergilendirebilmek i¢in yeterli
olmamasidir. Soyle ki dijital otomasyon ile insan kaynagi aradan ¢ikartildiginda vergi sistemi buna
cevap veremeyebilir.

Yiizyildan daha dnceki bir tarihte uluslararasi vergi hukukunda yayginlagan “isyeri” kavrami

tanim1 yapilmamis ve sayilanlarla sinirli olmayan bir liste halinde ifade edilmis bir kuraldir. Isyeri

*Ars. Gor., Izmir Katip Celebi Universitesi Iktisadive Idari Bilimler Fakiiltesi Mali Hukuk Anabilim Dal, Dokuz Eyliil
Universitesi Sosyal Bilimler Enstitiisii Kamu Hukuku Doktora Ogrencisi, comlekcioglua@gmail.com, ORCID: 0000-
0001-9312-2725.
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kuralina gore yerlesiklerini diinyanin her yerinde vergilendiren (ikametgéh ilkesi) devletler ile
sadece egemenligi altindaki yerle sinirli olmak {izere vergilendiren devletler (kaynak ilkesi)
arasinda denge kurabilmek icin tasarlanmig bir fikre dayanmaktadir. En basit sekliyle, ikamet
iilkesinde yer alan kisi kaynak tilkesindeki faaliyetleri i¢in isyerinin varligi kabul edildiginde ikinci
iilkede buna dayanilarak vergilendirilmesi ¢ifte vergilendirmeye yol agmayacaktir.

Hukuki cifte vergilendirme ayni kisinin ayni gelir i¢in iki sefer vergilendirilmesiyken,
ekonomik ¢ifte vergilendirme ayni islem igin iki farkll kisinin vergilendirilmesidir. Isyeri
kavrammin bir tanimimni vermek ve bunu uluslararasi alanda yayginlastirmak yerine daha kolay bir
yol olan egemenlik kudretlerine dayanarak devletlerin yeni vergiler yaratmasi (dijital hizmet
vergisi gibi) veya sanal igyeri diye bir kavram icat etmesi baska devletlerin vergi tabanina el atmak
anlamina gelebilir. Boyle bir durumda hukuki ¢ifte vergilendirme ortaya ¢ikabilir. Ciinkii dijital
vergi miikellefi yerlesik oldugu iilkede ayrica vergilendirilecektir. Ayrica yeni vergiler yaratmak o
iilkedeki kullanicilara bir vergi maliyeti olarak yansitilmasina yol agacaktir.

Anahtar Kelimeler: Dijitallesme, vergi, vergilendirme yetkisi, ¢ifte vergilendirme, isyeri
THE CHALLENGES TO TAXATION THE DIGITAL ECONOMIC ACTIVITIES

There are two striking issues regarding the relationship between tax law and digitalisation.
The first one is digitalisation of tax systems; the second one is the challenges to the taxation of
digital economic activities. In the first of these, states use the technological developments obtained
through digitalization to improve their systems and make them more effective, primarily with the
aim of reducing the cost of tax collection. In addition, despite the establishment of interfaces in
favour of taxpayers, problems in terms of fundamental rights, especially personal data, and property
rights, are the topics of discussion in the context of digitalization and tax law. In the second issue,
the main phenomenon that stands out is the emergence of digital economic activities in addition to
classical economic activities, and some of them have a disruptive effect on tax systems. In this
paper, | would like to discuss this second issue.

“Digital” is a two-digit data encoding technology. If something uses this technology and can
transfer data around the world instantly and at almost zero cost, it's digital. Any element of an
economic transaction based on this technology is a digital item. Any economic transaction, and
hence the ownership of one or more digital assets of the business model, is digital for taxation and
is considered part of the digital economy. Digital items can be categorized as digital

communication, content, automation, distribution, and payment.
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In taxation of digital transactions and digital business models, problems arise in terms of
direct taxes, not indirect taxes. Because indirect taxes are passed on to the digital consumer. In
OECD's studies, the motto that tax should be taken where economic activity takes place and value
is created is reflected in the proposals that avoid defining the term "value".

The fact that digital economic transactions and related business models have a disrupting
effect on the tax systems means that the current tax law systems are not sufficient to tax such
transactions. Namely, when human resources are eliminated with digital automation, the tax system
may not be able to respond to this.

The concept of “"the permanent establishment™, which became widespread in international
tax law more than a century ago, is a rule that has not been defined and has been expressed in a list
that is not limited to those listed. The permanent establishment rule is based on the idea designed
to strike a balance between States that tax their residents all over the world (residence principle)
and states that tax them only to the place under their sovereignty (resource principle). In its simplest
form, taxation in the second country based on the existence of a permanent establishment for
activities in the country of origin of the person in the country of origin will not result in double
taxation.

Juridical double taxation is the taxation of the same person twice for the same income, while
economic double taxation is the taxation of two different people for the same transaction. Instead
of giving a definition of the concept of permanent establishment and spreading it internationally, it
is easier for States creating new taxes (such as digital service tax) or invent a concept called “virtual
permanent establishment” based on their sovereign power, which may mean tackling the tax base
of other States. In such a case, juridical double taxation may arise. Because on top of this taxation,
the digital taxpayer will be taxed separately in the country where he/she is resident. In addition,
creating new taxes will cause it to be reflected as a tax cost to digital users in that country.

Keywords: Digitalisation, taxation, tax sovereignty, double taxation, permanent establishment
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E-DEFTER UYGULAMASININ VERGI CEZA HUKUKU ACISINDAN SONUCLARI
Burcu DEMIRBAS AKSUT"

Bilisim alanindaki gelismelerin vergi hukuku alaninda da yansimalarini gormekteyiz. Hem
vergi idaresinin yaptig1 islemlerde hem de vergi miikellefinin {izerine diisen maddi ve sekli 6devleri
yerine getirmesi esnasinda hizliligi, etkinligi ve verimliligi artirmak i¢in bilgisayar teknolojilerinin
kullanim1 yayginlasmaktadir. 1995 yilinda bir pilot proje olarak baslayan Vergi Daireleri
Otomasyon Projesi (VEDOP) zaman igerisinde gelistirilmis, VEDOP 1, VEDOP 2 ve VEDOP 3
projeleri uygulamaya konulmustur. Bu gelisimin bir sonucu olarak da Once faturalar daha
sonrasinda da defter ve belgeler dijital ortama aktarilmaya baslanmistir.

Vergi Usul Kanunu’nun mikerrer 242°nci maddesine gore elektronik defter, sekil
hiikiimlerinden bagimsiz olarak Vergi Usul Kanunu’na gore tutulmas1 zorunlu olan defterlerde yer
almas1 gereken bilgileri kapsayan elektronik kayitlar biitiiniidiir. 7338 Sayili Kanun’la yapilan
eklemeyle de ayn1 maddede elektronik defter berat1 ve elektronik muhasebe fisi tanimlanmistir.

Vergi Usul Kanunu’nun elektronik ortamda tutulan defterlere iliskin maddelerinde konunun
ayrintilarinin diizenlenmesi i¢cin Hazine ve Maliye Bakanligi’na yetki verilmektedir. Bu yetkiye
dayanarak da 1 Sira No’lu Elektronik Defter Genel Tebligi ¢ikarilmig, 13.12.2011 tarihinde
yirirliige girmistir (RG. 13.12.2011-28141). Bu tebligin sorumluluk ve cezai miieyyideler
kisminda da Vergi Usul Kanunu’nu hiikiimlerine atif yapilmaistir.

Vergi Usul Kanunu’nun 352°nci maddesinde hangi durumlarda I. ve II. dereceden usulsiizliik
cezalarmin kesilecegine yer verilmistir. Kanun’un 353 ve devami maddelerinde de 6zel usulsiizliik
cezasi kesilecek haller belirtilmistir. Elektronik defter tutarken de bu maddelere uygun defterlerin
tutulmamas1 durumunda ilgili cezalar kesilecektir. Ornegin maddeye gore, Vergi Usul Kanunu’nda
diizenlenen kayit olusturma kurallarina uymadan kayitlarin olusturulmasi, defter kayitlarm dogru
bir vergi incelemesi yapilmasia imkéan vermeyecek derecede noksan, usulsiiz veya karisik olmast,
defterlerin acilis onaymin siiresinde yapilmamis olmasi 1. dereceden usulsiizliik cezasini
gerektirmektedir. E-defterlere yazilmasi gereken islemlerin zamaninda kaydedilmemesi veya
yoklama ve incelemeye yetkili olanlara ibraz edilmemesi ise Vergi Usul Kanunu’nun 353’{incii
maddesine gore 6zel usulsiizliik cezasinin kesilmesini gerektirmektedir.

Vergi Usul Kanunu’nun 359’uncu maddesinde kacakgilik suglarma iliskin diizenleme yer

almaktadir. Maddede, vergi kanunlarina gore tutulan veya diizenlenen ve saklanma ve ibraz

* Ars. Gor. Dr., Dokuz Eyliil Universitesi Hukuk Fakiiltesi, burcuudemirbas@gmail.com
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mecburiyeti bulunan defter, kayit ve belgelerin gizlenmesi durumunda gizleyenlerin hapis cezasi
ile cezalandirilacag belirtilmektedir. Elektronik defterler, Gelir idaresi Baskanligi’nin kendi kayit
sisteminde de bulunmaktadir. Bu sebeple vergi incelemesi sirasinda e-defterin inceleme elemanina
ibraz edilmemesi durumunda bu fiilin gizleme sugunu olusturup olusturmayacaginin tartigilmast
onem arz etmektedir.

Tebligde, elektronik defter tutmakla yilikiimlii olan miikellefler agisindan, bu miikellefiyetin
zamaninda ve tam olarak yerine getirilmemesi durumunda kesilebilecek vergi cezalarma bir biitiin
icinde yer verilmesi amag¢lanmaktadir. Ayrica gizleme sucunun unsurlarindan ve suca iligkin
korunan hukuki yarardan yola ¢ikarak e-defterin vergi inceleme elemanina ibraz edilmemesi
gizleme sugunu olusturur mu konusu tartigilacaktir.

Anahtar Kelimeler: E-defter, vergi hukuku, usulsiizliik cezalari, gizleme sugu

CONSEQUENCES OF E-BOOK APPLICATION IN TERMS OF TAX CRIMINAL
LAW

We see the reflections of the developments in the field of technology in the field of tax law.
The use of computer technologies has become widespread in order to increase speed, efficiency
and productivity both in the transactions of the tax administration and in the fulfillment of the
material and formal duties of the taxpayer. Tax Offices Automation Project (VEDOP), which
started as a pilot project in 1995, was developed over time, and VEDOP 1, VEDOP 2 and VEDOP
3 projects were put into practice. As a result of this development, first invoices and then books and
documents started to be transferred to digital media.

According to the duplicated article 242 of the Tax Procedure Law, the electronic book is a
set of electronic records that contain the information that must be included in the books that are
obligatory to be kept according to the Tax Procedure Law, regardless of the form provisions. With
the addition made with the Law No. 7338, electronic book warrant and electronic accounting slip
are defined in the same article.

The Ministry of Treasury and Finance is authorized to regulate the details of the subject in
the articles of the Tax Procedure Law regarding the electronic books. Based on this authorization,
the General Communiqué No. 1 about Electronic Book was issued and entered into force on
13.12.2011 (Official Gazette 13.12.2011-28141). In the section of liability and penal sanctions of

this communiqué, references are made to the provisions of the Tax Procedure Law.
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In Article 352 of the Tax Procedure Law, it is stated in which cases first and second-degree
irregularity penalties will be imposed. In Article 353 and the following articles of the Law, the
situations in which a special irregularity penalty will be imposed are specified. While keeping an
electronic book if the books are not kept in accordance with these articles, the relevant penalties
will be imposed. For example, according to the article, creating the records without following the
record creation rules regulated in the Tax Procedure Law, recording the book incomplete, irregular
or confused that it does not allow an accurate tax examination and delay on the inauguration
approval of the books requires a first degree irregularity penalty. Failure to record the transactions
that are required to be written in the e-books in a timely manner or to submit them to those who
are authorized to inspection and audit requires a special irregularity penalty according to Article
353 of the Tax Procedure Law.

In Article 359 of the Tax Procedure Law, there is a regulation on smuggling crimes. In the
article, it is stated that those who hide the books, records and documents that are kept or arranged
according to tax laws and which are obliged to be kept and presented, will be punished with
imprisonment. Electronic books are also available in the Revenue Administration's own
registration system. For this reason, it is important to discuss whether this act will considered the
crime of concealment if the e-book is not presented to the inspection officier during the tax
inspection.

In the presentation, it is aimed to explain, the tax penalties that may be imposed in case of
not fulfilling this obligation in a timely and complete for taxpayers who are obliged to keep
electronic books. In addition, based on the elements of the crime of concealment and the protected
legal benefit of the crime, the issue of whether not presenting the e-book to the tax examiner
constitutes the crime of concealment are discussed.

Keywords: E-book, tax law, irregularity penalties, crime of concealment of books
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KRIiPTO MADENCILiGi SONUCUNDA ORTAYA CIKAN ENERJi TUKETIMININ
AZALTILMASINA YONELIK MALI DUZENLEME ONERILERI

Emine Sevcan ARTUN"

Kripto varliklar, en basit tanimryla bilisim teknolojilerinin gelismesiyle birlikte ortaya ¢ikan
admu sifreleme bilimi olan kriptografiden alan sanal ve dijital varliklardir. Bu varliklara olan ilgi;
yiiksek getiri oranlary, islem maliyetlerinin diisiikliigii, takip edilebilirliginin smirliligi gibi
nedenlerle giin gegtikce artmaktadir. "Para" kavramina girip girmedikleri tartimali olmakla
birlikte; kripto para denilen dijital paralarin son yillarda kullanimlar1 giderek yayginlagmakta ve
teknolojinin hayatimiza soktugu bu yeni kavrama iliskin ekonomik, ¢evresel ve hukuki bir¢cok
problem de giindeme gelmektedir. Kripto varliklarin hukuki niteligi/ tanimi, bunlardan dogan
kazanglarin bildirilmesi, kayit altina alinmasi, vergilendirilmesi, verasete konu edilip
edilmeyecekleri, takibinin neredeyse imkansiz olmasi nedeniyle yarattig1 problemler gibi konular
kripto paralar hakkinda hukuki a¢idan tartisilan baslica hususlardir.

Calismanin konusunu ise kripto varlik madenciliginin yiiksek enerji tiiketimi nedeniyle
cevreye verdigi zarar ve bu zarar1 azaltmaya hizmet edecek, kripto varlik madencilerini
yenilenebilir enerjiye yonlendirecek mali diizenleme Onerileri olusturmaktadir. Nitekim, kripto
varlik madenciliginin harcadig1 enerji ve yaydigi karbon ayak izi azimsanmayacak boyutlardadir.
Yapilan son arastirmalar kripto para madenciliginde harcanan yillik enerjinin birgok iilkenin
harcadig1 yillik enerjiden daha yiiksek oldugunu ortaya koymaktadir. Bu enerji israfinin ve ¢evreye
verilen zararin yok edilemese bile en azindan azaltilmasi i¢in devletlerin adim atmasi
gerekmektedir.

Teblig ile amacglanan oncelikle kripto varliklar ve bu varliklara iliskin 6zellikle vergi hukuku
acisindan onem tasiyan hukuki diizenlemeler hakkinda genel bir bilgi vermek; daha sonra
karsilastirmali hukuk uygulamalar1 da g6z onilinde bulundurularak kripto varliklarm harcadigi
enerjiyi azaltacak, kripto madencilerini yenilenebilir enerjiye yonlendirecek diizenleme Onerileri
getirmektedir.

Bu cercevede oOncelikle madencilik faaliyetlerinin vergilendirilmemesi hususu iizerinde
durmak gerekmektedir. Nitekim bir ekonomik faaliyet alanini gerek vergi mevzuati gerek idari
denetimlerin yetersizligi ile vergi dis1 birakmak, o alana ekonomik bir avantaj saglanmasi ve bu

faaliyet alanmin tesvik edilmesi anlamina gelmektedir. Tiirkiye’de kripto varlik madencilerine

*Dr. Ogr. Uyesi, Yasar Universitesi Hukuk Fakiiltesi Mali Hukuk Anabilim Dali, sevcan.artun@yasar.edu.tr, ORCID:
0000-0001-7582-6964.
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yonelik denetimlerin azlig1 ve vergi mevzuatinda agik hiikiimlerin bulunmamasi da kripto varlik
madenciliginin ve bu faaliyetin ¢evreye verdigi zararin artmasi yoniinde sonu¢ dogurmaktadir.
Ayrica ¢esitli iilkelerin hukuk sistemlerinde de rastlanildigi iizere devletin yonlendirici
vergiler koymak veya yenilebilir enerji kullanmayanlara yonelik dezavantajli durumlar yaratmak
gibi araglar1 kullanarak kripto para madenciligi yapanlar1 yenilenebilir enerji kaynaklarina
yoneltmesi miimkiindiir. Tebligde bu drnekler iizerinde durularak Tiirkiye 6zelinde kripto varlik
madencilerini yenilenebilir enerji kaynaklarmma yonlendirebilecek diizenleme Onerileri de
sunulmaktadir.
Anahtar Kelimeler: Kripto varlik madenciligi, kripto varliklarin vergilendirmesi, yonlendirici

vergilendirme, karbon ayak izi, siirdiiriilebilir enerji

FINANCIAL REGULATION RECOMMENDATIONS FOR REDUCING ENERGY
CONSUMPTION RESULTING FROM CRYPTO MINING

Crypto assets, in the simplest definition, are virtual and digital assets that emerged with the
development of information technologies and take their name from cryptography, which is the
science of encryption. Interest in these assets is increasing day by day on the grounds that high
return rates, low transaction costs, and limited traceability. Although it is questionable whether
they are included in the concept of "money", the use of digital currencies, which is called crypto
money, has become increasingly widespread in recent years, and many economic, environmental
and legal problems related to this new concept introduced by technology into our lives are also on
the agenda. The legal nature/definition of crypto assets, reporting, recording, and taxation of
earnings arising from them, issues such as whether they will be subject to inheritance or not, the
problems caused by the fact that they are almost impossible to follow are the main issues that are
discussed in legal terms about cryptocurrencies.

The subject of this presentation is the damage caused by crypto-asset mining due to high
energy consumption and financial regulation proposals that will serve to reduce this damage and
direct crypto-asset miners to renewable energy. As a matter of fact, the energy consumed and the
carbon footprint emitted by crypto-asset mining are considerable amounts. Recent research reveals
that the annual energy spent in cryptocurrency mining is higher than the annual energy spent by
many countries. Even if they cannot resolve this problem completely, states need to take steps to

at least reduce this waste of energy and damage to the environment.
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The purpose of this presentation is at first to give general information about crypto-assets and
related legal regulations especially important in terms of tax law; then, to propose legal regulations
that will reduce the energy consumed by crypto-assets and guide crypto miners to renewable energy
considering the comparative law practices.

In this context, first of all, it is necessary to focus on the non-taxation of mining activities.
As a matter of fact, leaving an economic activity out of the taxable area due to the inadequacy of
tax legislation and administrative audits means providing an economic advantage and encouraging
this field of activity. The lack of inspections for crypto-asset miners in Turkey and the absence of
clear provisions in tax legislation also result in an increase in crypto-asset mining and the
environmental damage of this activity.

In addition, as seen in the legal systems of various countries, it is possible for the state to
guide crypto-asset miners to renewable energy sources by using tools such as imposing steering
taxes or creating disadvantageous situations for those who do not use renewable energy. In this
presentation, these examples are emphasized and regulation proposals that can direct crypto-asset
miners to renewable energy sources in Turkey are also presented.

Keywords: Crypto-assets mining, taxation of crypto-assets, steering taxation, carbon footprint,

sustainable energy
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BLOCKCHAIN TEKNOLOJiSi VERGILENDIRMEDE KULLANILABILIiR Mi?
Simay DOGMUS

Son on yil igerisinde vergi idareleri yeni teknolojilerin ve is modellerinin de etkisiyle

*

vergilendirme alaninda gesitli zorluklarla karsilasmistir’. Devrim niteligindeki dijital yeniliklerden
biri olan blockchain teknolojisi de gittikce sahada agarligimi artwrmaktadir. Vergi idaresinin
blockchain teknolojisinde etkin hale gelebilmesi bu teknolojiye miimkiin olan en kisa siirede ayak
uydurmasiyla miimkiindiir.

Doktrinde blockchain teknolojisinin vergiye tabi islemlerin daha etkin bir sekilde izlenmesini
ve dolayisiyla vergi gelirlenin daha etkin bir sekilde toplanmasint miimkiin kilabileceg: ifade
edilmektedir. Hatta kacake¢ilikla miicadele, vergi beyannamesinin hazirlanmasi, verginin tahsili ve
bilgi degisiminde yaratacag: etki {izerinde durulmaktadir?. ilk bakista olumlu® yonleri dikkat cekse
de her yeni teknolojide oldugu gibi blockchain teknolojisinin de olumsuz* ydnleri bulunmaktadir;
bu yonlerin bir biitiin olarak degerlendirilmesi gerekmektedir.

Blockchain teknolojisinin vergilendirme islemlerinde kullanilmasminin getirecegi fayda goz
ardi edilemezse de konuya ihtiyatli yaklasilmasi salik verilmektedir. Bir kere blockchain
teknolojisinden vergilendirme alaninda faydalanmaya baslamadan Once vergi idaresinin,
teknolojinin kullanimimin vergilendirme teknik ve siire¢leri bakimindan getirecegi fayda ile riskleri
detayli bir inceleme yapmasi ve degerlendirme sonucunu somutlastirmasi gerekmektedir.

S6z konusu teknolojiden kayda deger bir fayda saglanabilmesi su sorulara® net cevaplarm
verilmesini gerektirmektedir;

- Miikellefler bir 6zel/izinli ve/veya hibrit blockchain igerisinde vergi idaresi ile baz1 bilgi ve

islemlerini paylasabilecekken bazi islemlerini ayr1 bir 6zel blockchain {lizerinden siirece idareyi

"Ars Gor., Yasar Universitesi Hukuk Fakiiltesi Mali Hukuk Anabilim Dali, simay.dogmus@yasar.edu.tr, ORCID:
0000-0002-9241-0781.

LOECD, “Technologies for Better Tax Administration: A Practical Guide for Revenue Bodies” (2016), ch. 2.

2 Jeffrey Owens and Sabina Hodzic, “Blockchain Technology: Potential for Digital Tax Administration” (2022) 50(11)
INTERTAX 813,816.

3 Blockchain teknolojisinin olumlu yénleri igin bkz.: World Bank Group, “Distributed Ledger Technology (DLT) and
Blockchain (2017), ch. 5; Svein Olnes, Jolien Ubacht and Marijn Janssen, “Blockchain in government: Benefits and
implications of distributed ledger technology for information sharing” (2017) 34(2) Government Information 355,359;
Owens and Hodzic (n.2) 815-816.

4 Blockchain teknolojisinin olumsuz ydnleri i¢in bkz.: World Bank Group (n.3), ch. 6, Owens and Hodzic, (n.2) 816-
817.

® Siiphesiz ki bu sorularm gogaltilabilmesi de miimkiindiir.
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dahil etmeden yapmas1 da miimkiin goriinmektedir. Idare dahil olmadig1 bu siireci ve siirece ait
taraflarca yapilan islemlerin tespitini nasil yapacaktir?

- idare dahil olmadig1 bir blockchain iizerinde yapilabilecek bir isleme ne tiir kanuni
onlemlerle mani olabilecektir? Ger¢ekten mani olabilecek midir?

- Merkezi olmayan bir sistemde yapilan iglemlerin tespitine yarar bir bilgi kimden ve nasil
temin edilecektir?

- Her ne kadar mutabakat algoritmasi ¢aligsa da blockchain ile gerceklestirilen islemlerin
dogrulugu nasil tespit edilecektir?

- Vergi idareleri blockchainden elde ettigi verilere ne kadar giivenebilecektir?

- I¢ hukukta diizenlemeler yapilmasinin yetmeyecegi gercegi karsisinda devletlerarasi alanda
her iilkenin ayni ciddiyette diizenleme yapmasi saglanabilecek midir?

- Kripto vergi cennetlerinin olusmamasi i¢in devletleraras1 diizlemde ne gibi Onlemler
alinabilecektir?

Blockchain teknolojisine yonelim gittikge artmaktadir. Hali hazirda bu teknoloji, saglik,
egitim, finans, turizm, e-devlet gibi birgok alanda kullanilmaktadir®. Blockchain iizerinden 2019
yilinda elde edilen gelir 2.2 milyar Amerikan Dolaridir. Oniimiizdeki y1lda 23.2 milyar Amerikan
Dolar1 olmasi beklenmektedir’. Hal bdyleyken blockchain teknolojisinden vergilendirme
stireclerinde yararlanilmak istenmesi hi¢ de sasirtici olmayacaktir. An itibariyle bu teknoloji i¢in
somut bir adim atilmasa dahi gidisatin hiikiimetleri yakin zamanda buna adeta mecbur edecegi de
disiiniilmektedir. Dolayisiyla blockchain teknolojisinden vergilendirme alaninda faydalanilmasina
yonelik gerekli ar-ge ve mevzuat caligmalarina bir an 6nce girisilmesi makul olacaktir. Yukarida

siralanan sorulara verilecek cevaplar tatmin edici olmasi da iyi bir baslangic teskil edebilecektir.

Anahtar Kelimeler: Blockchain teknolojisi, vergilendirme, vergi idaresi, giivenilebilirlik ve
seffaflik

6 Zibin Zheng, Shaon Xie, Hong-Ning Dai, Xiangping Chen and Huamin Wang, “Blockchain Challenges and
Opportunities: A survey” (2018) 14(4) Int. J. Web and Grid Services 352,363-365; Serap Ersozel Durbilmez and Sibel
Yilmaz Tirkmen, “Blockchain Teknolojisi ve Tiirkiye Finans Sektoriindeki Durumu” (2019) 4(1) Finans, Ekonomi ve
Sosyal Arastirmalar Dergisi 30,34; Betiil Altay Topgu and Sevgi Siimerli Sarigiil, “Diinyada ve Tiirkiye’de Blok
Zinciri Teknolojisi: Finans Sektorii, Dis Ticaret ve Vergisel Diizenlemeler Uzerine Genel Bir Degerlendirme”, (2020),
Avrupa Bilim ve Teknoloji Dergisi, 27,30-31; Owens and Hodzic (n.2) 814.

" European Commission, “Digital Economy and Society Index 2020” (2020) 83.

148



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi

CAN BLOCKCHAIN TECHNOLOGY BE USED IN TAXATION?

Over the last decade, tax administrations have faced various challenges in the area of
taxation, driven by new technologies and business models®. Blockchain technology, one of the
revolutionary digital innovations, is increasingly gaining ground in the field. It is possible for the
tax administration to become effective in blockchain technology by adapting to this technology as
soon as possible.

In the doctrine, it is stated that blockchain technology may make it possible to monitor
taxable transactions more effectively and thus to collect tax revenues more efficiently. Even the
impact of blockchain technology on the fight against fraud, tax statement preparation, tax collection
and information exchange is emphasized?. At first glance, blockchain technology has positive
aspects®, but as with any new technology, it also has negative aspects*, which need to be evaluated
as a whole.

Although the benefits of using blockchain technology in taxation cannot be ignored, it is
recommended to approach the issue with caution. First of all, before starting to utilize blockchain
technology in the field of taxation, tax administration should conduct a detailed examination of the
benefits and risks that the use of the technology will bring in terms of taxation techniques and

processes and should concretize the results of the evaluation.

Achieving a significant benefit from this technology requires clear answers to the following
questions®;

- While taxpayers will be able to share some information and transactions with the tax
administration in a private/permitted and/or hybrid blockchain, it is also possible to conduct some
transactions on a separate private blockchain without involving the administration in the process.

How will the administration identify this processes and the transactions made by the parties?

1 OECD, “Technologies for Better Tax Administration: A Practical Guide for Revenue Bodies” (2016), ch. 2.

2 Jeffrey Owens and Sabina Hodzic, “Blockchain Technology: Potential for Digital Tax Administration” (2022) 50(11)
INTERTAX 813,816.

% For the positive aspects of blockchain technology, see: World Bank Group, “Distributed Ledger Technology (DLT)
and Blockchain (2017), ch. 5; Svein Olnes, Jolien Ubacht and Marijn Janssen, “Blockchain in government: Benefits
and implications of distributed ledger technology for information sharing” (2017) 34(2) Government Information
355,359; Owens and Hodzic (n.2) 815-816.

4 For the negative aspects of blockchain technology, see: World Bank Group (n.3), ch. 6, Owens and Hodzic, (n.2)
816-817.

5 Undoubtedly, these questions can be increased.
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- What kind of legal measures will be needed for the administration to be able to prevent a
transaction on a blockchain that the administration is not involved in? Will it really be able to
prevent it?

- How and from whom will information be obtained to identify transactions in a decentralized
system?

- Even if the consensus algorithm works, how will the accuracy of transactions carried out
with blockchain be determined?

- How much tax administrations can trust the data obtained from blockchain?

- In the face of the fact that national regulations will not be enough, will it be possible to
ensure that each country regulates with the same seriousness in the international arena?

- What measures can be taken internationally to prevent the emergence of crypto tax havens?

There is a growing trend towards blockchain technology. Currently, this technology is used
in many areas such as health, education, finance, tourism, e-government®. The revenue generated
through blockchain in 2019 was USD 2.2 billion. It is expected to reach 23.2 billion USD in 2023".
And vyet, it would not be surprising to see blockchain technology being utilized in taxation
processes. Even no concrete steps have been taken for this technology at the moment, it is thought
that the trend will force governments to do it so in the near future. Therefore, it will be reasonable
to undertake the necessary R&D and legislative studies to utilize blockchain technology in the field
of taxation as soon as possible. Satisfactory answers to the questions listed above will also
constitute a good start.

Keywords: Blockchain technology, taxation, tax administration, trustworthiness and transparency

6 Zibin Zheng, Shaon Xie, Hong-Ning Dai, Xiangping Chen and Huamin Wang, “Blockchain Challenges and
Opportunities: A survey” (2018) 14(4) Int. J. Web and Grid Services 352,363-365; Serap Ersozel Durbilmez and Sibel
Yilmaz Tiirkmen, “Blockchain Teknolojisi ve Tiirkiye Finans Sektdriindeki Durumu” (2019) 4(1) Finans, Ekonomi ve
Sosyal Aragtirmalar Dergisi 30,34; Betiil Altay Topcu and Sevgi Siimerli Sarigiil, “Diinyada ve Tiirkiye’de Blok
Zinciri Teknolojisi: Finans Sektorii, Dis Ticaret ve Vergisel Diizenlemeler Uzerine Genel Bir Degerlendirme”, (2020),
Avrupa Bilim ve Teknoloji Dergisi, 27,30-31; Owens and Hodzic (n.2) 814.

" European Commission, “Digital Economy and Society Index 2020 (2020) 83.
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AVRUPA BIiRLIiGI DIJITAL HIZMETLER YASASI KAPSAMINDA “GUVENILIR
ISARETCI (TRUSTED FLAGGER)” KAVRAMI

Alper ISIK”

Dijital Hizmetler Yasasi (Digital Services Act, kisaca DSA), Avrupa Birligi’nde (AB) dijital
hizmetlerin sunumunu diizenleyen temel metin olarak karsimiza ¢ikmaktadir. DSA, 27 Ekim 2022
tarthinde AB Resmi Gazetesinde yayinlanmis ve yayimlanmasinin ardindan 20 giin sonra
yiiriirlige girmistir®,

DSA’nin iglincii boliimiinde, online platformlarin ylikiimliiklerine yer verilmistir. 19.
Maddede yer verilen hitkkme gore; bu boliimde yer alan ytlikiimliiliikler, kii¢iik ve mikro 6l¢ekteki
online platformlara degil; biiyiik ve ¢ok biiyiik online platformlara uygulanacaktir?. Bildiride ele
alinacak olan Giivenilir Isaretleyici (Trusted Flagger, kisaca TF) kavramu da 6zellikle illegal
icerikle etkin miicadelede 6nemli bir role sahip olacaktir.

[k olarak DSA’nin gerekgesinde TF’lere yer verilmistir. 61. Gerekce’ye gore; TF statiisii,
yalnizca illegal icerikle miicadelede 6zel uzmanlik ve yetkinlige sahip olduklarmni ve gayretl,
dogru ve objektif bir sekilde caligtiklarimi kanitlamis kuruluglara verilmeli, kisilere verilmemelidir.
TF’lerin 6nemini azaltmamak i¢in DSA uyarmca verilen toplam gilivenilir isaretleyici sayisi
smirlandirilmalidir. Bu durumda 6zellikle, tiyelerinin ¢ikarlarmi temsil eden sektor birlikleri, TF
statiisii icin bagvurmaya tesvik edilmelidir.

TF’ler DSA’nin 22. maddesinde diizenlenmektedir. TF’ler, illegal igerikle miicadele i¢in
online platformlar tarafindan olusturulacak “bildirim-eylem” mekanizmalar1 kapsaminda ele
almmaktadir®. Online platformlar, belirlenmis uzmanlik alanlar1 dahilinde hareket eden TF’ler
tarafindan gonderilen bildirimlere dncelik verilmesini ve gereksiz gecikme olmaksizin islenmesini
ve karara baglanmasini saglamak i¢in gerekli teknik ve organizasyonel Onlemleri alma
yiikiimliiliigiine sahiptir.

TF statiisiine sahip olmak i¢cin ise 22. Maddenin 2. Fikrasinda bir takim sartlara yer

verilmektedir. Buna gore; TF statiisli, bagvuru {izerine bagvuru sahibinin yerlesik oldugu iiye

Dr. Ogr. Uyesi, Sakarya Universitesi Hukuk Fakiiltesi Genel Kamu Hukuku Anabilim Dali, alper@sakarya.edu.tr,

ORCID: 0000-0002-3784-8297.

1 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022R2065&qid=1667256494595  Erisim
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devletin dijital hizmetler koordinatorii tarafindan verilmektedir. Ancak bagvurucunun belirli
sartlar1 saglamasi gerekmektedir. Bu sartlar; “(a) illegal icerigin tespit edilmesi, tanimlanmasi ve
bildirilmesi amaciyla 6zel uzmanlik ve yetkinlige sahip olmak”; “(b) herhangi bir online platform
saglayicisindan bagimsiz olmak™; “(c) bildirimlerin 6zenli, dogru ve objektif bir sekilde yapilmast
amaciyla faaliyetlerini yiiriitmek” seklindedir. TF’ler faaliyetlerine iligkin olarak yilda en az bir
kez ayrmtili ve anlasilir raporlar yayinlamakla ylikiimlidir. Bu raporlarda; “(a) barindirma
hizmetleri saglayicisinin kimligi”, “(b) illegal oldugu iddia edilen icerigin tiirii”, “(c) saglayict
tarafindan gergeklestirilen eylem” yer almalidir. S6z konusu raporlar, bagli olunan dijital hizmetler
koordinatorliigline verilmeli ve kisisel veri icermeyen sekilde kamuya agik hale getirilmelidir.

TF statiisii verilen, askiya alinan ya da iptal edilen kuruluslarin isimleri, adresleri ve e-posta
adresi bilgileri ise kamuya agik, kolay erisilebilir ve okunabilir bir sekilde dijital hizmet
koordinatorleri tarafindan AB Komisyonu'na ya da Avrupa Dijital Hizmetler Otoritesi’ne
bildirilmelidir. TF statiisiiniin hangi hallerde askiya alinabilece§i ya da iptal edilebilecegi 22.
Maddenin 6 ve 7. Paragraflarinda diizenlenmistir. Bir TF’nin 6nemli say1ya ulasan kesin olmayan,
yanlis veya yeterince dogrulanmamis bildirimlerde bulundugunun bir online platform tarafindan
tespit edilmesi durumunda bu durum online platform tarafindan Dijital Hizmetler Koordinatoriine
iletilmelidir. Koordinatorliik iddialar1 ciddi bulup sorusturma agmak i¢in ciddi nedenler olduguna
karar verirse TF statiisii askiya alinmaktadir. TF statiisii veren Dijital Hizmetler Koordinatorii’ nii
yiiriitmekte oldugu sorusturmanin sonucunda online platform tarafindan saglanan ya da iiglincii
taraflardan alinan bilgiler dogrultusunda statiiyii iptal edebilir. Ya da s6z konusu TF’nin 22.
Maddenin 2. Fikrasinda sayilan kosullar1 artik karsilamadigini karar verilirse, TF statiisii iptal
edilir. Dijital Hizmetler Koordinatorii, elde ettigi bulgulari sonucunda TF statiisiinii iptal etme
niyetini belirterek ilgili TF’nin savunma yapmasini saglamalidir.

Anahtar Kelimeler: Dijital Hizmetler Yasasi, giivenilir isaret¢i, internet hukuku, platform

regiilasyonu

THE CONCEPT OF “TRUSTED FLAGGER” UNDER THE EUROPEAN UNION
DIGITAL SERVICES ACT

The Digital Services Act (DSA, for short) emerges as the primary text regulating the delivery
of digital services in the European Union (EU). DSA was published in the EU Official Journal on
27 October 2022 and entered into force 20 days after its publication.
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In the third section of the DSA, the obligations of online platforms are included. According
to the provision in Article 19, The obligations in this section do not apply to small and micro online
platforms; They will be applied to large and very large online platforms. The concept of Trusted
Flagger (TF for short), which will be discussed in the paper, will also have an essential role in the
effective fight against illegal content.

First, TFs are included in the Recital of the DSA. According to Rec. 61, TF status should
only be awarded to entities, not individuals, that have demonstrated, among other things, that they
have particular expertise and competence in tackling illegal content and that they work diligently,
accurately, and objectively manner. To not diminish the importance of TFs, the overall number of
trusted flaggers awarded in accordance with DSA should be limited. In particular, industry
associations representing the interests of their members should be encouraged to apply for TF
status.

TFs are regulated in article 22 of the DSA. TFs are handled within the scope of "notification-
action” mechanisms created by online platforms to combat illegal content. Online platforms are
obligated to take the necessary technical and organizational measures to ensure that notifications
sent by TFs acting within their designated area of expertise are prioritised and processed and
resolved without undue delay.

In order to have TF status, some conditions are included in the second paragraph of Article
22. According to this, TF status is granted by the digital services coordinator of the applicant's
resident member state upon application. However, the applicant must meet certain conditions.
These conditions are; “(a) have particular expertise and competence for the purposes of detecting,
identifying and notifying illegal content”; “(b) independent from any provider of online platforms”;
"(c) carry out its activities for the purposes of submitting notices diligently, accurately and
objectively”. TFs are obliged to publish detailed and understandable reports on their activities at
least once a year. In these reports; It should include “(a) the identity of the provider of hosting
services”, “(b) the type of allegedly illegal content notified”, “(c) the action taken by the provider”.
The reports should be submitted to the affiliated digital services coordinator and made publicly
available without personal data.

The names, addresses and e-mail addresses of organizations that have been granted TF status,
suspended or cancelled should be reported to the EU Commission or the European Digital Services

Authority by the digital services coordinators in public, easily accessible and legible manner. The
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circumstances under which TF status can be suspended or revoked are regulated in paragraphs 6
and 7 of Article 22. Suppose an online platform detects that a TF has made a significant number of
insufficiently precise, inaccurate or inadequately substantiated notices. In that case, this should be
reported by the online platform to the Digital Services Coordinator. TF status shall be suspended
during the period of the investigation. If the coordinator finds the allegations serious and decides
there are legitimate reasons to open an investigation. The Digital Services Coordinator, who grants
TF status, may revoke the status in line with the information provided by the online platform or
received from third parties as a result of the investigation conducted. Or, if it is determined that the
TF in question no longer meets the conditions listed in paragraph 2 of Article 22, the TF status will
be revoked. Before revoking that status, the Digital Services Coordinator shall afford the entity an
opportunity to react to the findings of its investigation and its intention to revoke the entity’s status
as a trusted flagger.

Keywords: Digital Services Act, trusted flagger, internet law, platform regulation
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SIBER-ALANDA DEVLET KUDRETINE BiR BAKIS: DiJITAL EGEMENLIK
KAVRAMI

Altin Ash SIMSEK ONER”

Glinlimiizde aglar araciligiyla hareket eden mal, hizmet ve sosyal etkilesim akiglarinin
kiiresel sirketler tarafindan veri tabanina dayali olarak kontrol edilmesi s6z konusudur. Bir yandan
da bireyler siber-alanda ifade, orgiitlenme, basin, bilgi ve iletisim 6zgiirliiglinii; internete erisim,
kisisel veri glivenligi ve anonimlik gibi insan haklarini talep etmektedir. Bu geligsmeler, devletlerin
topraga dayali Vestfalya modeli egemenlik anlayisini yeniden ele almasma neden olmaktadir. Bu
da yeni bir kavram olan “dijital egemenlik” kavramini giindeme getirmektedir.

Dijital egemenlik kavrami ilk kez 2015 yilinda yiiriirlige giren Cin Ulusal Giivenlik
Yasast’nda “internet egemenligi” adi altinda diizenlenmis ve hukuk doktrininde tartisilmaya
baslanmistir. Bu yasaya gore devlete siber-alanda ulusal egemenligi, giivenligi ve kalkinma
c¢ikarlarini koruma gorevi verilmektedir. Cin’in yargisal ve bdlgesel dijital egemenlik iddiasi, o
giine kadar hakim siyasi soylem olan Amerika Birlesik Devletleri’nin (ABD) kiiresel diizeyde
siber-alana yonelik ¢ok paydasli yOnetisim yaklasimina taban tabana zit olarak
konumlandirilmaktadir. Kapsayicilik agisindan daha demokratik goriilen ¢cok paydasliliga dayali
internet yonetisimi kiiresel politika olusturma siire¢lerine hiikiimetler yaninda ekonomi ve sivil
toplum alanindaki aktorleri dahil ettiginden geleneksel Vestfalya modelinden ayrilmaktadir.

Gelinen noktada ABD’nin ve Kiiresel Batinin basini ¢ektigi ve liberal oldugu one siiriilen
siber diizen ile Cin’in ve Kiiresel Dogunun basini ¢ektigi ve otoriter oldugu one siiriilen siber diizen
arasinda karsit bir konumlanma var gibi goriinmektedir. Ancak bu karsitlig1 basitge liberal-otoriter
ya da Ozgiirliik-glivenlik ikilemleri ile agiklamak yeterli gelmemektedir. Gergekten de siyasi
yelpazenin neresinde olursa olsun tiim devletler i¢in ortak olan husus, bilisim teknolojileriyle gelen
dijitallesmenin etkilerinden bagisik olmadiklaridir. Bu baglamda devletler, fiziksel alanda
¢izdikleri siyasi sinirlar icinde devlet kudretini kullanmalarina benzer bigimde siber-alanda serbest
ifade, bilgi ve veri akisma liberal ya da otoriter olmalar1 fark etmeksizin bolgesellik iddialar1
cer¢evesinde miidahil olmaktadir. Bu miidahale, devletlerin iilke sinir1 olarak kabul ettigi siber-
alanda bilgi giris ve ¢ikislarini kisitlama, engelleme, diizenleme, kisaca kontrol etme girisimleri

olarak karisimiza ¢ikmaktadir.

“ Dr. Ogr. Uyesi, Bozok Universitesi Hukuk Fakiiltesi Genel Kamu Hukuku Anabilim Dali, a.asli.oner@bozok.edu.tr
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Dolayisiyla bu bildirinin amaci, Jellinek’in ortaya koydugu li¢ 6ge kuramindan hareketle
siber-alanin, devletin yapisal bir 6zelligi olan iilke unsurunu ve bu cercevede siyasal iktidar
unsurunu nasil ve ne yonde sekillendirdigini incelemektir. Bu nedenle farkli ideolojik, cografi,
kiiltiirel arka planlardan gelen devletlerin ¢esitli amag¢ ve hedefleri dogrultusunda insa etmeye
calistiklar1 dijital egemenlik alan1 somut 6rnekler olarak kullanilacaktir. Buradan hareketle de bir
soyutlama olarak devletin iilkesellik ve egemenlik baglaminda bilisim teknolojilerini diizenleme,
simirlama, yasaklama ve denetleme araciligiyla siber-alanda sinir ¢izme ve egemenlik tesis etme
pratiklerinin teorik agidan devlete yansimalar1 incelenecektir.

Anahtar Kelimeler: Devlet kudreti, dijital egemenlik, devlet teorileri, siber-alan

AN OVERVIEW OF THE STATE POWER IN CYBER-SPACE: THE CONCEPT OF
DIGITAL SOVEREIGNTY

Today, global companies based on databases control the flows of goods, services and social
interactions that move through networks. Meanwhile, individuals demand freedom of expression,
association, press, information and communication and the right to access to the internet, personal
data security and anonymity in cyber-space. These developments cause states to reconsider the
Westphalian model of sovereignty. This brings up a new concept called “digital sovereignty” to
the agenda.

The concept of digital sovereignty was first regulated under the name of “internet
sovereignty” in China’s National Security Law, which came into force in 2015, and started to be
discussed in legal doctrine. According to this law, the state is given the duty of protecting national
sovereignty, security and development interests in cyber-space. China’s claim to judicial and
territorial digital sovereignty is positioned in contrast to the multi-stakeholder governance approach
of the United States of America (USA), which has been the dominant political discourse globally
until then. Multi-stakeholder internet governance, which is seen as more democratic in terms of
inclusivity, differs from the Westphalian model as it includes actors from the economy and civil
society, as well as governments, in global policy-making.

At this point, there seems to be an opposing position between the cyber order, claimed to be
liberal, led by the USA and the Global West, and the cyber order, claimed to be authoritarian, led
by China and the Global East. However, it is not enough to explain this opposition simply with
liberal-authoritarian or freedom-security dilemmas. The common point for all states, no matter

where they are on the political spectrum, is that they are notably not immune from the effects of
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digitalization that comes with information technologies. In this regard, states are involved in the
free expression, information and data flow in the cyber-space, regardless of whether they are liberal
or authoritarian, within the framework of territorial claims, similar to the use of state power within
the political boundaries they draw in the physical space. This intervention appears as attempts to
restrict, prevent, regulate, in short, control information entry and exit in the cyber-space, which
states consider as country borders.

Therefore, the purpose of this paper is to examine how and in what way cyber-space shapes
the territory element and the political power element, based on the three-element theory put forward
by Jellinek. For this reason, the digital sovereignty area which states from different ideological,
geographical and cultural backgrounds are trying to build in line with their various goals and
objectives will be used as concrete examples. From this point of view, as an abstraction, the
theoretical reflections of the state’s practices of demarcating and establishing sovereignty in the
cyber-space through the regulation, limitation, prohibition and surveillance of information
technologies in the context of territoriality and sovereignty will be examined.

Keywords: State power, digital sovereignty, state theories, cyber-space
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YAPAY ZEKA TARAFINDAN ISLENEN SAVAS SUCLARINDA YAZILIMCININ
SORUMLULUGU

Berkant AKKUS"

Silahli ¢atigmalarm degisen dogasi neticesinde, yapay zeka teknolojilerinin silahli
catismalarda aktif olarak kullanilmaya baslandig1 agiktir. insan miidahalesine ihtiya¢ duymadan,
makine 6grenmesi ve yapay zeka teknolojileri dogrultusunda hedefleri se¢ip yok edebilen otonom
silah sistemleri teknoloji ve hukuk arasinda epistemik bir kopusa sebebiyet vermektedir.
Uluslararas1 Ceza Mahkemesi Statiisii’niin 25(1) maddesi, mahkemenin yarg: yetkisini gercek
kigiler ile siirlandirmistir ve bireysel cezai sorumlulugu tesis etmek uluslararasi ceza hukukunun
temel bir prensibidir. Ancak yapay zeka sistemleri sugun manevi unsurunu (mens rea) ve maddi
unsurunu (actus reus) saglamaktan ¢ok uzaktir. Bu yiizden otonom silah sistemleri tarafindan
islenen savas suglarinda sorumlulugun kime atfedilecegi belirsizdir. Potansiyel olarak;
operatorlere, yazilimcilara, ireticilere, devletlere ve komutanlara sorumluluk atfedilebilir.
Yazilimcilar, silahli gatigma esnasinda otonom sistemleri kullanmaktan sorumlu olan operatorlerin
aksine otonom sistemlerin davraniglarint olusturduklar1 kodlarla belirlemede 6nemli rol
oynamaktadirlar. Bu bildiride yazilimcilarin sorumluluguna odaklanilmasinin sebebi; kendi 6zgiir
iradesi olmayan otonom silah sistemlerini olusturduklar1 kodlarla yonlendiren yazilimcilara, bu
silah sistemlerinin yarattigi uluslararast1 hukuk ihlallerinden dolay1r sorumluluk atfedilmesi
gerekliligidir. Bu bildiride tartisilacak olan ana arastirma sorusu; yazilimcilarin yapay zeka
tarafindan islenen suglarda, Roma Statiisii’'niin 25. maddesinde diizenlenen bireysel cezai
sorumluluk kapsaminda sugun faili olarak nitelendirilmesinin miimkiin olup olmadigidir. Bu

dogrultuda uluslararasi ceza hukukunda bulunan miisterek sug tesebbiisii doktrini incelenecektir.

Anahtar Kelimeler: Otonom silah sistemleri, savas suglari, uluslararasi ceza hukuku, uluslararasi

insancil hukuk, yapay zeka

RESPONSIBILITY OF THE SOFTWARE DEVELOPER FOR WAR CRIMES
COMMITTED BY ARTIFICIAL INTELLIGENCE

As a result of the changing nature of armed conflicts, it is clear that artificial intelligence
technologies have begun to be actively used in armed conflicts. Autonomous weapon systems that
can select and destroy targets in line with machine learning and artificial intelligence technology

without the need for human intervention cause an epistemic rupture between technology and law.

* Dr. Ogr. Uyesi, istanbul Okan Universitesi, berkantakkus91@gmail.com, ORCID: 0000-0001-6652-2512.
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However, artificial intelligence systems are far from providing the mental element (mens rea) and
the objective element (actus reus) of crime. It is therefore unclear to whom responsibility for war
crimes committed by autonomous weapon systems should be attributed. Potentially, responsibility
can be attributed to operators, software developers, manufacturers, states and commanders. Unlike
operators who are responsible for using autonomous systems during armed conflict, software
developers play a crucial role in determining the actions of autonomous systems through the code
they create. The main research question to be discussed in this proceeding is whether it is possible
to characterise software developers as perpetrators of crimes committed by artificial intelligence
within the scope of individual criminal responsibility regulated in Article 25 of the Rome Statute.
In this direction, the doctrine of joint criminal enterprise in international criminal law will be

analysed.

Keywords: Autonomous weapon systems, war crimes, international criminal law, international

humanitarian law, artificial intelligence
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INSANSIZ HAVA SISTEMLERI VE HEDEF GOZETEREK OLDURME
Cansu ULU

Insansiz hava sistemlerinin savas alaninda kullanimi yeni savas kavrammm 6zelliklerinin
gozlemlenmesine imkan veren en belirgin orneklerden biridir. Insansiz hava sistemlerinin
operasyonlarda kullanimi Vietnam Savasi’na kadar tarihlenebilir, Kosova Savasi’ndaki
kullaniminin ardindan uluslararasi ¢atismalarda 6nemli rol oynayacagi goriilmiistiir. Insansiz
sistemlerin savas alaninda kullanilmasi bilgi asimetrisi ve teknolojinin gelisimi ile paralellik
sergiler. Bu nedenle stratejiler ve uygulanan taktikler dinamik bir sekilde evrilmektedir. Insansiz
hava sistemleri ilk etapta istihbarat ve gozetim amaci ile kullanilmistir ancak zamanla aktif
istihbarat kavrami altinda vurus kabiliyeti ile donatilmiglardwr. Diger yandan insansiz hava
sistemleri veri isleme ve yapay zeka teknolojileri ile gelisimini siirdiirmiistiir. Karar alma
mekanizmasinda ve durumsal farkindalik saglama amaciyla yapay zeka kullanilmaya baslanmaistir.
Insansiz hava sistemleri belirli diizeyde otonom 6zellikler barindirarak operasyonel etkinligini
arttrmaktadir.

Gilinlimiizde tam otonom silahlarin savas alaninda kullanildig1 belgelenmemistir. Ancak veri
isleme teknolojisi ve yapay zeka insansiz sistemler ile yiiriitiilen operasyonlarda hedef belirleme
ve hedefi yok etmeye yonelik adimlarda kullanilmaktadir. Bu calismada ABD’nin terdrle miicadele
kapsaminda insansiz hava araglar1 ile gerceklestirdigi hedef gozeterek Sldiirme faaliyetlerine
odaklanilacaktir. Hedef gozeterek oldiirmede kullanilan imza vurus ve yasam modeli yontemleri
incelenecektir. Diger yandan hedef gozeterek 6ldiirme operasyonlarinda pilot ve hedef arasindaki
mekansal farklilik ve yarattig1 sorunlar tartisilacaktir.

Calismanin amaci insansiz hava sistemlerinin kullanildig1 hedef gozeterek oldiirme
operasyonlariin yarattig1 asimetrik riskin hakli savas doktrini ger¢evesinde degerlendirmektir. S6z
konusu operasyonlar jus in bello prensipleri agisindan sorunlar barindirmaktadir. Ancak askeri
kaybin olmamasi, operasyonlarin ufuk otesi gergeklestirilmesi, operasyonlarin maliyeti gibi
unsurlar  operasyonlarin  mesruiyetini  saglamaktadir. Bu nedenle asimetrik  riskin
degerlendirilmesinde jus in bello prensibine ek olarak jus ad vim prensibinin uygulanmasi
gerekmektedir. Michael Walzer’m ileri stirdiigii jus ad vim tam kapasite ile gergeklestirilen bir
sicak savas yerine diislik 6lcekli ¢atismalar ile savasin maliyetinin el alt seviyede tutulmasini ve
limitli gli¢ kullanimini ifade eder. Bu kavram ABD’nin hedef gozeterek 6ldiirme operasyonlarini

aciklamada elverislidir. Ancak jus ad vim yeni etik sorunlara yol acabilmektedir. Bu sorunlarm ilki
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limitli gli¢ kullanim1 ve mekansal farklilik nedeni ile ortaya ¢ikan asimetrik riskin devletler arasi
catigmalarda silahlanmay1 ve yikiciligi arttirmasidir. Ukrayna Rusya Savasi’nda kullanilan insansiz
hava araglari bu endiseyi desteklemektedir. ikinci sorun ise insansiz hava sistemleri ile
gerceklestirilen operasyonlarda savasin insansizlagtirilmasimin demokratik devletlerin savag agma
kararin1 daha kolay almasina neden olmasidir.

Calisma temel olarak iic bolimden olusmaktadir. lk olarak insansiz hava sistemlerinin
kabiliyetleri ve kullanildig1 operasyonlar incelenecektir. Bu operasyonlarda kullanilan imza vurusu
ve yasam modeli yontemleri tartisilacaktir. Yeni savas kavrami kapsaminda savasci ve sivil
kavramlar1 arasindaki gri alan ve mekansal olarak bir tarafin savas alaninin disinda olmasi
incelenecektir. Tkinci bdliimde hakli savas kavrami igerisinde jus in bello ve jus ad vim kavramlari
ile ABD’nin hedef gozeterek 6ldiirme faaliyetleri degerlendirilecektir. Son bdlimde ise hedef
gozeterek oldlirmenin yaratacagi asimetrik riskin beraberinde getirdigi sorunlar tartisilacaktir.
Anahtar Kelimeler: Insansiz hava sistemleri, jus ad vim, jus in bello, asimetrik risk, hedef

gozeterek oldiirme

UNMANNED AERIAL SYSTEMS AND TARGETED KILLING

One of the most distinct examples that make it possible to observe the characteristics of the
new concept of war is the employment of unmanned aerial systems on the battlefield. Unmanned
aerial systems have been used in operations since the Vietnam War, and after being used in the
Kosovo War, it became clear that they would play a crucial role in wars on a global scale. The
deployment of unmanned systems in battle is in line with information asymmetry and technological
development. As a result, tactics and strategies are evolving dynamically. Initially employed for
intelligence surveillance and reconnaissance, unmanned aircraft systems have since been given the
ability to launch strikes as part of the active intelligence concept. On the other hand, unmanned
aerial systems have continued to develop with data processing and artificial intelligence
technologies. Artificial intelligence has started to be used in decision-making mechanisms and for
providing situational awareness. By incorporating a certain level of autonomy, unmanned aerial
systems can increase their operational effectiveness significantly.

The use of fully autonomous weapons on the battlefield has not been documented yet.
However, data processing technology and artificial intelligence are being used in target
identification and target fixation steps in operations conducted with unmanned systems. This study

will focus on the U.S.'s employment of unmanned aerial vehicles for targeted killings in the global
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war on terrorism. Signature strike and pattern of life model will be questioned as a part of targeted
killing operations. On the other hand, the challenges created by the spatial separation between the
pilot and the target in targeted killing operations will be discussed.

The main objective of this study is to evaluate the asymmetric risk posed by targeted killing
operations using unmanned aerial systems within the framework of just war doctrine. These
operations pose problems in terms of jus in bello principles. However, factors such as the absence
of military casualties, the over-the-horizon nature of the operations, and the minimal cost of the
operations ensure the legitimacy of these operations. Therefore, in addition to the jus in bello
principle, the jus ad vim principle should also be applied in the assessment of asymmetric risk. This
concept is helpful in explaining targeted killing operations in the United States. However, jus ad
vim can introduce new ethical problems. The first problem is that the asymmetric risk caused by
limited use of force and spatial variation may lead to increased armament and destructiveness in
interstate conflicts. The use of drones in the Ukraine-Russia conflict supports this argument. The
second issue is that the dehumanization of warfare in operations carried out with unmanned aerial
systems makes it easier for democratic states to decide to wage war.

The study is divided essentially into three sections. First, the capabilities of unmanned aerial
systems and the operations in which they are used will be examined. Signature strike and pattern
of life methods used in these operations will be discussed. Within the scope of the new concept of
war, the gray area between the concepts of combatant and civilian and the spatial exclusion of one
side from the battlefield will be examined. In the second section, the concepts of jus in bello and
jus ad vim within the concept of just war and the targeted Killing activities of the US will be
evaluated. The last section will discuss the issues resulting from the asymmetric risk brought about
by targeted Killing.

Keywords: Unmanned aerial systems, jus ad vim, jus in bello, asymmetric risk, targeted Killing
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KITLE ILETISIMININ GOZETLENMESINDE USULE ILISKiN GOVENCELER:
ATHM’NIN iKi KARARI CERCEVESINDE DEGERLENDIRME

Deniz KIZILSUMER OZER"

Avrupa Insan Haklar1 Mahkemesi (AIHM) Biiyiik Dairesi 25 Mayis 2021 tarihinde verdigi

kitle iletisiminin gozetlenmesi iliskin /n Centrum for Rattvisa v. Sweden ve Big Brother Watch
and Others v. UK Kararlarinda isve¢ ve Birlesik Krallik hiikiimetlerinin konu ile ilgili
mevzuatlarinm gerekli giivenceleri icermemesi sebebiyle Avrupa insan Haklar1 Sozlesmesinin 8.
maddesini ihlal ettigine hitkmetmistir. Bu kararlar uyarinca, kitle iletisiminin gozetlenmesi per se
AIHS’ye aykir1 degildir; taraf devletlerin kitle iletisiminin gdzetlenmesine iliskin takdir marjlar1
vardir. Mahkeme, Onceki kararlarinda belli kisilerin izlendigi hedefli kitle miidahalelerinin
S6zlesmeye uygunlugunu incelemis konuya iliskin bazi giivenceler ongdrmiisse de bu giivenceler
kitle iletisiminin gozetlenmesi bakimindan yeterli degildir. Kitle iletisiminin gozetlenmesinde
kisilerin belirlenmesi s6z konusu olmamakta yalnizca belli belirtegler ile genis capta verinin
toplanmas1 saglanmaktadir. Ele alacagimiz kararlara gore, ulusal yasalarda kitle iletisiminin
gozetlenmesinde ilk asamadan son asamaya kadar yeni bazi usul glivencelerinin getirilmesi 6zel
hayatin gizliliginin saglanmas1 bakimindan gereklidir. Buna gore, kitle iletisiminin gozetlenmesine
iligkin kararmin alinmasi, uygulanmasi ve sona erdirilmesi asamalarinda usule iligkin giivenceler
saglanmali ve kararlar denetlenmeye agik olmalidir. Belirtilen kararlar uyarinca, ulusal yasalarda
kitle iletisimine miidahalenin her asamada alinacak tedbirlerin orantililik ve gereklilik bakimindan
denetlenmesi 6ngoriilmeli; iletisime kitlesel miidahale kararinin yiirlitmeden bagimsiz bir organ
tarafindan alinmasina; her bir operasyonun amacmin ve kapsaminin tanimlanmasima; her bir
operasyon sona erdiginde yiriitmeden bagimsiz bir organ tarafindan denetlenmesine iliskin
giivenceler bulunmalidir. Son olarak, izleme yapan iilkelerin uygun bir zaman sonrasindan
calinmasini 6nlemek i¢in elde edilen verilerin yok edilmesi geregini de vurgulamistir. Bu kararlar,
baz1 yargiclar tarafindan ilgili devletlerin ulusal diizenlemelerinin orantililik ve gereklilik
yoniinden, maddi bakimdan yeterince incelenmedigi gerekcesiyle elestirilmekle beraber kararlar
kitle iletisiminin gozetlenmesinde, Sozlesmenin 8. maddesinin korudugu haklarin saglanmasi

amaciyla ongordiikleri usule iliskin glivenceler bakimindan dnemlidirler.

Anahtar Kelimeler: Kitle iletisiminin gézetlenmesi, ATHS madde 8
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PROCEDURAL SAFEGUARDS REGARDING THE BULK MASS SURVEILLANCE:
AN ASSESSMENT OF TWO ECHR JUDGMENTS

In 25 May 2021, European Court of Human Rights Grand Chamber ruled in In Centrum for
Rattvisa v. Sweden ve Big Brother Watch and Others v. UK cases that respective governments’
violated the European Convention on Human Rights Article 8 as their national legislations on bulk
mass surveillance do not contain adequate procedural safeguards for the protection of privacy.
According to these judgments, national regulations on the mass surveillance do not per se violate
the Convention, the state parties’ have their margin of discretion on that matter. The Court in
previous cases decided on the targetted mass surveillance and decide on some safeguards however
these safeguards are not adequate for bulk mass surveillance. In the bulk mass surveillance, some
selectors can be used in order to get broad information, data. According the aforementioned cases,
a bulk mass surveillance regime must provide “end-to-end safeguards™, the national legislations
must provide for assessments be made at every stage in the sphere of the necessity and
proportionality of the measures and bulk mass surveillance must be decided by independent organ,
the object and scope of a surveillance operation have to be defined and the operation must be
subject to the control of an independent organ other than administration, execution. Lastly , it is
required that the data obtained from the operation have to be destroyed after a reasonable time not
to be stolen. These judgments have been critised by some judges that the decisions were not
concentrated on the necessity and proportionality of measures regulated in the national legislations
or other substantive substantive matters adequately however the decisions introduced some
procedural safeguards that national legislation on the bulk mass surveillance must provide for in
order to protect the rights regulated by the Article 8 of the EConHR.

Keywords: Mass surveillance, Article 8 ECHR
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AVRUPA BIiRLiGi DiJITAL HIZMETLER YASASI’NDA YASADISI iCERIKLE
MUCADELEDE “SORUMSUZ OLMA HALI”

Didem SAYGIN®
Yagmur Ekim YILMAZ"™

Internet kullanimi 1990°larda kitlesel olarak yayilmis ve giiniimiizdeki dijital gelismelerin
neredeyse biitiiniine yon vermistir. Ancak internet alani, baslangigta liberal bir anlayisin sonucu
olarak yasal diizenlemelerden ilk zamanlarda uzak tutulmustur. Bununla birlikte internete iliskin
diizenlemelerde hizmet, servis ya da yer saglayicilarin sorumsuzlugu prensibi benimsenmistir.
Internet saglayicilarin yasal sorumluluktan uzak tutulmasinin temel amaci ise, bunlarin tamamen
tarafsiz bir bigimde internet hizmetini diinyaya sunmak ve kar elde etmek amacimi tagimasi
olmustur. Ancak internete iligkin hizmet, yer ve servis saglayicilarin sorumluluktan bagisik
tutulmalar1 baska bir deyisle ancak yasadisi icerikten haberdar olduktan sonra sorumluluklarinin
giindeme gelmesi giiniimiizde 0©zellikle biiyiik platformlarin tarafsizhigiyla ilgili siipheler
olusturmaya baslamistir. Clinkii platformlar, kisisel verileri kullanarak kisilerin 6nlerine bu verilere
dayali reklamlar cikarmakta, igerikten sorumsuzluk prensibi geregince de iceriginde ne gibi
verilerin bulunduguna bakmamaktadir. Bu durum ise yasadisi veriler nedeniyle yasadisi iiriinlerin
reklaminin yapilmasina ve satilmasima sebep olmaktadir. Ayrica biiylik platformlarin kisisel veri
iizerinden reklam politikas1 yapmasi ve ‘sifir sorumluluk prensibi’ ile dev geliri olan bir hizmet
yiiriitiiliiyor olmas1 elestirilmektedir. Dolayisiyla yasadisi icerikle miicadelede, platformlarn
sorumsuzlugu, diinya genelinde hem hukuki hem ticari yonden karsit goriislerin yiikselmesine
sebep olmustur.

Diinyanin dijitallesme yolunda 6nemli adimlar atmasiyla 27 {iye devletten olusan Avrupa
Birligi de internet alanina hukukun miidahalesine gereksinim duymus ve bu miidahalelerin Birlik
kapsaminda uygulanacak ‘tek sesli’ kurallara doniistiiriilmesi konusunda harekete ge¢mistir.
Oncelikle, ulusal hukuklarda internetin bir su¢ boslugu ya da suclarin daha kolay islenebildigi bir
mecra sayilmamasi i¢in adimlar atilmis, yasadis1 icerik konusunda internete iliskin saglayicilarin

sorumlulugunun genisletilmesi ve ‘notice and action’ (uyar-kaldir) yonteminin platformlarca

Dr. Ogr. Uyesi, Canakkale 18 Mart Universitesi, Kamu Yonetimi Boliimii, Hukuk Anabilim Dals,
didemsaygin@gmail.com, ORCID: 0000-0002-2832-351X.
Ars. Gor., Canakkale 18 Mart Universitesi, Kamu Yonetimi Boliimii, Hukuk Anabilim Dal1, Ankara Haci

Bayram Veli Universitesi Hukuk Fakiiltesi Kamu Hukuku Béliimii Yiiksek Lisans Ogrencisi,
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isletilmesinin zorunlu kilinmasi s6z konusu olmustur. Alman NetzDG (Sosyal Medya Yasasi) ve
Fransiz Loi Avia, bu ulusal hukuklara 6rnek teskil etmektedir.10.10.2013 tarihli 64569/09 say1li
Delfi AS v. Estonya karar1 ile AIHM, yasadis1 icerik dolayisiyla ayrica bir mahkemeye
bagvurulmas1 aranmaksizin platformun kendisinde igerigin hukuka aykirihgmnin ayri1 bir
mekanizma ile belirlenmesi ve kaldirilmasi gerekliligini 6ngérmiistiir. Bu durum Avrupa Birligi
diizeyinde yasadisi igerik ve internet alani ile ilgili diizenlemelere 6ncii olmustur. Ancak yasadist
icerikle ilgili platforma yiiklenen sorumluluk ve mekanizma gelistirme yiikiimliiliigi, ifade
Ozgiirligline mahkeme karar1 olmaksizin miidahale nedeniyle elestirilmektedir. Tam da bu
noktada, yasadisi igerikle miicadelenin ve sorumlularinin belirlenmesinde 4 Ekim 2022°de Konsey
tarafindan son onay1 verilen ‘Avrupa Birligi Dijital Hizmetler Yasasr’ilgi ¢ekici hiikiimler
getirmektedir.

Bu noktada ¢alismanin sorusu, Avrupa Birligi Dijital Hizmetler Yasast’nin yasadisi icerikle
miicadelede getirdigi yeni yOntemler ve sorumluluk tiirlerinin yeterli olup olmadigidir. Bu
kapsamda, Avrupa Birligi Dijital Hizmetler Yasasi yasa dis1 igerikle miicadele kapsaminda
irdelenecek ve elde edilen bulgular kapsaminda dogru bir yontemin nasil olmas1 gerektigine dair
onerilerde bulunulacaktir. Calismada bu yondeki 6rnek davalara ve ulusal hukuk diizenindeki
uygulamalara da yer verilecektir.

Anahtar Kelimeler: Avrupa Birligi, Dijital Hizmetler Yasasi, yasadist icerik, internet hizmet

saglayici, dijitallesme

“IRRESPONSIBILITY” IN COMBATING ILLEGAL CONTENT IN THE EUROPEAN
UNION DIGITAL SERVICES ACT

Internet use spread massively in the 1990s and has driven almost all of today's digital
developments. However, the internet area was kept away from legal regulations in the beginning
as a result of a liberal understanding. However, the principle of irresponsibility of service, access
or hosting providers has been adopted in the regulations regarding the internet. However, the
exemption of internet service, access and hosting providers from liability, in other words, the fact
that their responsibilities came to the fore only after they became aware of illegal content, have
started to create doubts about the impartiality of especially large platforms. Because platforms use
personal data to bring advertisements in front of people based on this data, and in accordance with
the principle of irresponsibility from the content, they do not look at what kind of data they contain.

This situation causes the advertisement and sale of illegal products due to illegal data. In addition,
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it is criticized that large platforms make an advertising policy on personal data and that a service
with huge income is carried out with the 'zero responsibility principle'. Therefore, the
irresponsibility of platforms in the fight against illegal content has led to the rise of opposing views,
both legally and commercially, around the world.

With the world taking important steps towards digitalization, the European Union, which
consists of 27 member states, needed the intervention of law in the internet field and took action to
transform these interventions into ‘univocal’ rules to be implemented within the scope of the Union.
First of all, steps have been taken to prevent the internet from being considered a crime gap or a
place where crimes can be committed more easily in national laws, expanding the responsibility of
internet-related providers regarding illegal content and making it mandatory for platforms to
operate the 'notice and action' method. German NetzDG (Social Media Law) and French Loi Avia
are examples of these national laws. Delfi AS v. 64569/09 dated 10.10.2013. With the Estonian
decision, the ECtHR stipulated that the illegality of the content on the platform itself should be
determined and removed by a separate mechanism, without seeking a further application to a court
due to illegal content. This situation has led to regulations on illegal content and internet space at
the European Union level. However, the responsibility imposed on the platform regarding illegal
content and the obligation to develop mechanisms have been criticized for interfering with the
freedom of expression without a court order. At this very point, the 'European Union Digital
Services Law', which was finalized by the Council on October 4, 2022, brings interesting
provisions for the fight against illegal content and the determination of those responsible.

At this point, the question of the study is whether the new methods and types of responsibility
brought by the European Union Digital Services Law in the fight against illegal content are
sufficient. In this context, the European Union Digital Services Law will be examined within the
scope of combating illegal content and suggestions will be made on how a correct method should
be within the scope of the findings. In this study, exemplary cases in this direction and practices in
the national legal order will also be included.

Keywords: European Union, Digital Services Law, illegal content, internet service provider,

digitization
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AVRUPA KOMISYONU’NUN SOZLESME DISI HUKUKi SORUMLULUK
KURALLARININ YAPAY ZEKAYA UYARLANMASI HAKKINDA DIiREKTIF
TEKLIFINE ILISKIN BiR INCELEME

Doga Ekrem DOGANCI”
Elif Seda AVSAL™

Yapay zekanin ne oldugu, ilerleme ve gelisme siirecinde nelerle karsilasildigi, olumlu ve
olumsuz o6zelliklerinin neler oldugu cok farkli disiplinlerde incelenen bir meseledir. Borglar
hukukunda ise yapay zekanin gelisiminden kaynakli sonuglarm, olmasi1 gereken hukukta nasil
diizenlenmesi gerektigi, yiiriirliikteki hukukta ise nasil yorumlanabilecegi ve ortaya ¢ikabilecek
bosluklarm nasil doldurulabilecegi gibi hususlar giincel tartisilan konular arasindadir. inceleme
konumuz olan sozlesme dis1 sorumluluk agisindan Tiirk hukukunda 6zel bir diizenleme
bulunmamakla birlikte, buna nasil yaklasilacagi doktrinde ¢ok tartismalidir.

Cok giincel bir gelisme olarak Avrupa Komisyonu 28.09.2022 tarihinde COM (2022) 496
Final olarak “S6zlesme Dis1 Hukuki Sorumluluk Kurallarinin Yapay Zekaya Uyarlanmasi
Hakkinda Direktif Teklifini (Proposal for a directive of the european parliament and of the council
on adapting non-contractual civil liability rules to artificial intelligence) yayimlamustir. Direktif
Teklifi’nin Tirk hukuku agisindan tartisilan konulara ne 6lg¢lide ¢6ziim sundugu ve getirdigi
yeniliklerin, eksik kalan ve tamamlanmasi1 gerekli goriilebilecek yanlarinin neler oldugu
calismamizda genel hatlariyla incelenecektir.

Yapay zekanin uygulama alan1 her gegen giin genislerken, teknik 6zellikleri ve otonom yapisi
onu kullanan kisilerin kusuru olmasa da baskalarmma zarar vermesine sebep olabilmektedir. Ote
yandan yapay zekanin karmasik ve teknik ozellikleri haksiz fiil sorumlulugunda ispat yiikii
iizerinde olan magdurun ispatini ¢ok zorlastirmaktadir. Bundan dolay1 6gretide genel olarak yapay
zekanm sebep oldugu zararlardan kusursuz sorumluluk tiirleri iizerinde 6neriler gelistirilmektedir.

Incelemeye konu Direktif Teklifi’nde ise dikkat ¢ekici olan kusur sorumlulugu temel almarak
aciklamalar yapilmasidir. Bu baglamda Direktif Teklifi’nde diizenlenen konular arasinda 6rnegin
yapay zeka sistemlerinin risk seviyelerine gore kategorize edilmesi, ispat ylikiiniin hafifletilmesi

ve bunun detaylandirilmis 6zel istisnalar1 yer almaktadir.

Dr. Ogr. Uyesi, Sakarya Universitesi, ddoganci@sakarya.edu.tr
™ Yiiksek Lisans Ogrencisi, Sakarya Universitesi, Sosyal Bilimler Enstitiisii, Ozel Hukuk Anabilim Dali,
elif.avsal@org.sakarya.edu.tr
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Ote yandan kusur sorumlulugunu ele alan Direktif Teklifi’nde siklikla kusursuz sorumluluk
diizenlemesi 6ngoren “1985 Tarihli Uriin Sorumlulugu Direktifi’ne (85/374/AET) atif yapilmakta
ve bireyin maruz kaldigi tiim zararlar i¢in etkili bir sorumluluk sisteminin olusturulmasinda
bunlarin birlikte degerlendirilmesi gerektigi belirtilerek biitlinsel bir yaklagimin kabul edilmesi
vurgulanmaktadir. Biz de incelememizde tamamlayict ve konuyla smirli olarak 1985 Tarihli
Direktif’teki ilgili yerlere isaret edecegiz

Komisyon bu direktif ile Avrupa Birligi’nin siirekli ilerleyen dijitallesmenin gerisinde
kalmamasimi, ekonomik canlilik i¢in yapay zeka sistemlerinin kullanilmasinin 6niindeki engellerin
kaldirilmasmi1 amag¢ edinmistir. Bu sebeple de olusabilecek zararlar ve sorumluluk agisindan
bireylerin korunmasina yonelik bir diizenleme yapmustir. Fakat son durumda inceleme konusu
Direktif Teklifi’'nin bunlar1 ve hukuk gilivenligini saglamaya ne derece katki sagladig:
degerlendirilmesi gereken bir meseledir.

Anahtar Sozciikler: Avrupa Konseyinin Yapay Zeka Sistemlerinde Kusurlu Sorumluluga

[liskin Direktifi, yapay zeka, otonom sistemler, kusursuz sorumluluk

A REVIEW OF THE EUROPEAN COMMISSION'S DIRECTIVE PROPOSAL ON
ADAPTATION OF NON-CONTRACTUAL LEGAL LIABILITY RULES TO
ARTIFICIAL INTELLIGENCE

What artificial intelligence is, what it encounters in the process of progress and development,
what its positive and negative features are is a matter that has been studied in many different
disciplines. In the law of obligations, issues such as how the results of the development of artificial
intelligence should be regulated in the required law, how they can be interpreted in the current law
and how to fill the gaps that may arise are among the topics that are currently discussed. Although
there is no special regulation in Turkish law in terms of non-contractual liability, which is our
subject, how to approach this is very controversial in the doctrine.

As a very recent development, the European Commission has published the COM (2022)
496 Final " Proposal for a directive of the european parliament and of the council on adapting non-
contractual civil liability rules to artificial intelligence " on 28.09.2022. In our study, we will
examine in general terms the extent to which the Directive Proposal provides solutions to the issues
discussed in terms of Turkish law, and what the innovations it brings, the missing parts and the

aspects that may be deemed necessary to be completed.
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While the application area of artificial intelligence is expanding day by day, its technical
features and autonomous structure can cause harm to others, even if it is not the fault of the people
who use it. On the other hand, the complex and technical features of artificial intelligence make it
very difficult for the victim, who has the burden of proof in tort liability, to prove. For this reason,
suggestions are developed on the types of strict liability for damages caused by artificial
intelligence in general.

In the Proposal of the Directive, which is the subject of the examination, the remarkable thing
is that explanations are made on the basis of fault liability. In this context, the topics regulated in
the Proposal of the Directive include, for example, the categorization of artificial intelligence
systems according to their risk levels, easing the burden of proof and detailed specific exceptions
to this.

On the other hand, the "Product Liability Directive of 1985" (85/374/EEC), which envisages
strict liability regulation, is often referred to in the Proposal of the Directive, which deals with the
liability of fault, and it is stated that they should be evaluated together in the creation of an effective
liability system for all the damages suffered by the individual. emphasizing the adoption of an
approach. In our review, we will point to the relevant places in the 1985 Directive as a
supplementary and limited to the subject.

With this directive, the Commission aimed not to lag behind the ever-advancing
digitalization of the European Union and to remove the obstacles to the use of artificial intelligence
systems for economic vitality. For this reason, it has made an arrangement for the protection of
individuals in terms of damages and liability that may occur. However, in the last case, it is an issue
that should be evaluated to what extent the proposed Directive contributes to ensuring these and
legal security.

Keywords: Directive of the Council of Europe on Faulty Liability in Artificial Intelligence

Systems, artificial intelligence, autonomous systems, strict responsibility
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UZAY ARACLARINA KARSI GERCEKLESTIRILEN SIBER SALDIRILARIN
HUKUKI BOYUTU VE RUSYA’NIN SiBER SALDIRILARI

Feriha Beyza ERYAVUZ"

Gliniimiizde teknolojik gelismeler ile birlikte hukuki tartismalar da gesitlilik gostermektedir.
Teknolojik gelismeler ile ortaya ¢ikan kavramlardan biri de siber saldirilardir. Siber saldirilarin
sonuglar1 gerek ulusal gerek uluslararasi hukuk kapsaminda farkl tartigmalara konu olmaktadir.
Bu yazi kapsaminda, uydulara ve diger uzay araglarma karsi gerceklestirilen siber saldirilarin
hukuki boyutu gerek Uzay Antlasmasi (Ay ve Diger Gok Cisimleri Dahil, Uzaymm Kesif ve
Kullanilmasinda Devletlerin Faaliyetlerini Yoneten Ilkeler Hakkinda Antlasma) ve Sorumluluk
Antlasmas1 (Uzay Cisimlerinin Verdigi Zarardan Dolayr Uluslararast Sorumluluga Iliskin
Sézlesme) gerekse Uluslararast Devlet Sorumluluguna Iliskin Taslak Maddeler de (Devletlerin
Uluslararas1 Haksiz Fiillerinden Dolayr Sorumluluguna Iliskin Taslak Maddeler) yer alan
diizenlemeler kapsaminda tartigilacaktir. Buna ek olarak, siber saldirilarin sonuglarma bagli olarak
ihlali giindeme gelebilecek diizenlemeler ve bu ihlallerin sonuclar1 ele almacaktir. Siber saldirilarin
Olgegi veya sonuglar1 hangi kuralin ihlalinin giindeme gelecegini etkileyebilmektedir. Yazi
kapsaminda yapilacak degerlendirmede uluslararas1 hukukun genel hiikiimleri ve Uzay Hukukunun
genel diizenlemeleri ayr1 ayr1 degerlendirilecektir. Uzay Hukukunun kendine 6zgli yapist da
dikkate alinarak genel uluslararasi hukuk hiikiimlerinin uzayda gergeklesen siber saldirilara nasil
uygulanabilecegi tartigilacaktir. Son olarak tartisilan hukuki durumlar, Rusya-Ukrayna savasi
sirasinda Rusya tarafindan belli devletlerin uydularma yonelik gerceklestirdigi iddia edilen siber
saldirilara uygulanacaktir. Caligmanin amaci, uzay araglarina karsi gerceklestirilen bu tarz siber
saldirilarin, miidahale etmeme veya uzaym baris¢il amaglarla kullanimi1 ve hatta belli hallerde
kuvvet kullanmama gibi belirli uluslararasi hukuk kurallarinin ihlaline sebep olup olamayacaginin

degerlendirilmesidir.

Anahtar Kelimeler: Uzay araci, sorumluluk, siber saldir1, uluslararasi hukuk, zararli miidahale

THE LEGAL DIMENSION OF CYBER ATTACKS AGAINST SPACE VEHICLES AND
RUSSIA'S CYBER ATTACKS

Nowadays, along with technological developments, legal discussions are also diverse. One

of the concepts that has emerged with technological developments is cyber-attacks. The

Ars. Gor., Bursa Uludag Universitesi Hukuk Fakiiltesi Milletlerarast Hukuk Anabilim Dal,
ferihaeryavuz@uludag.edu.tr, ORCID: 0000-0001-7890-6986.
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consequences of cyber-attacks are the subject of different discussions within the scope of both
national and international law. Under the scope of this article, legal dimensions and the
consequences of the cyber-attacks against satellites and other space vehicles, will be discussed
under the Outer Space Treaty (Treaty on Principles Governing the Activities of States in the
Exploration and Use of Outer Space Including the Moon and Other Celestial Bodies) and the
Liability Convention (Convention on International Liability for Damage Caused by Space Objects)
and the international state responsibility ingredients within the scope of the Draft Articles on State
Responsibility (Draft articles on Responsibility of States for Internationally Wrongful Acts). In
addition, the regulations whose violation may occur depending on the consequences of cyber-
attacks and the consequences of these violations will be discussed. The scale or consequences of
cyberattacks may have an impact on the potential violation of an international law regulation. The
general rules of international law and the general rules of space law shall be assessed independently
in the evaluation undertaken within the scope of the article. Considering the unique structure of
space law, it will be discussed how the provisions of general international law can be applied to
cyber-attacks taking place in space. Finally, the discussed legal cases will be applied to cyber-
attacks allegedly carried out by Russia against the satellites of certain states during the Russian-
Ukrainian war. The purpose of this study is to evaluate whether such cyber-attacks against space
vehicles may cause violations of certain rules of international law, such as non-interference or the

use of space for peaceful purposes, and even use of force in certain situations.

Keywords: Spacecraft, liability, cyber-attack, international law, harmful interference
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THE “AUTONOMOUS” NATURE OF AUTONOMOUS WEAPON SYSTEMS
Ismail ATAS*

There is no universal definition of autonomous weapon systems (AWS), which have
increasing demand in the military field, accepted by international law subjects. In the simplest form
these systems are weapon systems that function with limited or without human control.

AWS have come to the forefront with advantages they offer, while bringing debates on
compliance with international law. Particularly, acting pursuant to the basic principles of
humanitarian law constitutes the main focus of the debates. However, firstly, autonomous nature
and position of human control must be determined. In other words, it should first be determined
what kind of content should be understood from the concept of autonomy which directly affects
the answers to relevant questions.

In this study, AWS will be discussed in the context of the current definition and classification
debates, focusing on autonomous characteristic and position of human control in determining this
characteristic. It will particularly focus on how a weapon system can be characterized as
autonomous within this framework. The aim of our study is to clarify the concept of autonomy in
relation to AWS and to explain how the emphasis on independence from the human element may

mislead the evaluations on the autonomous nature of AWS.

Keywords: Autonomous weapon systems, autonomy, human element, international humanitarian

law

OTONOM SiLAH SISTEMLERININ “OTONOM” NITELiGi

Askeri sahada talepte artigin yasandigi otonom silah sistemlerinin, uluslararasi hukuk siijeleri
tarafindan kabul edilmis evrensel bir tanim1 bulunmamaktadir. En sade sekliyle bu sistemler, bir
insan kontrolii bulunmadan ya da kisith diizeyde insan kontroliiyle islev gdsteren silah
sistemleridir.

Otonom silah sistemleri, sundugu avantajlarla 6n plana ¢ikarken uluslararasi hukuka
uygunluk tartismalarini da beraberinde getirmistir Ozellikle insancil hukukun temel prensiplerine
uygun hareket etme, tartigmalarm ana odagmi olusturmaktadir. Ancak degerlendirmelerde, ilk

olarak, otonom nitelik ve insan kontroliiniin konumu belirlenmelidir. Yani, 6ncelikle konuya iliskin

* Res. Asst, Dokuz Eylul University Faculty of Law, Department of Public International Law,
ismailatas.aca@gmail.com, ORCID: 0000-0003-2409-8033.
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sorularin cevaplarini dogrudan etkileyecek olan otonomi kavramindan nasil bir i¢erigin anlagilmasi
gerektigi tespit edilmelidir.

Calismamizda otonom silah sistemleri, halihazirdaki tanim ve siniflandirma tartismalari
etrafinda, otonom nitelige ve insan kontroliiniin nitelik tespitindeki konumuna yogunlasilarak
irdelenecektir. Ozellikle bir silah sisteminin nasil otonom olarak nitelenebilecegi iizerinde
durulacaktir. Calismamizin amaci, otonom silah sistemlerine iliskin otonomi kavramina agiklik
getirmek ve insan unsurundan bagimsiz olma vurgusunun, otonom nitelik {izerine yapilacak

degerlendirmeleri nasil yanlis yonlendirebilecegini agiklamaya ¢alismaktir.

Anahtar Kelimeler: Otonom silah sistemleri, otonomi, insan unsuru, uluslararasi insancil hukuk
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OLUMCUL OTONOM SiLAH SiSTEMLERI, SAVAS ETiGi VE HUKUK
Nazan YESILKAYA"

Otonom teknolojinin ve yapay zekanin hizli gelisimi, tamamen otonom silahlarin
ongoriilebilir gelecek icin bir gerceklik haline gelebilecegi anlamina geliyor. Teknoloji ve yapay
zekd kullanimi gelismeye devam ederken, otonomlugun ordudaki silahlara entegrasyonu
ka¢inilmaz goriiniiyor. LAWs (lethal autonomous weapons systems) yani 6liimciil otonom silah
sistemleri, bir hedefi bagimsiz olarak belirlemek i¢in sensor takimlarini ve bilgisayar
algoritmalarmi kullanan ve sistemin manuel olarak insan kontrolii olmaksizin hedefi devreye
sokmak ve yok etmek i¢in yerlesik silah sistemini kullanan 6zel bir silah sistemleri smifidir.

Tam otonom silahlar, giiniimiizde gelistirilmekte olan en endise verici askeri teknolojilerden
biri olarak lanse ediliyor. “Katil robotlar” olarak da bilinen tam otonom silahlar, heniiz mevcut
degil ancak gelistirilme asamasindadir. Insan kontrolii olmaksizin hedefleri segebilecek ve nisan
alabilecek olan bu sistemler, bir insanm bireysel saldirilarda gii¢ kullanimi konusundaki nihai
kararmi gerektirmeyen 6zerk yapilardir. Bir dizi ahlaki, yasal, hesap verebilirlik, operasyonel,
teknik ve gilivenlik endisesini glindeme getiren s6z konusu silah sistemleri tamamen bagimsiz
yapay zekadya sahip robotlar olmalarimdan dolayr tahmin edilemez ve insan kontroliinden
bagimsizdir. Soru su ki, yapay zeka ile donatilmig bu tiir robotlar savasta kimin yasayip kimin
Olecegini belirlemeli mi? Bu konu filozoflar, hukuk bilimciler, askeri gorevliler, politika yapicilar,
bilim insanlar1 ve robotistler tarafindan farkli agilardan ele alinmasi1 gereken oldukga hassas bir
icerige sahiptir.

Bu tebligde, LAWs’1n teknik ya da teknolojik yoniinden ziyade hukuki, etik ve felsefi boyutu
incelenecektir. Katil robotlar1 konu edindigimiz bu ¢aligmada, 6liimciil yetkinin denetlenmeyen
insan dis1 sistemlere devredilmesini dnlemenin ahlaki ve yasal gorevlerimiz oldugu tartisilacaktr.
Algoritmalara dayali 6liim kalim kararlar1 verecek olan LAWs’in insan hedeflerini nesnelere
indirgeyecek olmasinm insanlik ilkelerini ve onurunu ihlal edecegi iddia edilecektir. Oliimciil
otonom silahlarin piyasaya siirlilmesinin savasin etigini ve operasyonel yapismi degistirecegi
konusunda farkindalik olusturmak bu ¢aligmanin amaclar1 arasindadir. Denetlenmeyen insan dis1
sistemlerin uluslararasi insan haklar1 yasalar1 i¢in potansiyel bir tehdit olusturdugu savi, Cenevre
Sozlesmelerinin 1977 tarihli Ek Protokol I’de belirtildigi gibi silahlar1 yargilamak i¢in ahlaki bir

standart sunan Martens maddesi esas alinarak tartisilacaktur.

* Dr. Ogr. Uyesi, Sirnak Universitesi Felsefe Tarihi Anabilim Dalx.
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Anahtar Kelimeler: Felsefe, hukuk, savas etigi, yapay zeka, oliimciil otonom silah sistemleri

(LAW’s)

LETHAL AUTONOMOUS WEAPON SYSTEMS, WAR ETHICS AND LAW

The rapid development of autonomous technology and artificial intelligence means that fully
autonomous weapons could become a reality for the foreseeable future. As technology and the use
of artificial intelligence continue to evolve, the integration of autonomy into military weapons
seems inevitable. LAWs (lethal autonomous weapons systems) are a special class of weapon
systems that use sensor suites and computer algorithms to independently identify a target and use
the onboard weapon system to engage and destroy the target without manual human control of the
system. Fully autonomous weapons are being touted as one of the most worrying military
technologies in development today.

Fully autonomous weapons, also known as "killer robots", are not yet available but are under
development. Capable of selecting and aiming targets without human control, these systems are
autonomous structures that do not require a human's final decision on the use of force in individual
attacks. Raising several moral, legal, accountability, operational, technical and security concerns,
these weapon systems are unpredictable and independent of human control because they are fully
autonomous artificial intelligence robots. The question is, should such Al-equipped robots
determine who lives and who dies in war? This subject has a very sensitive content that needs to
be addressed from different perspectives by philosophers, legal scientists, military officers, policy
makers, scientists, and robotics.

In this paper the legal, ethical and philosophical aspects of LAWs will be examined rather
than the technical or technological aspects. In this study, where we focus on killer robots, it will be
discussed that it is our moral and legal duty to prevent the transfer of lethal authority to
unsupervised non-human systems. It will be claimed that the fact that LAWs, which will make life
and death decisions based on algorithms, reduce human goals to objects will violate human
principles and dignity. One of the aims of this study is to raise awareness that the introduction of
lethal autonomous weapons will change the ethics and operational structure of war. The argument
that unregulated non-human systems pose a potential threat to international human rights law will
be argued based on the Martens clause, which provides a moral standard for judging weapons as

set out in Additional Protocol I of the 1977 Geneva Conventions.
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Keywords: Philosophy, law, ethics of war, artificial intelligence, lethal autonomous weapon

systems (LAW's)
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AB YAPAY ZEKA SORUMLULUK DIiREKTIFi ONERISI iLE ONGORULEN HUKUKI
SORUMLULUK REJIMININ DEGERLENDIRILMESI

Onur Dogan YORUK"
28 Eyliil 2022 tarihinde Avrupa Komisyonu, S6zlesme D1s1 Hukuki Sorumluluk Kurallarinin
Yapay Zekaya Uyarlanmas1 Hakkinda Avrupa Birligi Direktifi, ya da kisaca AB Yapay Zeka
Sorumluluk Direktifi Onerisini yaymlamistir. Anilan dneri, yapay zeka alaninin bir biitiin olarak
ele alindig1, yapay zeka hukukunun temel kurallar1 olarak nitelendirilebilecek hiikiimlere yer veren
AB Yapay Zeka Tiiziigii Onerisi ile ¢izilen cerceveye bagl kalarak, yapay zeka sistemlerinin neden
oldugu zararlara iliskin hukuki sorumlulugun esaslarmi dogrudan ve 6zel olarak diizenlemektedir.
Yapay zeka alaninda hukuki sorumlulugun 6zel olarak diizenlenmesiyle, bir yandan yapay zeka
nedeniyle zarara ugrayan kisilere, teknolojideki hizli gelismeler karsisinda tek basma yetersiz
kalan, iireticinin sorumluluguna iliskin mevcut hiikiimlerden daha giiclii bir glivence saglamak ve
s0z konusu zararlarin tazminini kolaylastirmak, diger yandan yapay zeka sistemleri lizerinde
calisan kisi ve kurumlarin menfaatleri ile zarara ugrayan kisilerin menfaatleri arasinda bir denge
kurmak amaglanmistir. Uye Devletlerin i¢ hukuk sistemlerinin arz ettigi farkliliklarin yol
acabilecegi sorunlarin bertaraf edilmesi ihtiyaci da konuya iliskin Birlik diizeyinde bir diizenleme
yapilmasmi gerektirmistir. Bu dogrultuda, AB Yapay Zeka Sorumluluk Direktifi Onerisi, 6zel
olarak yapay zeka sistemlerinin neden oldugu zararlara iliskin uyusmazliklarda uygulama alani
bulacak yeni bir hukuki sorumluluk rejimi getirmektedir. Bu sorumluluk rejiminde, borglar
hukukundaki genel sorumluluk rejiminin aksine olarak belirli sartlarla, tazminat talebinin
yoneltildigi iireticinin 6zen yiikiimliliigiine aykir1 davrandig1 ve zarar ile kusur arasinda illiyet
baginin bulundugu karine olarak kabul edilmistir. Buna gore yapay zekadan kaynakli bir zarara
ugradigmi iddia eden kisiler, zararin yiiksek riskli bir yapay zeka sisteminden kaynaklandigi
hallerde, tazminat talebinin yoneltildigi tireticiden, gerekli bilgi ve delillerin sunulmasini talep
etme hakkina sahip olacaktir. Bu talep yerine getirilmedigi takdirde, zarara ugrayana, mahkemenin
bu yonde bir emir vermesini talep etme imkani taninmuis, lreticinin mahkeme emrini yerine
getirmemesi halinde 6zen ylikiimliiliigiine aykir1 davranmis olacagi kabul edilmistir.
Ozen yikiimliiliigiine aykiriligin yani srra, yapay zekd sisteminin istenen g¢iktiy1
vermemesinin Ureticinin kusurundan kaynaklanmasi somut olaymn kosullar1 geregi makul dl¢iide

muhtemel ise ve zarara ugrayan, zararin yapay zeka sisteminin istenen ¢iktiyr vermemesinden

* Ars. Gor., Piri Reis Universitesi, Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali, odyoruk@pirireis.edu.tr
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kaynaklandigini ortaya koymus ise, zarar ile kusur arasindaki illiyet baginin ayrica ispatlanmasi
gerekmeyecektir. Her iki halde de karine getirilmis oldugundan, aksi ispatlanabilir bir durum s6z
konusu olup, iireticiye kurtulus kanit1 getirme imkani tanimnmustir.

Bu c¢alismada, oncelikle AB hukukunda yapay zeka alanina yonelik ¢alismalar ve 6zellikle
AB Yapay Zeka Tiiziigii Onerisi iizerinde kisaca durulacak, ardindan AB Yapay Zeka Sorumluluk
Direktifi Onerisi ve bu Onerinin kabulii halinde uygulama alani1 bulacak olan, yapay zekanimn neden
oldugu zararlara iliskin hukuki sorumluluk rejimi incelenecek ve degerlendirilecektir.
Anahtar Kelimeler: Yapay zeka, yapay zeka sistemi, 6zen yikimliligi, hukuki sorumluluk

A REVIEW OF THE CIVIL LIABILITY REGIME SET FORTH BY THE EU
ARTIFICIAL INTELLIGENCE LIABILITY DIRECTIVE PROPOSAL

On 28 September 2022, The European Commission has published the Proposal for a
Directive on adapting non-contractual civil liability rules to artificial intelligence (Al Liability
Directive for short). The Proposal directly and specifically regulates the civil liability principles
relating to the damages caused by artificial intelligence systems, in accordance with the framework
brought upon by the EU Al Regulation, which approaches artificial intelligence as a whole and
comprises rules that can be considered the fundamentals of artificial intelligence law. The aim of
regulating civil liability in the field of artificial intelligence specifically is to provide a stronger
protection for persons who suffer damages because of artificial intelligence systems than existing
product liability rules, which, by themselves, are insufficient in the face of rapid technological
advancements and allowing for easier compensation, while also finding a balance between the
interests of the persons and institutions working on artificial intelligence and those of the persons
who are harmed. The necessity to eliminate the potential problems that may arise due to the
differences between the domestic legal systems of the Member States also required EU-level
legislation regarding the subject. Therefore, the EU Al Liability Directive introduces a new liability
regime which will be applied to disputes relating to damages caused by artificial intelligence
systems. Unlike the general civil liability regime, this regime establishes a presumption of non-
compliance with the duty of care against the manufacturers whom the claim for damages is directed
to, and a presumption of causal link between the damage and the defendant’s fault, under certain
circumstances. The claimants for damages caused by artificial intelligence will have the right to
request the defendant disclose relevant information and evidence, in cases where the damages are

caused by high-risk intelligence systems, and the court issue an order if the request isn’t fulfilled.
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Failure to comply with the court order will result in presumption of the defendant’s negligence of
their duty of care.

Along with non-compliance, where the claimant is able to demonstrate that it is reasonably
likely under the circumstances of the case that the failure of the artificial intelligence system to
give the desired output is a result of the fault of the manufacturer, and the damages are caused by
the failure of the artificial intelligence system, they will not be required to additionally prove the
existence of the causal link. Both presumptions are rebuttable, and the manufacturers will be able
to refute the claims.

This work will first briefly elaborate on the legislation efforts of the EU in the field of
artificial intelligence, in particular the EU Al Regulation Proposal, and later examine and review
the EU Al Liability Directive Proposal, and the new liability regime set to take effect upon its entry
into force.

Keywords: Artificial intelligence, artificial intelligence system, duty of care, liability regime
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TALLIN REHBERI ISIGINDA SiBER UZAY VE OZEN YUKUMLULUGU iLKESi
Tabriz Raufoglu (JAFAROV)"

Bugiin diinyanin her yerinde ¢ogu insan interneti iletisimden ziyade her sey icin kullaniyor.
Cevrimigi bankacilik, ¢evrimigi ticaret, oyun, tibbi kontrol vb. Aslinda sadece bireyler degil
devletler de interneti giinliik olarak kullantyor. Bu normal. Ciinkii hemen hemen herkes ¢evrimigi.
Bu nedenle siber uzay bugiin hayatimizin 6nemli bir parcasidir. Belki de hayatimizdir. Metaverse
tartigmalar1 baglaminda, bu fikir kulaga nadir gelmiyor. Siber uzay1 birey olarak kullanirken
hepimiz birgok yasal sorunla karsilasiyoruz. Ama devletlerle kiyaslanamaz. Ozellikle devletlere
kars1 bilgi ve dezenformasyon girisimlerinin artan 6nemi, isleri daha da zorlastirmaktadir. Her
devlet vatandaslarmi, onlarm haklarin1 ve ¢ikarlarini korumalidir. Ote yandan, her devlet kendi
topraklar1 lizerinden diger devletlere karsi gergeklestirilen girisimlere de izin vermemelidir.
Uluslararas1 hukukta bu bir zorunluluktur. Ozen yiikiimliiliigii olarak bilinir. Uluslararas1 Adalet
Divani kararlarinda defalarca mevzubabhis ilkeye atifta bulunmustur.

Gilinlimiiz diinyas1 internet olmadan diisiiniilemez. Ancak internet baska devletlere ve onlarin
vatandaslarina zarar verecek sekilde kullanilmamalidir. Ozen yiikiimliiliigii, her devletin herhangi
bir devlet veya devlet dis1 aktoriin topraklarmi diger devletlere karsi kullanmasma izin
veremeyecegi bir zorunluluktur. Bu kural siber uzayr kapsiyor mu? Doktrinde, nihai bir kabul
yoktur. Ancak ¢ogu yazar, diger devletlere karsi yasadisi eylemlerin iilke devleti tarafindan
engellenmesi gerektigini kabul etmektedir. Engellenmiyorsa ilgili eylem dogrudan veya dolayli
miidahale olarak degerlendirilebilir. Tartigmalardan da goriildigii gibi siber uzaya iliskin 6zen
yiktimliliigli, genis kapsamiyla uluslararasi hukuk agisindan incelenmelidir. Bu nedenle, B
devletinin topraklarinda gergeklestirilen ve A devleti tarafindan begenilmeyen internet iizerinden
yapilan her eylem 6zen yiikiimliiliigii ihlali olarak degerlendirilemez. Ote yandan B devleti, kendi
topraklarinda gerceklestirilen ve uluslararas1 hukukun aksine A devletine zarar veren herhangi bir
eyleme sessiz kalmamalidir. Bu konudaki diger akademik arastirmalarin yan1 sira, Tallin Rehberi
en iyilerinden biri olarak kabul edilebilir. Bir diger ikilem de hangi bilgilerin zararl, hangisinin
zararsiz oldugunu belirlemenin zor olmasidir. Ayni zamanda ifade 6zgiirliiglinii de unutmamaliy1z.
Bir defa, her devletin kendi topraklarinda ifade 6zgiirligiinii saglama yiikiimliiligii vardir. Bu, her

devletin ifade 6zgiirliiglinii saglamasi gerektigi ve ayn1 zamanda mevzubahis teminatin bagkalarina

* Ankara Universitesi Siyasal Bilgiler Fakiiltesi, Politika ve Ekonomi Béliimii, tebriz.rauf@gmail.com, ORCID: 0000-
0002-7087-6919.
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zarar vermemesi gerektigi anlamina gelir. Elbette herhangi bir devlet, devlet ve devlet dis1 aktorlere
baskalarina zarar verme istegiyle izin verirse, bu hukuk dist bir eylem olarak kabul edilecektir.
Ancak asil konu, zararlilik kriterlerinin belirlenmesidir. Bilgi, zararli bir saldir1 veya miidahale
olarak da sayilabilir, ancak somut kriterlerin belirlenmesi elzemdir. Heniiz uluslararast hukuk
doktrininde bu sorunu ¢ézecek nihai bir yaklagim bulunmamaktadir.

Bence bu baglamda somut ¢oziimler 6zen yiikiimliligi ilkesi ¢ercevesinde bulunabilir.
Dolayisiyla ifade Ozgiirliigiiniin saglanmasi, iilkenizi bagkalarmma karsi kullanmak anlamina
gelmez. Daha acik bir ifadeyle, her devlet, diger devletlere zarar vermemek i¢in kendi

topraklarindaki kisilerin internet {izerindeki 6zgiirliiglinii diizenlemek zorundadir.

Anahtar Kelimeler: Ozen yiikiimliiliigii, tallin rehberi, siber uzay, uluslararas1 hukuk, siber hukuk

IN THE LIGHT OF TALLINN MANUAL CYBERSPACE AND THE PRINCIPLE
OF DUE DILIGENCE

Today, all around the world, most people use the internet not just for their communications
but also for everything. Online banking, online trade, gaming, medical control, and so on. Actually,
not only individuals but also states use the internet daily. It is normal. Because everyone is online.
Therefore, cyberspace is an important part of our lives today. Maybe it is our life. In the context of
the discussions of Metaverse, that idea does not sound rarely. While using cyberspace as
individuals, we all come across lots of legal problems. But it is not compared with the states.
Specially increasing importance of the information and disinformation initiatives against states
makes it more difficult. Each state should protect its citizens and its interests. On the other hand,
each state should stop initiatives realized through its territories against other states too. It is an
obligation in international law. It is called due diligence. International Court of Justice decisions
cited that principle mostly. Today's world can’t be visualized without the internet. But the internet
should not be used to damage other states and their citizens. Due diligence is an obligation that
each state can’t permit any state or non-state actor to use its territories against other states. Does
this rule cover cyberspace? In the doctrine, there's no ultimate acceptance. But most of them
accepted that illegal actions against other states had to be embarrassed by the territorial state. If it
is not embarrassed that action can be evaluated as direct or indirect intervention. As it was seen by
the discussions, due diligence on cyberspace should be analyzed in terms of international law in its
broad scope. This is why each action on the internet that is realized in the territory of State B and

is not liked by State A can’t be counted as a violation of due diligence. On the other hand State B
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can’t be silent to any actions realized within its territory and damaged to state A in the contrast of
international law. Besides other academic research on those issues, the Tallin Manual would be
considered one of the best. Another dilemma is that it is hard to determine which information is
harmful, which is not. At the same time, we should not forget freedom of expression. Specifically,
each state has an obligation to ensure freedom of expression in its territory according to
international law. It means that each state should ensure freedom of expression and, as well, this
freedom should not be harmful to others. Surely, if any state permits state and non-state actors with
the willingness to harm others, it would be counted as an illegal action. But the main topic is to
determine criteria for harmfulness. Information can count as a harmful attack or intervention too.
Therefore, now in international law doctrine, there's no final decision or approach to settle that
problem.

In my opinion, solutions for coexistence in that context should be found via due diligence.
So, ensuring freedom of expression does not mean using your territory against others. More clearly,
each state has to limit or regulate the freedom of people on the internet in its territory to not be

harmful to other states.

Keywords: Due diligence, tallin manual, cyberspace, international law, cyberlaw

183



Uluslararasi Dijital Cagda Hukuk Sempozyumu Ozet Bildiri Kitabi

DEVLET BASKANLARININ SOSYAL MEDYA PAYLASIMLARININ
ULUSLARARASI SORUMLULUK HUKUKU BAKIMINDAN DEVLETE
ATFEDILEBILIRLIGI

*

Tacettin CALIK

Dijitallesmenin ve 6zellikle sosyal medya aglarmin yaygmlagmasimin bir sonucu olarak
hiikiimet ve devlet yetkililerinin kisisel veya resmi amaclarla sosyal medya kullanimi son yillarda
katlanarak artmustir. 2020 yilinda yapilan bir arastrmada, Birlesmis Milletler’e iiye olan 193
devletin yiizde 98’ini temsil eden 184 devletin hiikiimetlerinin ve devlet bagkanlarmin, sosyal
aglarda resmi bir varliga sahip oldugu; buna karsin Eritre, Moritanya, Nikaragua, Kuzey Kore,
Tirkmenistan dahil olmak iizere yalnizca dokuz devletin hiikiimetlerinin herhangi bir sosyal agda
bulunmadig1 ortaya koyulmustur®. Goriildiigii iizere artik neredeyse biitiin devlet kurumlarmin ve
yetkililerinin kisisel veya resmi Twitter, Facebook gibi sosyal medya hesabinin oldugunu sdylemek
miimkiindiir. Ozellikle COVID-19 salgini ile miicadele kapsaminda bu hesaplarim etkin bir sekilde
kullanildig1 goriilmekle birlikte, salgmnin etkileri azaldiktan sonra da bu sosyal aglar, sosyal
medyanin etkileme giiciinii géren kurumlar ve yetkililer tarafindan halkla daha hizli etkilesime
girmek ve bunlar1 etkilemek i¢in kullanilmistir. Devlet yetkililerinin sosyal medyay1 aktif bir
sekilde kullanmaya baslamas1 ve bu mecralarda sik sik paylagimlar yapmasi, yapilan paylagimlarin
resmi nitelik tasiyrp tasimayacagi konusunda dnemli bir sorun dogurmustur. Ozellikle, devlet
baskani, hiikiimet baskani1 ve disisleri bakani1 gibi bir devlet adina herhangi bir yetkilendirme
olmaksizin uluslararasi andlasma imzalama yetkisine sahip olan kisilerin sosyal medya {lizerinde
yapacaklar1 paylasimlarm, ilgili devlete atfedilerek o devletin uluslararasi sorumlulugunun dogup
dogmayacag1 meselesi tartisiimas1 gereken dnemli bir husustur. Ornegin, bir devlet baskanmin
kendi sahsi Twitter ya da Facebook hesabi lizerinden yaptig1 bir paylasimda, diger bir devlete karsi,
Birlesmis Milletler Sarti’nin 2. maddesinin 4. fikrasinda yasaklanan bir “kuvvet kullanma
tehdidi’nde bulundugunda, ilgili devlet uluslararas1 hukuk bakimindan sorumlu kabul edilebilir
mi? Uluslararas1 hukukta devletlerin sorumlulugunun dogabilmesi i¢in, sorumluluk doguracak
eylemin ilgili devlete dayandirilmasi gerekmektedir. Iste bu cahismada 6zellikle devlet
baskanlarmin Twitter ve Facebook gibi sosyal aglarda yaptiklar1 paylasimlarmn, 6zellikle kisisel ve

resmi paylasim niteligi irdelenerek ilgili devlete atfedilebilirligi sorunu ele alinmistur.

* Ars. Gér. Dr., tcalik@pau.edu.tr, Pamukkale Universitesi Hukuk Fakiiltesi Milletleraras1 Hukuk
Anabilim Dali.
L https://www.twiplomacy.com/world-leaders-on-facebook-2020, Erisim Tarihi, 11.10.2022.
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Anahtar Kelime: Uluslararasi sorumluluk, uluslararasi sorumlulugun sartlari, devlete

atfedilebilirlik, devlet organlarmin eylemleri, devlet baskanlarinin eylemleri

ATTRIBUTION OF SOCIAL MEDIA POSTS OF HEADS OF STATE TO THE
STATE IN TERMS OF INTERNATIONAL RESPONSIBILITY LAW

As a result of digitalization and especially the spread of social media networks, the use of
social media by government and state officials for personal or official purposes has increased
exponentially in recent years. In a study conducted in 2020, the governments and heads of state of
184 states, representing 98 percent of the 193 states that are members of the United Nations, have
an official presence on social networks; on the other hand, it has been revealed that the governments
of only nine states, including Eritrea, Mauritania, Nicaragua, North Korea, Turkmenistan, are not
on any social network®. It is now possible to say that almost all state institutions and officials have
personal or official social media accounts such as Twitter and Facebook. Although these accounts
were used effectively, especially within the scope of combating the COVID-19 epidemic, these
social networks were used by institutions and authorities who saw the influence of social media to
interact with and influence the public more quickly after the effects of the epidemic diminished.
The active use of social media by state officials and the frequent postings in these media have
created a significant problem as to whether the posts will have an official character. In particular,
it is an important issue to discuss whether the posts to be made on social media, by people who
have the authority to sign an international treaty on behalf of a state, such as the head of state, the
head of government and the minister of foreign affairs, will be attributed to the relevant state, and
whether that state's international responsibility will arise. For example, when a head of state makes
a "threat to use force" against another state in a post on his personal Twitter or Facebook account,
which is prohibited in article 2, paragraph 4 of the United Nations Charter, can the relevant state
be considered responsible in terms of international law? In order for the responsibility of states to
arise in international law, the act giving rise to responsibility must be attributable to the state
concerned. In this study, the attribution problem of the posts made by the heads of state on social
networks such as Twitter and Facebook, especially by examining the personal and official post

quality, is discussed.

6 https://www.twiplomacy.com/world-leaders-on-facebook-2020, Erisim Tarihi, 11.10.2022.
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Keywords: International responsibility, terms of international responsibility, attributability to the
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WHEN LAW AND TECH COLLIDE: RISK, DATA AND AUGMENTED HUMAN
DRIVERS

Tania Leiman”

While many scholars have explored the legal challenges likely to be posed by introduction
of automated and autonomous vehicles, only minimal attention has focused on the legal
implications of advanced driver assistance systems (ADAS) in vehicles already currently available.
These can warn of external dangers, monitor driver behavior and control how a vehicle brakes,
accelerates, maintains speed or position on the road. The dynamic driving task is no longer reliant
simply on the physical interaction of human driver with that vehicle. Instead, the vehicle may act
apart from human direction as it senses other objects in the immediate environment or monitors the
human driver’s behaviour or biometrics. In some situations, the vehicle may override human
control. These technological tools, which reduce the opportunity for human error, can be described
as augmenting human driving capacity.

Data in multiple jurisdictions is clear — currently more than 90% of motor vehicle collisions
are caused by human error. Even small increases in safety effected by ADAS, arguably already
evidenced by data, can save lives, prevent injuries and property damage and save significant sums
of money — for individuals, organizations, governments and economies.

Data regarding use of ADAS may also require a reassessment of the risks posed by ‘un-augmented’
human drivers. What is now foreseeable given the data generated by ADAS and wearable driver-
monitoring technology? Is ‘un-augmented’ driving is any longer a reasonable response to that risk?

Consideration of these questions, and the data ADAS generate, impacts application of
traditional legal tests for liability, forcing us to consider whether these tests continue to be relevant.
The data also offers new possibilities and challenges for legal obligations across the entire vehicle
lifecycle — vehicle design, importation and registration; driver training; vehicle ownership; fleet
management; repair and resale; insurance; and road rules.

This presentation will explore the opportunities offered by increased vehicle and traffic data
and discuss the legal implications they raise.

Keywords: Autonomous vehicles; liability; ADAS; advanced driver assistance systems

“LLB, GDLP, GCE(HE), PCIT; Professor & Dean of Law, Flinders University, South Australia,
tania.leiman@flinders.edu.au
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AGGRESSION IN CYBERSPACE AND SELF-DEFENCE
Qaisar NASRAT"

Cyber attack is a new phenomenon that can change the classical warfare techniques
carried out by state and non-state actors. The unique nature of this extremely destructive threat
and attacks through cyberspace have the power to damage, kill and physically destroy.
Traditional definitions of the use of force have therefore changed. The real question is whether
a cyber attack is the use of force equal to an armed attack in terms of international law, or is it
basically a prohibition of interference in the internal affairs of countries. In other words, based
on Article 2(4) of the United Nations Convention, an answer is sought to the question of whether
cyber attack can be considered as the use of armed force.

On the other hand, in the case of a large-scale cyber-attack that causes human casualties
or property damage or to basic infrastructure comparable to an armed attack with only
conventional weapons, does the victim state have the right to defend itself against the cyber-
attack? It also gives the armed forces the right to respond with conventional weapons.

This study details the question of when a cyberattack constitutes an armed attack
according to Article 51 of the UN Charter and allows a state to take kinetic measures alongside
active cyber defense measures. Then, the rules prohibiting the use of force in international law
will be discussed and whether there is a right of self-defense against cyber attacks will be
examined within the framework of current international law, and suggestions will be made
regarding cyber attack and kinetic defense policy options for states.

Keywords: Self defense, cyber attack, cyberwar, cyber space, international law

SIBER UZAYDA YAPILAN SALDIRILAR VE MESRU MUDAFAA

Siber saldiri, devlet ve devlet dis1 aktorler tarafindan yiiriitiilen klasik savas tekniklerini
degistirebilecek yeni bir olgudur. Son derece yikici 6zellige sahip olan bu tehdidin kendine
0zgli dogasi ve siber uzay yoluyla gerceklestirilen siber saldirilarin zarar verme, 6ldiirme ve
fiziksel olarak yok etme giiciine sahiptir. Dolayisiyla gii¢ kullaniminin geleneksel tanimlar1
degismistir. Asil soru, uluslararast hukuk bakimindan siber saldirinin silahli saldiriyla esit
olglide gii¢ kullanim1 m1 yoksa temelde iilkelerin i¢ islerine miidahale yasagi seklinde mi
oldugudur. Baska bir deyisle, oncelikle Birlesmis Milletler S6zlesmesi'nin 2(4) Maddesine
dayanarak, siber saldir1 silahli kuvvet kullanimi olarak kabul edilebilir mi sorusuna cevap

aranmaktadir. Ote yandan, yalnizca konvansiyonel silahlarla yapilan silahli bir saldiriyla

* Asst. Prof. Dr., University of lbn Haldun Faculty of Law, E-mail:qaisar.nasrat@ihu.edu.tr, ORCID: 0000-0003-
4676-8122.
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karsilastirilabilir insan kaybina yol agan veya maddi hasar ya da temel alt yapiya yonelik biiyiik
Olgekli bir siber saldir1 durumunda, magdur olan devlet siber saldiriya karst kendini savunma
hakkma sahip midir. Ayrica silahli kuvvetlere konvansiyonel silahlar yoluyla karsilik verme
hakki tanir mi1?

Bu ¢aligsma, bir siber saldirmin BM Sézlesmesinin 51. Maddesine gore ne zaman silahli
bir saldir1 olusturdugu ve bir devletin aktif siber savunma Onlemlerinin yani sira kinetik
onlemler almasina izin verdigi sorusunu detaylandirmaktadir. Ardindan, uluslararasi hukukta
kuvvet kullanmay1 yasaklayan kurallar tartigilacak ve siber eylemlere karsi mesru miidafaa
hakkinin var olup olmadigi mevcut uluslararas1 hukuk cergevesinde incelenecek ve devletler

icin siber saldir1 ve kinetik savunma politikasi se¢eneklerine iligkin onerilerde bulunulmaktir.

Anahtar Kelimeler: Mesru miidafaa, siber saldir1, siber savas, siber uzay, uluslararasi hukuk
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YABANCI UNSURLU AKILLI SOZLESMELERDEN DOGAN
UYUSMAZLIKLARDA TURK MAHKEMELERININ MILLETLERARASI YETKIiSi

Bengiil KAVLAK"

Teknolojinin gelismesi ile birlikte hukuk alaninda da yenilikler ortaya g¢ikmaktadir.
Blokzincir teknolojisine dayanan akilli sozlesmeler de bu yeniliklerden biridir. Akilli
sozlesmeler, Onceden tanimlanmis olan kosullarin gergeklesip gerceklesmediginin denetlenerek
kosullar gerceklestigi takdirde s6zlesmenin otonom bir sekilde, kendiliginden uygulanmasini
saglayan bir sisteme dayanmaktadir. Akilli s6zlesmelerde s6zlesmenin ifasi i¢in Ongoriilen
sartlar bir koddan ibaret olup blokzincire yiiklenir. Bu kosullarin gerceklesmesi ile birlikte,
herhangi bir dig miidahaleye ihtiya¢c duyulmaksizin sdzlesme kendiliginden ifa edilir. Giliven
unsurunun 6n planda oldugu milletlerarasi ticari iligkilerde akilli s6zlesmelerin kullanimina
giiniimiizde sik¢a rastlanmaktadir.

Geleneksel anlamdaki sozlesmelerden teknik anlamda farklilik gdsteren akilli
sOzlesmelerin uygulama alanmin artmasiyla birlikte bu tiir sozlesmelerden dogan
uyusmazliklarin ¢dziimii de sorun teskil etmeye baslamistir. Ozellikle yabanci unsurlu akilli
sozlesmelerden dogan uyusmazliklarin ¢éziimiinde uygulanacak hukuk ve yetkili mahkemenin
tayini, Tiirk hukuk mevzuatinda bu konuda 6zel bir kuralin yer almamasi nedeniyle sorun
yaratabilecek niteliktedir.

Akilli sézlesmeler her ne kadar sd6zlesme yapma teknigi yoniinden klasik sézlesmelerden
farklilik arzetmekte olup bilgisayar teknolojisine dayansalar da, temel olarak taraflarin karsilikli
irade beyanlarinin ortiismesi neticesinde kurulurlar ve sézlesme niteligi tasirlar. Bu nedenle,
yabanc1 unsurlu akilli s6zlesmelerden dogan uyusmazliklarin ¢6ziimii bakimmdan yetkili bir
Tiirk mahkemesinin bulunup bulunmadiginmn belirlenmesinde 5718 sayili Milletleraras1 Ozel
Hukuk ve Usul Hukuku Hakkinda Kanun’un Tiirk mahkemelerinin milletleraras1 yetkisini tayin
eden 40 vd. hiikiimleri uygulama alani bulacaktir. Yabanci unsurlu akilli s6zlesmenin
konusunun tiiketici sdzlesmesi veya is sozlesmesi gibi MOHUK ta 6zel bir yetki kurali
ongoriilmiis olan bir konudan olusmasi halinde yetkili mahkeme MOHUK ta yer alan sdz
konusu 6zel yetki kurallar1 ¢cergevesinde tespit edilecektir. Buna karsilik yabanci unsurlu akilli
sdzlesmenin konusu MOHUK *ta yer alan &zel yetki kurallar1 kapsami diginda yer alan bir konu
ise, bu durumda uyusmazlhigin ¢oziimiinde yetkili mahkeme i¢ hukukun yer itibariyle yetki

kurallar1 ¢ercevesinde belirlenecektir. Yabanci unsurlu akilli sézlesmelerden dogan

* Dr. Ogr. Uyesi, Izmir Demokrasi Universitesi Hukuk Fakiiltesi Milletlerarasi Ozel Hukuk Anabilim Dal,
bengul.kavlak@idu.edu.tr
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uyusmazliklarin ¢oziimiinde yetkili mahkemenin belirlenmesine yonelik olarak taraflarca yetki
anlasmasi yapilip yapilamayacagi sorunu ise MOHUK m. 47 gercevesinde ele alimmalidir.
Tebligde, yabanct unsurlu akilli sézlesmelerden dogan uyusmazliklarin ¢oziimiinde Tiirk
mahkemelerinin milletleraras1 yetkisinin mevcut olup olmadigi ve yetkili mahkemenin
belirlenmesinde taraf iradesine yer verilip verilmedigi sorunu, Oncelikle akilli s6zlesme
kavrami ortaya konularak MOHUK m. 40 ve 47 gercevesinde degerlendirilmeye ¢alisilacaktir.

Anahtar Kelimeler: Akilli s6zlesme, blokzincir, milletleraras1 yetki, yetki anlagsmasi

DETERMINATION OF INTERNATIONAL JURISDICTION OF TURKISH COURTS
OVER DISPUTES ARISING FROM SMART CONTRACTS INVOLVING FOREIGN
ELEMENTS

Within the development of technology, innovations are also emerging in the field of law.
Smart contracts based on blockchain technology is one of these innovations. Smart contracts
are based on a system that ensures the predefined conditions are fulfilled and the contract is
automatically implemented if the conditions are met. The conditions stipulated for the execution
of the contract in smart contracts consist of a code and are uploaded to the blockchain. With the
realization of these conditions, the contract is automatically executed without the need for any
outside intervention. The use of smart contracts in international commercial relations, where
the trust factor is at the forefront, is frequently encountered today.

With the increase in the application area of smart contracts, which differ from traditional
contracts technically, the resolution of disputes arising from such contracts has also started to
pose a problem. In particular, the law to be applied in the resolution of disputes arising from
smart contracts with foreign elements and the determination of the competent court can cause
problems since there is no special rule on this subject in the Turkish legal legislation.

Although smart contracts differ from classical contracts in terms of contracting technique
and are based on computer technology, they are basically established as a result of the
overlapping of the parties’ mutual declarations of will and they have the characteristics of a
contract. For this reason, in determining whether there is a compenent Turkish court for the
resolution of disputes arising from smart contracts with foreign elements, the Law No. 5718 on
International Private and Procedural Law 40 et al., which determines the international
jurisdiction of Turkish courts provisions will apply. In case the subject of a smart contract with
foreign elements is a consumer contract or employment contract, the competent court will be
determined within the framework of the special jurisdiction rules in the Law no:5718. On the
other hand, if the subject of the smart contract with a foreign element is outside the scope of the

special jurisdiction rules in the Law no:5718, then the competent court for the resolution of the
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dispute will be determined within the framework of the jurisdictional rules of the domestic law.
The question of whether an agreement of authority can be made by the parties for the
determination of the competent court in the resolution of disputes arising from smart contracts
with foreign elements is the Law no:5718 art. 47 should be considered.

In the presentation, the problem of whether the Turkish courts have international
jurisdiction in the resolution of disputes arising from smart contracts with foreign elements and
whether the will of the parties is included in the determination of the competent court will be
evaluated within the framework of the Law no:5718 art. 40 and 47.

Keywords: Smart contracts, blockchain, international authority, authorization agreement
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PROTECTION OF FOREIGN DIGITAL INVESTMENTS IN INTERNATIONAL
INVESTMENT LAW: THE CASE OF E-COMMERCE ENTERPRISES

Deniz ERGENE"

Economy has gone digital worldwide. Not only e-commerce giants like Amazon and
Alibaba, but also smaller online retailers have flourished on a cross-border basis. Major Turkish
online retailers Getir and Trendyol invested in several European countries and in the USA.
Turkish ecommerce enterprises investing abroad, just as foreign e-commerce investors in
Tiirkiye benefit from the protection of international investment law. What international
investment law does is to shield foreign investments against mistreating sovereign measures.
Foreign e-commerce enterprises -e.g. foreign online retailers, travel agencies, car-hailing
enterprises etc.- are a potential target of such measures. For instance, host states may pass laws
imposing requirements about the processing, transfer, storage and security of data collected by
ecommerce enterprises. Both compliance with these new requirements and non-compliance
with them may result in considerable costs, the latter in the form of administrative fines or in
the form of withdrawal from the market. Suppose new regulations impose data localization
requirement. Investors will either have to buy services from local data servers or set up their
own servers. In both cases, compliance efforts will result in costs, which will have to be borne
by the investors, declining their profitability. Such a decline may even be prohibitive for small
sized enterprises. Foreign investors that incur such losses may bring claims against host states
before arbitral tribunals, arguing that these measures frustrate their ‘legitimate expectations’
and therefore breach the fair and equitable treatment obligation of the state. Small sized
enterprises that withdraw from the local markets may even argue a breach of the prohibition of
indirect expropriation. Sovereign measures that cause economic harm to foreign e-commerce
investments are not limited to digital-specific measures. Outright prohibition of foreign
investments in certain e-commerce areas is one example to be given for non-digital-specific
mistreating measures. In many countries while foreign investors are welcome in doing business
in a given field, if they conduct their businesses in an online fashion, host states react in a
protective/prohibitive way. For instance, in many countries online car-hailing enterprises (e.g.
UBER) are prohibited, while it is legal for foreign investors to invest in traditional taxi fleets.
Foreign investors may claim that such prohibitive measures breach the prohibition of

expropriation without compensation and -in some cases- the obligation of national treatment.

* Dr., Izmir Barosu, denizergene@gmail.com
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As explained in the above mentioned examples, international investment law provides
legal protection to foreign investors by way of obliging host states to abide by certain treatment
standards -e.g. prohibition of expropriation, fair and equitable treatment obligation, full
protection and security obligation, national treatment and most favoured nation treatment
obligations- and by providing foreign investors with a procedural right to bring direct claims
against host states before international arbitral tribunals. However, this avenue has not been
widely used by e-commerce investors. This may be partially due to a lack of interdisciplinary
studies. The purpose of this article is to contribute to filling this gap. To this end we examine
possible sovereign threats to foreign e-commerce investments and discuss the legal protection
provided by the international investment law.

Keywords: International investment law, foreign investment, digital investment, e-commerce,

e-market

YABANCI DiJITAL YATIRIMLARIN MiLLETLERARASI YATIRIM
HUKUKUNDA KORUNMASI: E-TICARET iSLETMELERI ORNEGI

Son yillarda ticaret giderek dijitallesmistir. Bu siiregte yalnizca Amazon ve Alibaba gibi
eticaret devleri daha da biliylimemis, kiiclik online perakendeciler de iilkesel smirlar1 asmaya
baglamiglardir. Filhakika, 6nde gelen Tiirk e-ticaret isletmeleri Getir ve Trendyol, bir¢ok
Avrupa tilkesinde ve ABD’de yatirim yapmislardir. Gerek yabanci tilkelerdeki Tiirk e-ticaret
yatirimlari, gerekse Tiirkiye’deki yabanci e-ticaret yatirimlari, milletlerarasi yatirim hukukunun
korumasindan yararlanir. Bu hukuki koruma, ev sahibi devletin miidahaleci muamelelerine
karsi, milletleraras1 hukukun yabanci yatirimciya sagladigi bir korumadir. Nitekim yabanci
eticaret isletmeleri (i.e. yabanci online perakendeciler, turizm acenteleri, tasit temini isletmeleri
ve sair e-pazarlar) devletin miidahaleci muamelelerinden etkilenebilir. Ornegin yabanci eticaret
isletmelerinin ev sahibi devlet lilkesindeki faaliyetleri kapsaminda topladiklar1 verilerin
islenmesi, aktarilmasi, saklanmasi ve giivenligi hususunda ev sahibi devlet mevzuati bazi
smirlamalar getirebilir. Bu sinirlamalar yatirimin yapildig: tarihte 6ngoriilemeyen maliyetler
dogurabilir. S0z ettiimiz maliyetler, mevzuat smnirlamalarina uyma c¢alismalarindan
kaynaklanabilecegi gibi, sinirlamalara uy(a)mamanmn sebebiyet verecegi idari para
cezalarindan veya piyasadan g¢ekilme kararlarindan da kaynaklanabilir. Ornegin ev sahibi
devletteki mevzuat degisikligi, yatirimciya verilerin yerellestirmesi ylkiimliiligiini
yiikleyebilir. Bu durumda yatirimcinin ya yerel sunuculardan hizmet almasi ya da ev sahibi
devlet tilkesinde kendi veri sunucusunu kurmasi gerekir. Her durumda yatirimer tarafindan

tistlenilecek olan bu maliyetler, yatirimcinin karinin diismesine sebep olur. Karliliktaki bu
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diistis, kiiclik yatirimeinin pazardan c¢ekilmesine dahi sebebiyet verebilir. Yatirimm yapildigi
tarihte Ongoriilebilir olmayan bu maliyetler sebebiyle yatirimcinin karinin diismesinin,
yatiricinin ‘mesru beklentilerini’ bosa ¢ikardigi ve bu sebeple ev sahibi devletin, milletlerarasi
yatirim hukukundan kaynaklanan adil ve hakkaniyetli muamele yiikiimliliigiini ihlal ettigi
yatirim tahkiminde ileri siiriilebilir. Benzer sekilde, ongoriilemeyen maliyetler sebebiyle
pazardan ¢ekilmek durumunda kalan yabanci yatirime1 bakimindan, ev sahibi devletin dolayli
kamulastirma yasagini ihlal ettigi ileri siiriilebilir. Ev sahibi devletlerin, e-ticaret isletmelerine
miidahaleci muameleleri yalnizca dijitale 6zgli diizenlemeler yoluyla olmaz. Ev sahibi
devletlerin, 6ziinde dijital faaliyetleri diizenlemeye degil, yerel piyasalar1 korumaya yonelen
yasaklayict muameleleri de yabanci e-ticaret yatirimcilarini etkileyebilir. Bircok tilkede
yabanc1 yatirimcilarin ticaret yapmasinda bir beis goriilmeyen alanlarda, bu ticari faaliyetleri
online olarak yapan yabanci e-ticaret igletmecilerinin piyasaya girmesi, yerel piyasalardaki
pazar paylarinda 6nemli degisikliklere sebebiyet verdiginden, korumaci tedbirler alinmasina
yol agmustir. Ornegin birgok iilkede, yabanc1 yatirimeilarin taksi filolar: isletmelerinde bir beis
goriilmezken, bu hizmetlerin (UBER vb. e-ticaret isletmeleri vasitasiyla) online saglanmasi
yasaklanmistir. Bu tiirde bir yasaklamanin, milletlerarasi yatirim tahkiminde tazminatsiz
kamulastirma yasagmi ve -kimi hallerde- milli muamele yiikiimligiinii ihlal ettigi ileri
stiriilebilir. Milletleraras1 yatirim hukuku, 6rneklendirdigimiz tiirde yabanci yatirima miidahale
edici tedbirlere kars1 ongordiigii hukuki korumayzi; bir taraftan ev sahibi devletlere tazminatsiz
kamulastirma yasagi, adil ve hakkaniyetli muamele yilikiimliiligli, tam koruma ve giivenlik
yiktimliliigli, milli muamele ve en cok goézetilen millet muamelesi yiikimliligii gibi
yiktimliiliikler yiiklemek suretiyle, diger taraftan yabanci yatirimcilarin ev sahibi devletlere
kars1 dogrudan dogruya yatirim tahkiminde dava agma haklarimi tesis etmek suretiyle saglar.
Ancak uygulamada, yabanci e-ticaret yatirimcilariin yatirim tahkiminde pek dava agmadiklar1
goriiliir. E-ticaret yatirimcilarinin milletleraras1 yatirim tahkimine karsi bu ‘cekingen’
tavirlariin, bir yoniiyle, bu alandaki ¢calismalarin azlig1 ile agiklanabilecegini diisiiniiyoruz. Bu
sebeple, so6z konusu alana bilimsel bir katkida bulunmak amaciyla yabanci e-ticaret
yatrimlarma yonelik tehdit olusturan -yukarida oOrneklendirdigimiz- muhtemel devlet
tedbirlerini inceliyor ve bu tedbirlere karsi milletlerarasi yatwrim hukukunun -yukaridaki
orneklerle iligkilendirdigimiz gibi- hangi ilkelere dayanarak hukuki koruma saglayabilecegini

tartigiyoruz.

Anahtar Kelimeler: Milletlerarast yatirim hukuku, yabanci yatirim, dijital yatirim, e-ticaret,

epazar
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ULUSLARARASI OZEL HUKUK BOYUTUYLA SINIR ASAN NFT (NON-
FUNGIBLE TOKEN) UYUSMAZLIKLARININ COZUMUNDE KARSILASILAN
SORUNLAR VE UYUSMAZLIK COZUM YONTEMLERINE iLiSKIN ONERILER

Ekin SOKMEN GULER

Son yillarda yasanan teknolojik gelismeler ve yenilikler, beraberinde hukuki olarak

*

cevaplanmasi gereken bir¢ok soruyu da giindeme getirmistir. Bu anlamda, blokzincir
teknolojilerine ve blokzincirin bir alt tliri olan NFT’lere hukuki anlamda bir uyum
saglanabilmesi adina hukukun cesitli alt dallarina 6zgii degerlendirmelerle etkili ¢oziim
onerileri getirmek zorunlulugu dogmustur. Web 3.0 olarak anilan ve temeli blokzincir
teknolojilerine dayanan yeni nesil web teknolojileri, merkezi bir olusum tarafindan
yonetilmeksizin ag1 olusturan herkes tarafindan yonetilebilen blokzincir sisteminde gergeklesen
islemlerin dogmasia vesile olmustur. Bu sistemin en 6nemli farklilig1, bir merkezi otoritenin
varligina ihtiya¢ duymamasidir. S6z konusu teknolojinin bir pargasi olarak karsimiza ¢ikan
NFT’ler ise dijital bir varligin “benzersiz”, “essiz” veya “biricik” oldugunu ve bu nedenle de
birbirinin yerine gecemeyecegini onaylayan bir veri birimi olarak tanimlanmaktadir. Diger bir
deyisle NFT’ler, diyjital ya da fiziki varligi olan bir iriin iizerindeki hak sahipliginin
“biricikligini” blokzincir aracilifiyla kayit altina alarak belgeleyen varliklardir.

NFT’lerin dogasinda bulunan merkeziyetsizligin bir neticesi olarak, yabancilik unsuru
barindirmayan yerel uyusmazliklarm aksine NFT uyusmazliklarinda iilkesel sinirlarin
belirlenmesi oldukga giictiir. Bu tiir siber uyusmazliklar uygulamada siklikla sinir asan
uyusmazliklar olarak karsimiza g¢ikmaktadir. NFT uyusmazliklarinin bu 6zgiin yapisinda
tartisilmas1 gereken en Onemli sorunlar uyusmazligin ¢oziimiinde yetkili mercii ile
uyusmazligin esasma uygulanacak hukukun belirlenmesindeki giigliikkler ve s6z konusu
uyusmazliklara iliskin verilen kararlarin yabanci iilkelerdeki icra kabiliyetidir. Bu sorunlar
yerel bir yapiya bagli olmayan merkeziyetsiz sistemlerden dogan uyusmazliklarda daha da
karmasik bir hal almaktadir.

Oldukga karigik ve bircok hukuk sisteminde heniiz diizenleme altina alinmamis NFT
uyusmazliklarmin ¢oziimiinde karsilasilan s6z konusu problemlerin en hizli ve etkili bir
bicimde asilmasi bakimindan tercih edilmesi gereken yontem, uyusmazliklarin devlet
mahkemelerinden ziyade alternatif yollarla ¢oziimiidiir. Merkezi bir otoritenin mevcut olmadig:
bu alanda karsilagilan uyusmazliklarin, devlet merkezli bir yargi sistemi yerine daha esnek ve

taraflarin kontroliine imkan taninan bir sistemle c¢oziimlenmesi, uyusmazlhigin karmasik

* Dr. Ogr. Uyesi, Yasar Universitesi Hukuk Fakiiltesi Uluslararasi Ozel Hukuk Anabilim Dals,
ekin.sokmen@yasar.edu.tr, ORCID: 0000-0001-6994-4067.
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yapisina daha uygun goziikmektedir. Bu anlamda, uygulamada alternatif ¢6ziim yollarindan
milletleraras1 tahkimin bu alandaki uyusmazliklarin ¢o6ziimiinde daha 6n plana c¢iktig1
goriilmektedir.

NFT islemleri kapsaminda s6z konusu igslemden dogacak uyusmazliklarin ¢ozimii
bakimindan taraflarca tahkim anlagmasi yapilarak, ayn1 anlagmayla gerek uyusmazligin ¢6ziim
yolunun gerek s6z konusu uyusmazligin esasma uygulanacak hukukun taraflarca belirlenmesi
miimkiindiir. Ek olarak tahkim anlagsmasinda tahkim yerinin de taraflarca belirlenmesi,
uyusmazligin ¢oziimiinde ihtiyag duyulmasi halinde yardimina bagsvurulacak devlet
mahkemelerinin belirlenebilmesini ve hakem kararlariin iptali icin hangi merciinin yetkili
olacagi gibi konularin heniiz uyusmazlik ortaya c¢ikmadan evvel ¢ozliimlenmesini saglar.
Milletleraras1 tahkim usuliiniin tercih edilmesinin en Onemli avantaji ise uyusmazhigin
¢Oziimiine karar verecek olan hakemlerin taraflarca belirlenebilmesi imkanmidir. Boylece,
oldukca karisik ve uzmanlik isteyen NFT uyusmazliklarinin alaninda uzman kisilerce etkin bir
bigimde ¢6ziimlenmesi miimkiin kilmnir.

Sonug olarak, smir asan NFT uyusmazliklarinin bu 6zgiin ve karmasik yapisindan dogan
sorunlarla basa ¢ikmanm en etkili yolu, bu tir uyusmazliklarin ¢oziimiinde alternatif
uyusmazlik ¢oziim yontemlerinin tercih edilmesidir. Bu kapsamda, 6zellikle milletlerarasi
tahkimin esnek ve yabanci iilkelerde icra kolayligi saglayan yapisi, heniiz gesitli hukuk
sistemlerinde diizenleme altina alinmamais bu tiir uyusmazliklarda karsilagilan sorunlarin etkin
bir bigimde ¢dziimlenebilmesine yardimci olacaktir.

Anahtar kelimeler: NFT, blokzincir, milletleraras1 tahkim, tahkim anlagmasi, smir asan

uyusmazliklar

PRIVATE INTERNATIONAL LAW ISSUES CONCERNING THE RESOLUTION OF
CROSS-BORDER NFT (NON-FUNGIBLE TOKEN) DISPUTES AND
RECOMMENDATIONS ON DISPUTE RESOLUTION METHODS

Technological developments and innovations in recent years have brought up many legal
questions that need to be answered. In this sense, in order to ensure legal adjustment in
blockchain technologies and NFTSs, it has become necessary to offer effective solutions to the
relevant legal issues with assessments from various sub-branches of law. The new generation
web technologies which are based on blockchain technologies, also known as Web 3.0, have
led to the emergence of transactions in the blockchain system, which can be managed by anyone
who creates the network without being managed by a central authority. The most unique
difference of this system derives from the fact that it does not need the existence of a central

authority. NFTs, which appear as a part of this new web technology in question, are defined as
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a data unit that confirms that a digital asset is "unprecedented", "unique™ or “exclusive" and
therefore not interchangeable. In other words, NFTs are assets that document the "uniqueness”
of the ownership of a digital or physical product by registering it through the blockchain.

As a result of the decentralization inherent in NFTs, unlike local disputes containing any
foreign element, it is very difficult to determine national borders in NFT disputes. In practice,
such cyber conflicts often appear as cross-border disputes rather than being local. The most
important issues that need to be discussed in this unique structure of cross-border NFT disputes
are the problems of determining the competent authority for the resolution of the dispute and
the applicable law to the merits of the dispute, also the ability to enforce the decisions regarding
these disputes in foreign countries. These problems become even more complex in disputes
arising from decentralized blockchain systems which are not tied to a local structure.

Given the complexity and legally unregulated character of NFTs, in order to achieve fast
and efficient solutions in relation to the problems encountered through resolution of cross-
border NFT disputes, resorting to alternative dispute resolution mechanisms rather than state
courts should be the preferred dispute resolution method. It is more appropriate to the complex
nature of the disputes encountered in this area where there is no central authority, to resort to a
more flexible system for dispute resolution that allows the control of the parties, rather than a
state-centric judicial system. Especially in practice, resorting to international arbitration for the
resolution of such disputes seemed to be the most preferred option within the several alternative
dispute resolution methods.

By making an arbitration agreement within the scope of the NFT transactions in terms of
the settlement of the disputes arising from the said transaction, it is possible for the parties with
the same agreement to determine both the method of dispute resolution and the applicable law
to the merits of the case. In addition, the determination of the place of arbitration by the parties
in the arbitration agreement ensures before the dispute arises both determination of the state
courts which may be resorted for assistance during the arbitration procedure and the competent
court for the annulment of the arbitral award. The most important advantage of preferring
international arbitration as the dispute resolution mechanism is the possibility of the parties to
choose the arbitrators who will decide about the dispute. Thus, it would be possible for highly
complex and specialized NFT disputes to be resolved effectively by the experts in the related
field.

As a result, the most effective way to deal with the problems arising from this unique and
complex nature of cross-border NFT disputes is to prefer alternative dispute resolution methods

for the resolution of such disputes. In this context, the flexible structure of international
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arbitration, which also provides great convenience for the enforcement of the awards in foreign
countries, will help to effectively resolve the problems encountered in such disputes which have
not yet been regulated in various legal systems.

Keywords: NFT, blockchain, international arbitration, arbitration agreement, cross-border
disputes
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AVRUPA BIRLiGI’NDE YASADISI iCERIK SEBEBIYLE INTERNET iCERIGININ
KALDIRILMASININ MILLETLERARASI USUL HUKUKU ACISINDAN
DEGERLENDIRILMESI

Gokce ARIKAN CAKIR*

2022/2065 Sayili Avrupa Birligi Dijital Hizmetler Icin Ortak Pazar Tiiziigii* 27.10.2022
tarihinde yiirtirlige girmistir. 2022/2065 Sayil Tiiziik yasa dis1 icerik kavramimi tanimlamustir.
Buna gore “yasa dist igerik”; iirlinlerin satig1 ve hizmetlerin saglanmasi da dahil olmak {izere,
kendi basina ya da bir faaliyetle iliskili olarak, Avrupa Birligi (AB) mevzuatina ya da AB
mevzuatina uygun herhangi bir AB iiyesi devletin ulusal hukukuna uygun olmayan herhangi
bir bilgi olarak tanimlanmustir. “Birlik i¢inde hizmet sunmak’ ise AB liyesi devletlerde bulunan
gercek veya tiizel kisilerin AB ile dnemli bir baglantis1 olan bir araci hizmet saglayicisinin
hizmetlerini kullanmalarini saglamak olarak tanimlanmigstir.

Avrupa Birligi’'nde yasadisi icerik sebebiyle internet erisiminin engellenmesi 6zellikle
Eva Glawischnig-Piesczek v. Facebook Ireland Limited? karar1 sonrasi Milletleraras1 Usul
Hukuk bakimimdan 6nemli hale gelmistir. 2000/31/EC Sayili Avrupa Konsey Yonergesi’nin
yiirtirliikte oldugu donemde verilen Avrupa Birligi Adalet Divan1 (ABAD)’ nin yasadisi icerigin
silinmesine iliskin s6z konusu karari, internete iliskin AB tiyesi devletlerin ulusal hukuklarini
uygulayan yerel mahkeme kararlarina kiiresel etki tanimistir. Zira internette yer alan herhangi
bir icerik AB iiyesi disinda bagka bir iilkede yasal olmasma ragmen ABAD’in bu karar1 ile
icerigin yasal oldugu iilkede de erisimi engellenmis olmaktadir.

ABAD’mm s6z konusu karari, AB iiyesi devlet mahkemeleri tarafindan yasal olmayan
iceriklere erisimlerin engellenmesine iligkin kararlar1 diinya ¢apinda etkiye sahip kilmistir. Bu
anlamda ifade Ozgiirliigii agisindan daha liberal bir iilkenin baska bir devletin ulusal hukuk
diizenine tabi olmasi1 sonucu giindeme gelmistir. Buna gore bir iiye devletin mahkemesinin, ev
sahibi saglayiciya yasa dis1 olarak ifade edilen bilgilere erisimi diinya genelinde yasaklamasini
emretmek yetkisine sahip olduguna hitkkmetmistir. Ev sahibi hizmet saglayiciya yonelik boyle
bir karar, iilke smnirlarmi asan bir etkiye neden oldugundan s6z konusu etkinin Millletleraras1

Usul Hukuk a¢isindan degerlendirilmesi 6nem tasimaktadir.

* Dr. Ogr. Uyesi, Balikesir Universitesi Hukuk Fakiiltesi Milletleraras1 Ozel Hukuk Anabilim Dal,
gokce.arikan@gmail.com, ORCID: 0000-0002-0883-1795.

! Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (Text with EEA
relevance), OJ L 277, 27.10.2022.

2 CJEU-Third Chamber, Eva Glawischnig-Piesczek v. Facebook Ireland Limited, Case C-18/18, 03.10.2019.
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Mahkeme kararlari, devletin iilkesi iizerindeki yargi egemenliginin tezahiirlerinden biri
olarak, mahkeme kararlarinin etki alanlar1 verdildikleri {ilke ile siirlidir. Dolayisiyla yabanct
mahkeme kararlarmin, devletlerin kendi iilkelerinde hukuki sonu¢ meydana getirebilmeleri,
bunun sart ve usulleri kendi i¢ hukuklarinda ya da tarafi olduklar1 milletleraras1 anlagsmalar
yoluyla diizenlenmektedir. Ornegin 5718 Sayilt MOHUK?® m. 54 hiikmiinde yabanci mahkeme
kararlarmin tenfizinde anlagsma, kanun hilkkmii ya da fiili uygulamaya iliskin karsiliklilik
aranmakta; yine hem tanima (MOHUK m. 58) hem de tenfiz de yabanci mahkeme kararinin
kamu diizenine agikca aykir1 olmamasi, davalinin savunma haklarina riayet edilerek verilmis
olmasi gibi hakim tarafindan incelenmesi gerekli hususlar bulunmaktadir. Oysa ABAD
kararinda oldugu gibi internetin kiiresel etkisi, mahkemelerce verilen kararlarin diger
devletlerin egemenlik alanlarmi sinirlayacak sekilde etki gostermesine yol agmaktadir. Bu
sebeple basta yasadisi igerik sebebiyle internet iceriginin kaldirilmasi olmak iizere, internet
hukukuna iligskin verilen kararlarin kiiresel etkisi dikkate alinarak, gelisen ve degisen dijital
cagda s6z konusu kararlar, milletleraras1 usul hukuku agisindan degerlendirilmelidir.

Anahtar Kelimeler: Yasadisi igerik, birlik i¢inde hizmet sunmak, bilgiye erigimi diinya

genelinde engellemek, ev sahibi saglayict

EVALUATION OF INTERNET ACCESS RESTRICTIONS DUE TO ILLEGAL
CONTENT IN THE EUROPEAN UNION IN TERMS OF INTERNATIONAL
PROCEDURAL LAW

Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October
2022 on a Single Market for Digital Services came into force on 27.10.2022. Regulation
2022/2065 defined the concept of illegal content. Accordingly, “illegal content” is defined as
any information that, in itself or in relation to an activity, including the sale of products or the
provision of services, is not in compliance with Union law or the law of any Member State
which is in compliance with Union law, irrespective of the precise subject matter or nature of
that law. “fo offer services in the Union” is defined as enabling natural or legal persons in one
or more Member States to use the services of a provider of intermediary services that has a
substantial connection to the Union.

Blocking of internet access due to illegal content in the European Union, in particular
after Eva Glawischnig-Piesczek v. Facebook Ireland Limited case, it has become important in
terms of International Procedural Law. The decision of the European Court of Justice (CJEU)

regarding the deletion of illegal content, given during the period when the European Council

% Milletleraras1 Ozel Hukuk ve Usul Hukuku Hakkinda Kanun, R. G. S. 26728, T. 12.12.2007.
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Directive 2000/31/EC was in force, gave global impact to the local court decisions that apply
the national laws of the EU member states regarding the internet. Because although any content
on the internet is legal in another country other than the EU member, with this decision of the
CJEU, its access is also blocked in the country where the content is legal.

The aforementioned decision of the CJEU has had a worldwide impact on the decisions
of the EU member state courts regarding the deletion of illegal content. In this sense, it has
come to the fore as a result of the fact that a more liberal country in terms of freedom of
expression is subject to the national legal order of another state. Accordingly, a member state's
court has the power to order the host provider to prohibit worldwide access to information
deemed illegal. Since such a decision on the host service provider has an effect that goes beyond
the borders of the country, it is important to evaluate the effect in question in terms of
International Procedural Law.

Court decision, as one of the manifestations of the state's judicial sovereignty over its
territory, the effect of court decision is limited to the country in which they were delivered.
Therefore, the fact that foreign court decisions can have legal consequences in their own
countries and the conditions and procedures of this are regulated by their domestic laws or by
international agreements to which they are a party. For example, MOHUK No. 5718 art. 54
seeks reciprocity regarding agreement, provision of law or actual practice in the enforcement
of foreign court decisions and there are issues that need to be examined by the judge, such as
the fact that the foreign court decision is not clearly contrary to public order and that it was
given in accordance with the defense rights of the defendant in both recognition (MOHUK art.
58) and enforcement. However, as in the decision of the CJEU, the global effect of the internet
causes the decisions made by the courts to have an effect in a way that interferes with the
sovereignty areas of other states. For this reason, taking into account the global impact of the
decisions on internet law, especially the removal of internet content due to illegal content, these
decisions should be evaluated in terms of international procedural law in the developing and
changing digital age.

Keywords: lllegal content, to offer services in the union, to block access to information

worldwide, host provider
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TURK HUKUKUNDA YABANCILIK UNSURU ICEREN TUKETICI
UYUSMAZLIKLARINA CEVRIMIiCi TAHKIMIN UYGULANABILIRLIGI

Hiimeyra Zeynep NALCACIOGLU ERDEN"

Iki yila yakm siiren COVID-19 pandemi déneminin de etkisiyle her seviyedeki biitge i¢in
internet erisiminin kolaylagsmas1 ve kullanimmnin yayginlagmasi, Tiirkiye’de internet
ortamindan dogan sinir agici nitelikteki tiiketici uyusmazliklarinin da sayisinin artmasina sebep
olmustur. Zayif tarafi temsil ettigi kabul edilen tiiketicinin milletleraras: nitelikteki tiiketici
uyusmazliklarinda ilgili hukuki siirece yabanci olmasi nedeniyle devlet mahkemelerine
basvurmasi dngoriiliirken bu durum, tiiketici agisindan hem zaman hem de para kaybina sebep
olmakta ve kisa zamanda sonuca ulasilmasma engel olmaktadir. Satici ile fiziki olarak ayni
ortamda olmayan, satin aldig1 mali dahi inceleme imkanina sahip olmayan tiiketici, zaten genel
olarak diisiik meblagh yaptigi bir alisveristen dogan uyusmazlikta, hizli ve masrafsiz bir
uyusmazlik ¢6ziim yonteminin yoklugu karsisinda genel itibariyla hakkini aramaktan
vazgecmektedir. Oysa milletlerarasi tiiketici uyusmazliklarmin g¢evrimici tahkim yoluyla
¢oziimiinde esas itibariyla kazan-kazan bir sonuca varilmasi amaglanmaktadir. Zira tiiketicinin
kisa zamanda az masrafla baglayici bir ¢dziime ulasmasi, tliketicilerin smir asan elektronik
ticarete olan gilivenini arttirarak daha gilivenilir bir ticaret ortamimin saglandigma dair inancini
pekistirmekte ve bunun bir yansimasi olarak internet {izerinden sinir asan aligveris orani da
yukar1 dogru bir ivme kazanmaktadir.

Tirk hukukunda milletlerarasi tiiketici uyusmazliklarinin ¢evrimi¢i tahkimde
uygulanabilirligi, esas itibariyla Milletleraras1 Tahkim Kanunu ve Hukuk Muhakemeleri
Kanunu’nun ilgili hiikiimleri 1s18mda tahkime elveriglilik baglaminda ve 6zellikle Yargitay’in
tiikketici sozlesmelerinde tahkimin uygulanabilirligine dair olumsuz nitelikteki kati tutumu
dolayisiyla miimkiin olamamaktadir. Bu baglamda tebligde 6ncelikli olarak tiiketici ve tiiketici
sozlesmesi kavramlarina yer verildikten sonra cevrimi¢i ortamda gerceklesen tiiketici
sozlesmelerinden dogan uyusmazliklar ele alinacak ve tahkimin karakteristik 6zelliklerine yer
vermek suretiyle milletlerarasi nitelikteki tiiketici uyusmazliklarinin genel olarak tahkime
elverisliligi 6gretideki goriislere de yer verilerek incelenecektir. Bu ¢ergevede UNCITRAL’in
Cevrimi¢i Uyusmazlik Coziimleme Yontemlerine Dair Teknik Notlari’ndaki tavsiyeleri
(UNCITRAL Technical Notes on Online Dispute Resolution) ile Avrupa Birligi’ndeki tiim
tiikketici ve isletmeler icin licretsiz hizmet veren Avrupa Birligi Cevrimi¢ci Uyusmazlik Coziim

Platformu (Online Dispute Resolution for Consumer Disputes) gibi ¢esitli uluslararasi

“ Dr. Ogr. Uyesi, istanbul 29 Mayis Universitesi Hukuk Fakiiltesi, hzerden@29mayis.edu.tr
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diizenlemeler ile farkli devlet uygulamalarindan ornekler verilecektir. Son olarak ise,
Tiirkiye’nin, yalnizca Tiirk hukukuna gore ticari ig sayilan uyusmazliklara dair verilen hakem
kararlar1 kapsaminda New York S6zlesmesi’nin uygulanabilecegine dair ¢ekincesi de dikkate
alinarak Tiirk hukukunda milletlerarasi nitelikteki tiiketici uyusmazliklarinin ¢evrimigi tahkim
yoluyla ¢ozliimiiniin gerekliligi ve miimkiin olup olmadigi degerlendirilecektir.

Anahtar Kelimeler: Milletleraras1 tiiketici uyusmazliklari, g¢evrimigi tahkim, tahkime

elverislilik, cevrimi¢i uyusmazlik ¢6ziimii, e-tiiketici sozlesmesi

THE APPLICABILITY OF ONLINE ARBITRATION IN "BUSINESS TO
CONSUMER" DISPUTES CONTAINING A FOREIGN ELEMENT IN TURKISH
LAW

With the effects of the COVID-19 pandemic lasting nearly two years, the facilitation of
internet access for all budgets and the widespread use of it, has also led to an increase in the
number of cross-border consumer disputes arising from the internet in Turkey. While the
consumer, who is considered to represent the weak side, is expected to apply to the state courts
in cross-border consumer disputes due to her unfamiliarity with the relevant legal process, this
situation causes both time and money loss for her and prevents her to reach a solution faster.
The e-consumer, who is not physically in the same environment with the seller, and does not
even have the opportunity to inspect the goods she has purchased, generally gives up on seeking
her rights in the absence of a fast and cost-effective dispute resolution method. On the other
side, in the resolution of cross-border consumer disputes through online arbitration, it is mainly
aimed to reach a win-win solution. Since the consumer's reaching a binding solution with low
cost in a short time increases the trust of consumers in cross-border electronic commerce, the
rate of cross-border shopping over the internet also gains an upward momentum.

In Turkish law, the applicability of online arbitration in cross-border consumer disputes
is not possible in the light of the relevant provisions of Turkish International Arbitration Law
and the Code of Civil Procedure, in the context of arbitrability and also due to the strict negative
attitude of the Court of Cassation regarding the applicability of arbitration in consumer
contracts. In this study, firstly, the concepts of consumer and consumer contract will be given,
and then the disputes arising out of international consumer contracts entered into over the
Internet will be discussed and the general arbitrability of cross-border consumer disputes will
be examined by including the characteristics of arbitration and the views in the doctrine. In this
context, the European Union Online Dispute Resolution Platform for Consumer Disputes,
which provides free service to all consumers and business in the European Union;

UNCITRAL's Technical Notes on Online Dispute Resolution and examples from different
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states will be given. Finally, considering Turkey's reservation that the New York Convention
shall only apply to the disputes arising from commercial relationships according to Turkish law,
the possibility of resolving cross-border consumer disputes through online arbitration will be
evaluated according to Turkish law.

Keywords: Consumer disputes, cross-border consumer disputes, online arbitration,
arbitrability, online dispute resolution, e-consumer agreement
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YABANCILIK UNSURU iCEREN AKILLI S()ZLESMELERDEN DOGAN
UYUSMAZLIKLAR BAKIMINDAN YAPILAN YETKI ANLASMASININ
GECERLILIGI

Omiir KARAAGAC”

Teknolojik gelisme ve ilerlemenin son donemdeki en 6nemli iirlinli ve yeniliklerinden
kabul edilen ve farkli bir sistem getiren blokzincir (blockchain) teknolojisi ve akilli szlesmeler
(smart contracts), giiniimiizde kullanim alani ve sikligi itibariyla 6nemli hale gelmistir. Bu
duruma bagl olarak, tabii ki, taraflar arasinda uyusmazliklarin yasanma ihtimali de kuvvetle
muhtemeldir. Bundan dolay1 akilli s6zlesmelerden dogan uyusmazliklarin ¢oziimlenmesi
ihtiyac1 ortaya ¢ikmaktadir. Mevcut diizenlemeler ve kurallarin, akilli s6zlesmelerden dogan
uyusmazliklarin ele alinmasi ve ¢oziimlenmesinde ne kadar uygun ve amaca hasil oldugu
tartismalidir. Bununla birlikte, 6zel ve farkli bir hukuki diizenleme ve sistem 6ngoriilmedigi
stirece akilli sozlesmelerden dogan uyusmazliklar, mevcut diizenlemeler ve kurallar
cercevesinde ele alnacaktir. Bu baglamda, mevcut diizenlemeler ve kurallarm akill
sozlesmeler 6zelinde incelenmesi ve degerlendirilmesi 6nem arz etmektedir.

Akilli sozlesmelerden dogan uyusmazliklar bakimindan taraflarin bu sozlesme ve
blokzincir teknolojisindeki kod igerisinde yetki anlagmasi (yetki sart1) yapmalar1 s6z konusu
olabilir. Akilli s6zlesmelerin 6nemli kismu, farkl tilke tabiiyetini haiz ve/veya farkl iilkelerde
bulunan kisiler arasinda gergeklestirilmektedir. Bundan dolay1 akilli sézlesmeler, yabancilik
unsuru icermekte ve milletleraras1 6zel hukukun kapsamina girmektedir. Milletlerarasi1 6zel
hukukun kapsamima giren uyusmazliklarin goriilecegi iilke mahkemelerinin yetki anlagsmasiyla
belirlenmesi miimkiindiir. Bu baglamda Tiirk hukukunda, yabancilik unsuru igeren akilli
sOzlesmelerden dogan uyusmazliklar bakimindan Tiirk mahkemeleri yetkili kilinabilecegi
(Hukuk Muhakemeleri Kanunu m. 17-18) gibi, yabanc1 iilke mahkemeleri de yetkili kilinabilir
(Milletleraras1 Ozel Hukuk ve Usul Hukuku Hakkinda Kanun m. 47). S6z konusu
diizenlemelerde Ongdriilen sartlar ¢ercevesinde, akilli s6zlesmelerden dogan uyusmazliklarin
yetki anlagsmasiyla yetkili kilinan lilke mahkemelerinde goriilmesi miimkiindiir.

Yetki anlagmasina iligkin mevcut diizenlemeler, akilli sdzlesmelerin yapisindan ve
tiirlerinden kaynakli nedenlerle, akilli s6zlesmelerde yer alan yetki anlagsmasinin (yetki sartinin)
gecerliligine iliskin birtakim sikintilar1 ve soru isaretlerini beraberinde getirmektedir. Akilli
sozlesmelerin off-chain ve on-chain olarak ve taraflarin kimlikleri agik olmaksizin anonim veya

sahte adla (pseudonym) kurulabilmeleri birtakim sorunlar dogurabilecektir. Bu baglamda,

* Ars. Gor. Dr., Yalova Universitesi Hukuk Fakiiltesi Milletleraras1 Ozel Hukuk Anabilim Dall,
omur.karaagac@yalova.edu.tr
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taraflarin sozlesme akdetme ehliyetini haiz olup olmadiklariin, gerekli niteligi ve sifat1 (tacir
gibi) tasty1p tasimadiklarinin tespiti meseleleriyle karsilagilacaktir. Ayrica akilli sozlesmelerde
yer alan yetki anlagmasmin (yetki sartinin) yazililik sartin1 saglayip saglamayacagi ve yazili
delille nasil ispat edilecegi hususlarinin da irdelenmesi gerekmektedir. Diger yandan yetki
anlagmasi (yetki sart1) bulunan akilli sézlesmelerin, Tiirk mahkemelerinin miinhasir yetkisinin
kapsamina giren bir konuda olup olmadigmin ve bu baglamda akilli s6zlesmelerin niteliginin
tespiti de Onem tasimaktadir.

Bildiride, ilk olarak akilli sozlesme kavrami ve tiirleri hakkinda genel ve kisa bir agiklama
yapilacaktir. Ardindan yetki anlagsmasina iligkin Tiirk hukukundaki mevcut kurallar ve bunlarin
akillr sozlesmeler bakimindan dikkate alinmasinin hiikiim ve sonuc¢larindan bahsedilecektir.
Son olarak, akilli sozlesmelerden dogan uyusmazliklar bakimindan yetki anlagmasi
yapilmasma iligkin degerlendirme ve oneriler sunulacaktir.

Anahtar Kelimeler: Akilli s6zlesmeler, yabancilik unsuru, milletlerarasi 6zel hukuk, yetki

anlasmasi, yetki anlagmasmin gecgerliligi

VALIDITY OF THE JURISDICTION AGREEMENT FOR DISPUTES ARISING
FROM SMART CONTRACTS CONTAINING FOREIGN ELEMENT

Blockchain technology and smart contracts, which are accepted as one of the most
important products and innovations of technological development and progress in the last
period and bring a different system, have become important today in terms of their usage area
and frequency. Depending on this situation, of course, the possibility of conflicts between the
parties is highly probable. For this reason, the need to resolve disputes arising from smart
contracts arises. It is debatable how appropriate and purposeful the existing regulations and
rules are in the handling and resolution of disputes arising from smart contracts. However,
unless a special and different legal regulation and system is foreseen, disputes arising from
smart contracts will be handled within the framework of existing regulations and rules. In this
context, it is important to examine and evaluate existing regulations and rules in terms of smart
contracts.

In terms of disputes arising from smart contracts, it may be possible for the parties to
make an jurisdiction agreement (jurisdiction condition) within this contract and the code in
blockchain technology. A significant part of smart contracts are executed between people who
have different citizenship and/or are situated in different countries. For this reason, smart
contracts contain foreign element and fall within the scope of private international law. In this

framework, Turkish courts can be authorized by jurisdiction agreement (Code of Civil
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Procedure, Article 17-18) in terms of disputes arising from smart contracts containing foreign
elements, as well as foreign courts (Code of International Private Law and Procedural Law,
Article 47). Within the framework of the conditions stipulated in the said regulations, it is
possible for the disputes arising from smart contracts to be heard in the courts authorized by the
jurisdiction agreement.

Existing regulations regarding the jurisdiction agreement bring along some problems and
question marks regarding the validity of the jurisdiction agreement (jurisdiction condition) in
smart contracts due to the structure and types of smart contracts. The fact that smart contracts
can be established off-chain and on-chain and anonymously or pseudonymly without the
identities of the parties may cause some problems. In this context, the issues of determining
whether the parties have the capacity to conclude a contract and whether they have the necessary
qualifications and titles (such as merchants) will be encountered. In addition, it is necessary to
examine whether the jurisdiction agreement (jurisdiction condition) in smart contracts will meet
the written requirement and how it will be proven with written evidence. On the other hand, it
is also important to determine whether smart contracts with an jurisdiction agreement
(jurisdiction clause) are in a subject within the exclusive jurisdiction of Turkish courts and the
qualification of smart contracts.

In the paper, firstly, a general and brief explanation will be given about the concept and
types of smart contracts. Then, the existing rules in Turkish law regarding the jurisdiction
agreement and the terms and consequences of considering them in terms of smart contracts will
be mentioned. Finally, evaluations and suggestions for concluding an jurisdiction agreement in
terms of disputes arising from smart contracts will be presented.

Keywords: Smart contracts, foreign element, private international law, jurisdiction agreement,

validity of jurisdiction agreement
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TEKNOLOJININ MiLLETLERARASI TAHKIME ETKiSi: GUNCEL
DEGERLENDIRMELER

Pmmar KARACAN*
Doga IRGIZ™

Teknolojinin hizli degisimi ve Covid-19 Pandemi siireciyle bu teknolojinin kullanilir hale
gelmesiyle birlikte, milletlerarasi tahkim alaninda da bu degisim, kagimilmaz olmustur. Farkl
disiplinlerle ve insan haklari, ceza hukuku gibi hukukun bir¢ok daliyla baglantisi olan bu konu,
hukuk tartigmalarmin odaginda olmaya devam edecektir. Milletleraras1 tahkim alaninda da
onemli gelismeler olmaktadir.

Calismada teknolojinin milletlerarasi tahkime etkileri incelenecek, oncelikle bu konuda
usule iliskin milletleraras1 tahkim kurumlar1 tarafindan siklikla kullanilan ve devam eden
stirecte kalic1 hale gelen; sanal durusmalar, delillerin sanal ortamda sunulmasi, sanal ortamda
tanik dinletilmesi gibi ana basliklar iizerinde durulacaktir. Calismada ayrica tahkimde yapay
zeka kullanimina da deginilecektir.

Alana iligkin degisiklikler 6zellikle Avrupa Birligi ve yasal mevzuati, Ulusal Yapay Zeka
Stratejisi (2021-2025) gibi Tiirkiye’de bu konuda yapilan yasal diizenlemeler ve Istanbul
Tahkim Merkezi (ISTAC) gibi tahkim kurumlarmin kurallarina yansiyan degisiklikler ve
gelismeler ile kiiresel 6l¢ekteki Milletlerarasi Ticaret Odasi1 (ICC), Londra Uluslararas1 Tahkim
Merkezi (LCIA), Amerikan Tahkim Birligi (AAA) gibi milletleraras1 tahkim kurumlari
kurallarina yansimasi giincel tartismalar 1s1g1nda ele alinacaktir.

Teknolojinin kullanimiyla az masrafli, etkin ve yesil bir tahkim imkani saglayan bu
gelismelerin ayn1 zamanda taraflarin “adil yargilanma”, “adalete erisim” ve “seffaflik”
konulariyla ne Ol¢lide bagdastigi tartisilacaktir. Siber giivenlik, kisisel verilerin korunmasi ve
yapay zekanin tarafsizligina karsi duyulan endiselere dikkat ¢ekilecektir. Ayrica yapay zeka
teknolojisinde iilkelerin sahip oldugu farkl imkanlar ve altyapi1 eksikliklerinden kaynaklanan
sorunlar ile bu sorunlarin davada “taraf esitligini” bozmas1 konusuna deginilecektir. Sanal
ortamla fiziki ortamin sagladig1 kosullar ve imkanlar farkli olacagi i¢in tahkim yargilamasida
taraflarin sahip olduklar1 haklarin ihlal edilmesi tehlikesi bulunabilecektir. Calismada bu
konular, elestirel bir bakis agisiyla ele alinacaktir.

Sonug olarak bu ¢alisma, teknolojik gelismelerin milletlerarasi tahkimdeki etkisine dikkat

cekmeyi ve olumlu - olumsuz yonlerini degerlendirmeyi amaglamaktadir.

* Prof. Dr., Izmir Katip Celebi Universitesi Hukuk Fakiiltesi Milletleraras1 Ozel Hukuk Anabilim Dal,
pinar.karacan@ikc.edu.tr, ORCID: 0000-0002-9339-3207
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Anahtar Kelimeler: Milletlerarasi tahkim, teknoloji ve tahkim, sanal durusma, yapay zeka ve
tahkim

EFFECT OF TECHNOLOGY ON INTERNATIONAL ARBITRATION: CURRENT
DEVELOPMENT

Rapid change in technology and its usage due to COVID-19 pandemic made the change
inevitable in international arbitration. This topic that has links to different disciplines and
different branches of law such as human rights, criminal law and etc. will continue to be in the
center of discussions. There are important developments international arbitration.

In this research the effects of technology in international arbitration will be analyzed.
First the procedural topics that are used quite often by the international arbitration institutions
that will become the ordinary procedure with the current process such as virtual hearings,
evidence submission and witness testimony in virtual hearings. Artificial intelligence in
arbitration will also be covered.

The changes in the area will be covered with specific focus on European Union and its
related legal framework, Turkish legal developments in the area such as the National Artificial
Intelligence Strategy (2021-2025) and changes in the rules of arbitration institutions such as
Istanbul Arbitration Center and taking into consideration the current changes in the rules of the
important arbitration institutions such as International Chamber of Commerce (ICC) , the
London Court of International Arbitration (LCIA) and American Arbitration Association
(AAA).

Use of technology contributes to economical, efficient and green arbitration however the
study will also look at how these changes comply with the important topics such as: “fair trial”,
“access to justice” and “transparency”. Cybersecurity, protection of personal data and concerns
on impartiality of artificial intelligence will be underlined. Also how differences among the
countries on artificial intelligence technology, problems arising from lack of infrastructure and
how they can impair “equality of parties” will be addressed. There is always a possibility of
violation of the parties rights due to the differences in the conditions and opportunities of virtual
and physical hearing. There will be a critical analysis of these topics.

To conclude, this study aims to draw attention to the effects of technological
developments on international arbitration and analyze with the positive and negative sides of
these developments.

Keywords: International arbitration, technology and arbitration, virtual hearings, artificial

intelligence and arbitration
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ELEKTRONIK DEVREDILEBILIR KAYITLARA ILISKiN UNCITRAL MODEL
YASASINA ILISKIN BiR DEGERLENDIRME

Seda SEYMAN®

Birlesmis Milletler Uluslararast Ticaret Hukuku Komisyonu, uluslararasi ticarette
uyumlastirma ve yeknesaklastirma faaliyetinde bulunma amaciyla 1966 yilinda kurulmus olup,
ticari faaliyetlerin elektronik ortamda gergeklestirilmesini saglamak i¢in ¢ok sayida galigmasi
bulunmaktadir. Teknolojinin gelismesiyle birlikte iilkeler kendi i¢ hukuk mevzuatlarinda
elektronik ticarete iligskin ¢esitli diizenlemeler getirmek durumundadirlar.

Elektronik devredilebilir kayitlarla yapilan uluslararasi ticarette i¢ hukuktaki farkli
uygulama ve kurallarm meydana getirebilecegi karisikligin engellenerek yeknesakligi
saglamak ve iilke i¢ hukuklarinda devletlere yol géstermek amaci ile UNCITRAL tarafindan,
13 Temmuz 2017 tarihinde, “Devredilebilir Elektronik Kayitlar Hakkinda UNCITRAL Model
Kanunu” kabul edilmistir.

Model Kanunun temel aldigi kavram devredilebilir elektronik kayit kavrami olup,
kanunun, uygulama kapsami islevsel olarak aktarilabilir belgelere veya araglara esdeger olan
elektronik aktarilabilir kayitlardir. Devredilebilir elektronik kayit ise devredilebilir belgeler veya
araclar, hamiline kanunda belirtilen yilikiimliiliglin yerine getirilmesini talep etme hakki veren ve
belge veya aracin miilkiyetini devrederek talebin devredilmesine izin veren kagit tabanh belgeler
veya araclardir. Devredilebilir belgeler veya araglar, kongimentolari, kambiyo senetlerini, senetleri
ve depo makbuzlarimi kapsamaktadir. Model kanun ayrica niteligi geregi kagit tabanli bir
aktarilabilir belge veya araca dahil edilemeyen bilgilerin elektronik olarak aktarilabilir bir kayda
dahil edilmesini saglar. Bunlarin yansira model kanunda elektronik olarak aktarilabilir bir kaydi
yonetmek i¢in kullanilan yontemin giivenilirligini degerlendirme ve elektronikten kagida yahut tersi
sekilde ortam degisikligi konusunda rehberlik saglar.

Kanun hisse senedi ve tahvil gibi menkul kiymetler ile diger yatirim araclarina
uygulanmayacaktir. Devredilebilir Elektronik Kayitlar Hakkinda UNCITRAL Model Kanunu
dort bolim ve 19 maddeden olusmakta olup, kanuna hakim olan ilkeler arasinda teknolojik
tarafsizlik, maddi hukuka miidahale edilmemesi, devredilebilir elektronik kayitlar aleyhine
ayrimcilik yasagi ve sozlesme serbestisi yer almaktadir. Kanunun birinci boliimiinde genel
hiikkiimler, ikinci bolimde, islevsel esitlik kavramina iligkin hiikiimler, liglincii boliimde

devredilebilir elektronik kayitlarm kullanimmna iligkin kurallar ve son bdliimde ise,

“ Dr. Ogr. Uyesi, Manisa Celal Bayar Universitesi, Kopriibagt Meslek Yiiksekokulu
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devredilebilir elektronik kaydin sinir 6tesinde taninmasi ve yabanci devredilebilir elektronik
kayitlar konusunda ayrimcilik yasagina iligkin diizenlemeler icermektedir.

Caliymamizda, Elektronik olarak devredilebilir kayitlara iligkin getirilmis olan
UNCITRAL model yasasinin hazirlik calismalari, kanunun genel yapisi, temel ilkeleri ve model
kanunda kullanilan kavramlarin Tiirk Hukukundaki kullanimlarina detayli olarak
degerlendirilecektir.

Anahtar Kelimleler: UNCITRAL, elektronik devredilebilir kayit, elektronik kayit

AN EVOLUATION ON UNCITRAL MODEL LAW ON ELECTRONIC
TRANSFERABLE RECORDS

The United Nations Commission on International Trade Law was established in 1966 to
carry out harmonization and uniformization activities in international trade, and it has many
studies to ensure that commercial activities are carried out in electronic environment. With the
development of technology, countries have to bring various regulations regarding electronic
commerce in their domestic legislation.

“UNCITRAL Model Law on Electronic Transferable Records” was adopted by
UNCITRAL on 13 July 2017 in order to ensure uniformity by preventing confusion that may
arise from different practices and rules in international trade with electronic transferable
records, and to guide states in domestic laws of countries.

The concept on which the Model Law is based is the concept of electronic transferable
records. Electronic transferable records whose scope of application is functionally equivalent
to transferable documents or instruments. Transferable documents or instruments are paper-
based documents or instruments that entitle the holder to claim the performance of the
obligation indicated therein and that allow the transfer of the claim to that performance by
transferring possession of the document or instrument. Transferable documents or instruments
typically include bills of lading, bills of exchange, promissory notes and warehouse receipts.
Moreover, model law enables information that may not be included in a paper-based
transferable document or instrument because of its nature to be included in an electronic
transferable record. In addition, the model provides guidance in assessing the reliability of the
method used in law to manage an electronical transferable record and on change media from
electronic to paper and vice versa.

Model law will not apply to securities such as stocks and bonds and to other investment
instruments. The UNCITRAL Model Law on Transferable Electronic Records consists of four

parts and 19 articles. The general principles governing the law are the principles of non-
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discrimination against the use of electronic means, functional equivalence and technology
neutrality underpinning. In the first part of the law, general provisions, in the second part, the
provisions on functional equivalence, in the third part use of electronic transferable records
and in the last part, cross-border recognition of electronic transferable records Non-
discrimination of foreign electronic transferable records are regulated.

In this study, the UNCITRAL model law regarding electronical transferable records, the
general structure of the law, its basic principles will be mentioned and the usage of the concepts
used in the model law in Turkish Law will be evaluated in detail.

Keywords: UNCITRAL, electronical transferable record, electronic record
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ULUSLARARASI TAHKIMDE SIBER GUVENLIK PROTOKOLU
Siileyman Yasir ZORLU"

Uluslararast tahkim siireclerinin teknolojik gelismelerden etkilenmekte ve bu
gelismelerin sonuglar1 da tahkim yargilamasinda kendisini gostermektedir. Son donemde
giivenlik ve gizlilik konular1 da uluslararasi tahkimin giindemini mesgul etmekte olup tahkim
kurum ve merkezleri bu konuda calismalarini hizlandirmaktadir. Ozellikle de ¢evrimigi
durusmalar olmak iizere tahkim siireclerinde teknolojinin kullanimi giderek yayginlagmaktadir.

Bu konuda 6zellikle tahkimin paydaslarinin siber giivenlik risklerini ele almak i¢in en 1yi
sekilde nasil donatilabilecegine iliskin analizlerden, uluslararasi ticari tahkimde giivenlik ve
gizliligin korunmasina iligskin hususlara yonelik ¢calismalara uzanan bir siirii konu ele alinmigtir.
Bu baglamda siber giivenlik ve tahkim konusunda en giincel ve kapsamli ¢alisma olan ICCA,
NYC Barosu ve CPR tarafindan ¢ikarilan Uluslararas1 Tahkimde Siber Giivenlik Protokoli'niin
(“Protokol”) en giincel versiyonu 2022 yilinda yaymmlanmigtir. Protokol, bireysel tahkim
konularinda makul bilgi giivenligi 6nlemlerinin belirlenmesi ve uluslararasi tahkimlerde bilgi
giivenligi konusunda farkindaligin artirilmasi i¢in bir ¢cergeve saglamayi amaclamaktadir.

Protokol, tahkim siirecleri i¢in makul bilgi giivenligi onlemlerini belirlemek i¢in bir
cerceve saglamayl amaglamaktadir. Bu kapsamda, siber saldirilara karsi glivenlik risklerini
degerlendirmek ve mevcut dnlemleri belirlemek i¢in usuli hiikiimler icermektedir. Bunun yani1
sira, Protokol, uluslararasi tahkimde bilgi ve veri giivenligi konusunda farkindaligi artirmayi
amaglamaktadir. Ayrica hem siber giivenlik hem de fiziksel giivenlik risklerini iceren tahkim
stirecinde alinmasi tedbirlerin standartlarini belirlemektedir. Burada uygun ve orantili siber
giivenlik tedbirleri ile bu tedbirlerin uygulamasi da Protokol dahilinde belirtilmistir. Genel
olarak kullanic1 glivenini siirdiirmek i¢in bilgi giivenliginin 6nemi de ele alinmaktadir.

Bu tebligde de uluslararasi tahkimde teknoloji kullaniminin getirecegi riskler ve imkanlar
oncelikle ele alinacaktir. Burada veri giivenligi, siber gilivenlik tedbirlerinin 6l¢lisii ve
uygulamasi, risk faktorleri gibi konular tahkim Ozelinde ifade edilecektir. Bu baglamda
tahkimde siber giivenlik iliskisi ve bu konudaki ¢alismalar incelenecektir. En son olarak ise
Uluslararas1 Tahkimde Siber Giivenlik Protokolii'niin detaylar1 ve oOnemli hiikiimleri
irdelenecektir.

Anahtar Kelimeler: Tahkim, siber giivenlik, veri giivenligi, gizlilik, Siber Giivenlik Protokolii
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INTERNATIONAL ARBITRATION AND CYBER SECURITY PROTOCOL

International arbitration processes are affected by technological developments and the
results of these developments also show themselves in arbitration proceedings. Recently,
security and privacy issues occupy the agenda of international arbitration, and arbitration
institutions and centers are accelerating their work on this issue. The use of technology in
arbitration processes, especially online hearings, is becoming increasingly common.

This topic covers a range of topics, particularly from analyzes of how arbitration
stakeholders can be best equipped to deal with cybersecurity risks, to issues of privacy
protection in international commercial arbitration. In this context, the most up-to-date version
of the Protocol on Cyber Security in International Arbitration (“Protocol”) issued by ICCA,
NYC Bar Association and CPR, which is the most up-to-date and comprehensive study on cyber
security and arbitration, was published in 2022. The Protocol aims to provide a framework for
determining reasonable information security measures in individual arbitration matters and
raising awareness about information security in international arbitrations.

The Protocol aims to provide a framework for determining reasonable information
security measures for arbitration processes. In this context, it includes procedural provisions for
assessing security risks against cyber attacks and determining current measures. In addition, the
Protocol aims to raise awareness about information and data security in international arbitration.
In addition, it determines the standards of the measures to be taken in the arbitration process,
which includes both cyber security and physical security risks. Here, appropriate and
proportional cyber security measures and the implementation of these measures are also
specified in the Protocol. The importance of information security for maintaining user trust in
general is also discussed.

In this paper, the risks and opportunities brought by the use of technology in international
arbitration will be primarily discussed. Here, issues such as data security, the extent and
application of cyber security measures, and risk factors will be discussed in arbitration. In this
context, the relationship between cyber security in arbitration and studies on this subject will
be examined. Finally, the details and important provisions of the Cyber Security Protocol in
International Arbitration will be discussed.

Keywords: Arbitration, cyber security, data security, privacy, protocol
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ISLAM VE TURK HUKUKUNDA INTERNETTE KURULAN SOZLESMELERE
ILISKIN TEMEL SORUNLAR

Abdurrahman SAVAS*
Emrah GOKMEN**

Teknolojik gelismeler sonucu ortaya ¢ikan internet, gerek sosyal gerekse ekonomik
alanda insanlar arasindaki iligkilerin daha hizli, kolay ve etkin bir bicimde siirdiiriilmesini
saglamaktadir. Internetin yayginlasmasi etkisini hukuk alaninda da gostermis, bu alanda pek
cok gelismeyi ve diizenlemeyi beraberinde getirmistir. S6zlesmelerin sozlii, yazili ve temsilci
araciligr ile kurulmasma iliskin klasik yontemlerin yani sira, internet hem sodzlesmelerin
kuruldugu hem de s6zlesmelerden dogan borglarin ifa edildigi bir alan haline gelmistir.

Internet ortaminda kurulan sdzlesmeler, zaman ve masraf tasarrufunun yan sira, dijital
irlin ve hizmetler bakimindan ifasindaki kolaylik nedeniyle ¢okga tercih edilmektedir. Bu
amagcla pek ¢ok isletme internet lizerinden mal ve hizmet sunumuna baslamis, hatta bu sekilde
hizmet sunan isletmeleri dijital ortamda bir araya getiren dijital aligveris platformlari
olusturulmustur. Bir yoniiyle mesafeli sozlesme kapsaminda yer alan bu uygulamalar, diger
yoniiyle yapilan sdzlesmelerin hazirlar arasinda olup olmamasi, bagka bir yoniiyle de hukuki
iligkinin taraflar1 acgisindan tacirler arasinda ya da tacirler ile tiiketiciler arasindan olup
olmamasina gore ¢esitli sorunlar1 da beraberinde getirmistir.

Internet ortaminda kurulan sdzlesmelerden kaynaklanan sorunlar Tiirk hukuku agisindan
oldugu kadar Islam hukuku agisindan da tartisilan ve incelenmesi gereken sorunlardir. Bu
calismada; sozlesmenin internet ortaminda kurulmasi, irade beyanlarinin hukuki niteligi,
elektronik aracilar ve yapay zeka uygulamalarindan kaynaklanan sorunlar, sézlesmelerin ifasi,
kabiz ve teslime iliskin sorunlar, sdzlesmenin ifa edilmemesi ve sonuglar1 ile bunlara iliskin
sorumluluk, Islam ve Tiirk hukuku {izerinden mukayeseli olarak degerlendirilmektedir.
So6zlesmenin kurulmasi ile dogrudan ilgili olmasa da ifas1 asamasinda giindeme gelen dijital
para ve kripto varliklar da konuyla ilgili oldugu 6l¢iide ele alinmaktadir.

Internet ortaminda s6zlesmelerin kurulmasini ve bazen de ifa edilmesini gerceklestirmek
amaciyla taraflar arasinda aracilik hizmeti veren ¢esitli saglayicilar bulunmaktadir. Bunlardan;
yer ve igerik saglayicisi, hizmet saglayicist ve araci hizmet saglayicist ile elektronik ticaret

hizmet saglayicisi ve elektronik ticaret araci hizmet saglayicisi, lizerinde durulmasi gereken
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onemli kavramlardir. Bu faaliyetlerde bulunan kisilerin kimler oldugu ve bunlarin
sorumluluklar1 konusunun ayrica degerlendirilmesi gerekmektedir.

Internet ve diger teknolojik gelismelere bagh olarak degerlendirilen bu konularin yaninda
bir¢ok farkli ve yeni sorunun ortaya ¢ikmasi kaginilmazdir. Bununla birlikte dijital diinyanin
sorunlari, kendisine 6zgili yaklasimiyla yeni ¢6ziim yollarini da beraberinde getirmektedir. Bu
gelismelere kayitsiz kalmak miimkiin olmadig1 gibi, ortaya ¢ikan sorunlara ¢6ziim bulmakta
gecikmek de bagka sorunlara neden olabilecektir. Yapilan bu c¢aligmalar bir yoniiyle ortaya
¢ikan sorunlara ¢6ziim bulmay1 hedeflemekte, diger yoniiyle de bu alanda yapilacak hukuki
diizenlemelere katkida bulunmay1 amaclamaktadir.

Anahtar Kelimeler: Internette kurulan sézlesmeler, sorunlar, islam hukuku, Tiirk hukuku,

mukayese

THE MAIN PROBLEMS RELATED TO CONTRACTS ESTABLISHED ON THE
INTERNET IN ISLAMIC AND TURKISH LAW

The internet, which emerged as a result of technological developments, enables faster,
easier and more effective maintenance of relations between people in both social and economic
fields. The widespread use of the Internet has also had an impact on the field of law, and has
led to many developments and regulations in this field. In addition to the classical methods of
establishing contracts orally, in writing and through a representative, the internet has become
an area where both the contracts are established and the obligations arising from the contracts
are fulfilled.

Contracts established on the internet are widely preferred due to the ease of performance
in terms of digital products and services, as well as time and cost savings. For this purpose,
many businesses have started to offer goods and services over the internet, and even digital
shopping platforms have been created that bring together businesses that offer services in this
way in the digital environment. These applications, which are within the scope of distance
contracts in one aspect, have brought along various problems in terms of whether the contracts
made in another aspect are between the preparers or not, and in another aspect, whether they
are between merchants or between merchants and consumers in terms of the parties of the legal
relationship.

The problems arising from contracts established on the internet are problems that are
discussed and should be examined in terms of Islamic law as well as Turkish law. In this study;
the establishment of the contract on the internet, the legal nature of the declarations of will, the

problems arising from electronic intermediaries and artificial intelligence applications, the
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performance of the contracts, the problems related to acceptance and delivery, the non-
performance of the contract and its consequences and the related responsibility are evaluated
comparatively through Islamic and Turkish law. Although not directly related to the
establishment of the contract, digital currencies and crypto assets, which come to the agenda
during the execution phase, are also discussed to the extent that they are relevant to the subject.

There are various providers that provide intermediary services between the parties in
order to realize the establishment and sometimes the performance of contracts on the Internet.
Among these; hosting and content provider, service provider and intermediary service provider,
electronic commerce service provider and electronic commerce intermediary service provider
are important concepts that need to be emphasized. It is necessary to separately evaluate who
the persons engaged in these activities are and their responsibilities.

It is inevitable that many different and new problems will arise in addition to these issues
that are evaluated depending on the Internet and other technological developments. However,
the problems of the digital world also bring new solutions with its unique approach. As it is not
possible to remain indifferent to these developments, delaying in finding solutions to the
emerging problems may cause other problems. These studies aim to find solutions to the
emerging problems in one aspect and to contribute to the legal regulations to be made in this
field in another aspect.

Keywords: Contracts established on the internet, problems, Islamic law, Turkish law,

comparison
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DiJITAL CAGDA DELILLERIN YENIiDEN DEGERLENDIRMESI - ISLAM
HUKUKUNDA ZiNA SUCUNDA KAMERA VE GORUNTU KAYDININ DELIL
DEGERI

*

Meliksah AYDIN

Dijitallesmenin hayatin her alanmi etkiledigi cagimizda, hukuk kurumlarinin da
dijitallesmeyle degismesi kaginilmazdir. Ozellikle kamera teknolojisinin gelismesi, goriintii
kaydmin alinmasi, hukuk sistemlerinin bu kayitlar1 davalarda delil olarak kabul etmelerine
sebep olmustur. Islam hukukunun, yasayan ve halen uygulanan bir hukuk sistemi olmasi
dolayisiyla giincel teknolojik gelismelere kayitsiz kalmasi diisiiniilemez. Bu calismada, dijital
¢ag ile beraber ortaya ¢ikan kamera kayitlarinimn, Islam hukukunda diizenlenen zina sugundaki
delil niteligi incelenecektir.

Islam hukukunda diizenlenmis olan had suglarindan zina, sdzliikte “mesru olmayan cinsel
iligki” seklinde tanimlanirken, fikih 1stilahinda “bir erkegin aralarinda nikah bagi veya stliphesi
bulunmayan bir kadinla 6nden cinsel birlesmesi” seklinde ifade edilmistir. Bu agidan zina
sucunu iglemis olan kimselere muhsan olup olmamalarma gore recm yani taslanarak 6ldiirme
veya 100 celde (sopa) cezas1 ongoriilmiistiir. Zina sugunun cezalandirilabilmesi i¢in gereken
sartlardan biri, kadm ile erkegin birlesmesinde erkegin cinsel organinin siinnette kesilen yere
kadar kadinin cinsel organina girmesidir.

Zina sugu, Islam hukukunda belirlenen suglar i¢inde ispati en zor olanidir. Zina sugunun
ispat edilebilmesi i¢in, dort erkek sahidin birlesmeyi, goriilmesi miimkiin olan bir mesafeden
gormeleri gerekmektedir. Zina fiilini gordiigiine sahitlik eden kimselerde, yeterli sayiya
ulagilamamas1 durumunda sug ispat edilmis olmaz. Mezheplerin genel goriisiine gére kadinlarin
sahitliginin kabul edilmedigi bu sucta, isterse 50 kadinla beraber 3 de erkek sahit bulunsun,
yine de su¢ ispatlanmis olmaz. Ayrica yeterli sayiya ulasmayan sahitlerin bulunmasi halinde
sahitlik eden kimseler kazif sugunu islemis olmaktadirlar. Bu su¢ dolayisiyla her birine 80 celde
cezasi verilir ve sahitlik yapma ehliyetlerini de kaybederler.

Kamera ve goriintii kaydinin zina sugunda delil olarak kabul edilip edilemeyecegi
meselesi son donem Islam hukukcular: arasinda tartisilmis, bir kamera kaydmin bulunmasi
halinde, dort erkek sahidin sahitligi aranmaksizin faillere zina sugundan dolay1 ceza
verilemeyecegi goriisiinde ittifak edilmistir. Bu goriisiin gerekgeleri birkag tanedir:

[k olarak, zina sugunda korunan hukuki yarar toplum ahlakidir. Normalde sadece iki

kisinin kendi istekleri ile yaptig1 ve baskalarma maddi bir zarar verilmedigi bu fiil, fiili yapanlar

Dr. Ogr. Uyesi, Hacettepe Universitesi Hukuk Fakiiltesi Hukuk Tarihi Anabilim Dali,
meliksahaydin@hacettepe.edu.tr

219



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi

disinda toplumun diger tyeleri tarafindan bilindigi takdirde, toplum ahlaki bundan
etkilenecektir. Ayni sebeple bu sugun ispat1 oldukca zorlastirilmistir. Yani bir nevi bu fiilin
ortaya ¢cikmamasi, gizli kalmasi amaglanmustir. Islam hukukunda kural koyucu olan Allah’m;
gizli kalmasini, ortaya ¢ikmamasinit murad ettigi, toplum ahlakinin korunmasmin amaglandigi
zina sugunda, belirlenmis olanlarin disinda, ispat vasitalarinin genisletilmesi, cezalandirma ile
amaglanan gayeye uygun degildir.

Ikinci olarak, had suglarindaki temel kurallardan biri de siipheyle hadlerin
diistiriilmesidir. Bir hadise gore, herhangi bir siiphenin varligi halinde had cezas1 vermekten
kacimmmak gerekmektedir. Gelisen teknoloji, kamera kayitlarinda oynama yapma, sahte
goriintiilerin elde edilebilmesine imkan tanimaktadir. Bahsedilen kamera goriintiileri, zina
fiillini gosteriyor olsa bile, iizerinde oynanmis veya sahte olabilir. Burada ortaya ¢ikan siiphe,
had suclarindan olan zina sugu i¢in de gecerlidir ve bahsedilen siiphenin varligi recm veya celde
cezasinin verilebilmesini engellemektedir.

Hiilasa; Islam hukuku, zina sugu agisindan kamera ve goriintii kaydinin delil olarak kabul

edilemeyecegini diizenlemistir.
Anahtar Kelimeler: Islam hukuku, zina sucu, kamera ve goriintii kaydi, delil degerlendirmesi

REAPPRAISAL OF EVIDENCE IN THE DIGITAL AGE - EVIDENCE VALUE OF
CAMERA AND VIDEO RECORDING IN THE CRIME OF ADULTERY IN
ISLAMIC LAW

In our age, where digitalization affects every aspect of life, it is inevitable for legal
institutions to change with digitalization. In particular, the development of camera technology
and the recording of images have caused legal systems to accept these recordings as evidence
in lawsuits. Since Islamic law is a living and still practiced legal system, it is unthinkable that
it remains indifferent to current technological developments. In this study, the evidence value
of the camera recordings that emerged with the digital age will be examined in the crime of
adultery in Islamic law.

While adultery, one of the hadd crimes regulated in Islamic law, is defined as "illegal
sexual intercourse” in the dictionary, it is expressed as "a man's sexual intercourse with a
woman who has no marriage ties or doubt of marriage tie" in figh terms. In this respect, people
who have committed the crime of adultery are punished with stoning or 100 “celde” (stick)
depending on whether they are “muhsan” (married) or not. One of the conditions required for
the crime of adultery to be punished is that the sexual organ of the man enters the genitals of

the woman up to the the circumcision line.
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The crime of adultery is the most difficult to prove among the crimes determined in
Islamic law. In order for the crime of adultery to be proven, four male witnesses must see the
sexual intercourse from a visible distance. If the number of people who have witnessed the act
of adultery does not reach the sufficient number, the crime will not be proven. According to the
general view of the schools in this crime, the testimony of women is not accepted, even if there
are 50 women and 3 male witnesses, the crime still cannot be proven. Moreover, if there are
witnesses who do not reach the sufficient number those who testify, commit the crime of gasif.
For this crime, each is sentenced to 80 “celde” (stick) and they lose their license to testify.

The issue of whether the camera and video recording can be accepted as evidence in the
crime of adultery has been discussed among recent Islamic jurists, and it has been agreed that
if there is a camera recording, the perpetrators cannot be punished for the crime of adultery
without seeking the testimony of four male witnesses. The justifications for this view are
several:

First of all, the legal benefit protected in the crime of adultery is the morality of the
society. If this act, which is normally done by only two people voluntarily and no material harm
is done to others, is known to other members of the society other than the perpetrators, the
morality of the society will be affected. For the same reason, the proof of this crime has been
made very difficult. In other words, in a way, this act is intended not to be revealed and to
remain secret. In Islamic law, the legislator wanted the crime of adultery to be kept secret and
not to be revealed, and aimed to protect the morality of the society. Therefore, the extension of
the means of proof, other than the specified ones, is not in line with the purpose intended by the
punishment.

Secondly, one of the basic rules in hudud crimes is to drop the hadds on suspicion.
According to a hadith, it is necessary to avoid giving the hadd punishment if there is any doubt.
Developing technology makes it possible to manipulate camera recordings and to obtain fake
images. Even if the footage shows the act of adultery, it may be faked. The suspicion that arises
here is also valid for the crime of adultery, which is one of the hadd crimes, and the existence
of that suspicion prevents the punishment of stoning or celde.

Hereby, Islamic law regulates that camera and video recording cannot be accepted as

evidence for the crime of adultery.

Keywords: Islamic law, adultery, camera and video recording, evaluation of evidence
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MERKEZ BANKASI DiJITAL PARALARININ (MBDP) iSLAM HUKUKU
ACISINDAN DEGERLENDIRILMESI

Necmeddin GUNEY*
Omer Faruk TEKDOGAN**

Para insanlik tarihinde somuttan soyuta dogru bir gelisim siireci izlemistir. Bu siire¢ mal
paradan kiymetli metale, buradan kagit paraya ve nihayet dijital formlara dogru bir yol takip
etmistir. Gliniimiizde giindeme gelen dijital para tiirlerinden birisi de halen diinyada para
otoriteleri tarafindan tartisilan ve arastirilan merkez bankasi dijital paralaridir (MBDP). Son
yillarda teknolojik imkanlarin gelisimiyle &demelerin biiyilk oranda dijital ortamlarda
gerceklesmesi ve Kripto paralar gibi 6zel dijital para birimlerinin gelisimi, merkez bankalarini
da dijital para ihracini giindeme almaya sevk etmistir. Halen diinyadaki ¢ok sayida merkez
bankasi farkli motivasyonlarla MBDPler iizerinde kapsamli ¢caligsmalar yiirtitmektedir.

Merkez Bankasi Dijital Parasi (MBDP) bir iilkenin yerel para birimi cinsinden ifade
edilen, merkez bankasmm dogrudan yiikiimliligi olan dijital para formudur. Bu paralari
merkez bankasi ithra¢ etmekte olup elektronik formda bulunur ve aracisiz olarak iki kullanici
arasinda paylasima (peer-to-peer) imkan verir. Bu yeni para formu igin ¢esitli tasarim ve
uygulama onerileri s6z konusudur ancak heniiz pilot ¢aligmalar disinda uygulamasi yoktur.
Aslinda giiniimiizde ticari bankalar ve diger bazi finansal kuruluslar, merkez bankasinda rezerv
veya mevduat hesabina sahip kurumlar olarak merkez bankas1 parasinin toptan dijital formuna
halihazirda erigsebilmektedir. Perakende MBDP ’nin devreye girmesi ise dijital paray1 herkesin
kullanimina agik hale getirecektir.

Tasarim tercihine gore degisebilen bircok MBDP tiirii olabilir. MBDP’ler genele agik
(‘perakende’) tiirden olabilecegi gibi; yalnizca bankalar ve 6deme aracilarina mahsus, daha
smirl taraflarca erisilebilen (‘toptan’) dijital para bigimleri de olabilir. MBDP uygulamasinin
‘dogrudan’ olmasi halinde merkez bankasinda her vatandas i¢in bir hesap olusturulurken,
‘dolayli’ uygulanmasi halinde banka ve diger aracilar MBDP sahipleri i¢in 6zel bir hesap tiirii
olusturacaklardir. Yine tiiketicilerin MBDP’ye erisimi hesap tabanli olabilecegi gibi,
gliniimiizdeki nakit paraya benzer sekilde token/jeton tabanli da olabilir. Hesap tabanli MBDP
sistemi hesabin sahibini tespit agisindan kimlik dogrulamasi gerektirirken, token tabanli MBDP

ise 6deme yapmak i¢in kullanilan jetonun gegerliligini dogrulamayi gerektirir.
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MBDP uygulamasi gesitli avantajlarin yani sira ¢esitli risklere ve yeni hukuki tartigmalara
yol agmaktadir. MBDP sisteminde kisisel verilerin korunmasi ile mali su¢larin 6nlenmesi
arasinda dengenin nasil saglanacagi 6nemli bir konudur. Token tabanli MBDP’nin para olarak
m1 yoksa kisisel miilkiyet olarak m1 muamele gorecegi konusunda yasal netlik olusturulmasi
gerekmektedir. Yine MBDP’lerin faiz getirili olmasi segenegi de fikhi agidan degerlendirilmesi
gereken bir husustur. Bu ¢alisma MBDP’lerin muhtemel tasarim se¢eneklerini dikkate alarak
MBDP uygulamasmin Islam hukuku agisindan genel bir degerlendirmesini sunacaktir.
Anahtar Kelimeler: Para teorisi, para hukuku, dijital para, Merkez Bankasi dijital parasi, Islam
hukuku

AN EVALUATION OF CENTRAL BANK DIGITAL CURRENCIES (CBDC) IN
TERMS OF ISLAMIC LAW

Money has been transformed from tangible to intangible forms throughout human history.
This process has followed a path from commodity money to precious metals, then to paper
money and finally to digital forms. One of the prominent types of digital money on the agenda
today is central bank digital money (CBDC), which is still being discussed and researched by
monetary authorities around the world. In recent years, with the development of technological
opportunities, payments have largely been made digitally and the development of special digital
currencies such as cryptocurrencies has prompted central banks to consider issuing digital
currencies. Currently, many central banks around the world are conducting extensive studies
on CBDCs with different motivations.

CBDC is a form of digital money denominated in a country’s local currency that is a
direct obligation of the central bank. These currencies are issued by the central bank, are
available in electronic form, and can be shared peer-to-peer. There are various design and
implementation proposals for this new form of money, but it has yet to be implemented beyond
pilot studies. In fact, commercial banks and some other financial institutions, as institutions
with reserve or settlement accounts at the central bank, already have access to the wholesale
digital form of central bank money. The introduction of retail CBDC would make digital money
available to everyone.

There can be many types of CBDCs, depending on the design choice. CBDCs can be
publicly available (‘retail’) digital money or more limitedly accessible (‘wholesale’), reserved
only for banks and payment intermediaries. In the case of ‘direct’ CBDC implementation, an
account would be created at the central bank for each citizen, while in the case of ‘indirect’

implementation, banks and other intermediaries would create a special type of account for
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CBDC holders. Again, consumers’ access to CBDC could be either account-based or token-
based, the second one similar to today’s cash. Account-based CBDC requires authentication to
identify the account holder, while token-based CBDC requires verification of the validity of the
token that is used to make the payment.

The CBDC implementation brings various advantages as well as risks and new legal
debates. An important issue is how to balance the protection of personal data and the prevention
of financial crimes in the CBDC system. Legal clarity is needed on whether token-based CBDC
will be treated as money or property. The option of interest-bearing CBDCs is also an issue that
needs to be evaluated from the fighi perspective. This study will present a general evaluation
of CBDC implementation in terms of Islamic law by considering the possible design options of
CBDCs.

Keywords: Monetary theory, monetary law, digital currency, Central Bank digital currency,

Islamic law
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TURK YARGILAMA HUKUKUNDAKI DIiJITAL DELILLERIN iSLAM
YARGILAMA HUKUK SiSTEMIi ACISINDAN KANIT OLMA DEGERI

Taha YILMAZ"
Tarihi siiregte gergeklesen sosyal degisim olgusunun insanoglunun hayatini etkilemesi
kag¢inilmaz olmustur. Bu perspektiften bakildiginda hukukla sosyal degisim arasinda
kaginilmaz bir illiyet bagi vardir. Nitekim toplumun var oldugu her yerde bireyleri idare edecek
hukuk kurallar1 ve bu hukuk kurallarinin olusturdugu bir diizen olagelmistir. Hukuk kurallarini
inceledigimizde ise kaynak olarak dayanilan iki orijin bi¢imi karsimiza ¢ikmaktadir. Birisi ilahi
iradeye dayanan vahiy yoluyla esasinin biiytlik boliimiiniin belirlendigi hukuk sistemi, digeri ise
insanlarin akillar1 ve derin tecriibelerinin sonucunda bigimlendirdikleri hukuktur. Bu iki hukuk
diizeninin ana hedefi de temelde hak ve adaleti saglamaktir. Calismamizda Tiirk Pozitif
Hukuku’nun esas aldigi, sosyal degisim ve teknolojiye bagh olarak giinlimiizde ortaya ¢ikan
delil ve karinelerin Islam Hukuk sisteminin adalet anlayis1 agisindan kanit olma ve mesruiyet
degerlerini ortaya koyduk. Nitekim dijital deliller eski ¢aglarda olmay1p gliniimiiz diinyasinda
ortaya ¢ikmistir. Bu deliller iddia edilen bir fiilin ispatlanmasi i¢in hakim tarafindan
kullanilmaktadir. Bu deliller bilisim teknolojisiyle birlikte ortaya ¢ikmustir. Dijital deliller
skalasina, veri dosyalari, kurtarilmig silinmis dosyalar, kayip alanlardan kurtarilmis veriler,
dijital fotograf ve videolar, sunucu kayit dosyalari, e- posta, chat kayitlari, internet gegmisi,
web sayfalari, kayit logolari, abone kayitlar1 vb. seyler girmektedir. Biitiin bu deliller ceza ve
hukuk davalarinda hakimin maddi ger¢ege ulagsmasina yardim etmekte ve bir iz takip etmesini
saglamaktadir. Bu ¢alismamizda iki hukuk sisteminin delil ve karineleri yargilamada kanit
olarak kullanma bigimlerini tartisirken, metot olarak nitel yontemin metin analiz teknigini esas
aldik. Boylece iki hukukun ¢alisma sistemi ¢ergevesinde metinleri karsilastirma yoluna gittik.
Tiirk Yargilama Hukuk’undaki dijital delilleri Islam Hukuk sistemi agisindan inceleyerek
bunlarm Islam Hukuku acisindan kanit olma degerlerini irdelemeye ¢alistik.

Anahtar Kelimeler: Islam Hukuku, ispat, delil, bilisim, dijital

THE VALUE OF DIGITAL EVIDENCE IN TURKISH LAW OF JURISDICTION
FOR THE ISLAMIC JURISDICTION LAW SYSTEM

In the historical process, the phenomenon of social change has inevitably affected the life
of human beings. From this perspective, there is an inescapable causal link between law and
social change. As a matter of fact, wherever society exists, the rules of law that will govern

individuals and an order formed by these rules of law have always been. When we examine the
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rules of law, we come across two forms of origin on which they are based. One is the legal
system in which many principles are determined through revelation based on divine will, and
the other is the law that people shape as a result of their minds and deep experiences. The main
goal of these two legal systems is to provide rights and justice. In our study, we have put forward
the values of evidence and presumptions that emerged today depending on the social change
and technology that Turkish Positive Law is based on, being evidence and legitimacy in terms
of the understanding of justice of the Islamic Legal system. As a matter of fact, digital evidence
did not exist in ancient times, but emerged in today's world. These evidences are used by the
judge to prove an alleged act. These evidences have emerged with information technology. The
digital evidence scale includes data files, recovered deleted files, data recovered from lost
domains, digital photos and videos, server log files, e-mail, chat logs, internet history, web
pages, registration logs, subscriber logs, etc. things come in. All these evidences help the judge
to reach the material truth in criminal and civil cases and enable him to follow a trace. In this
study, we have taken the text analysis technique of the qualitative method as a method while
discussing the ways in which the two legal systems use evidence and presumptions as evidence
in the trial. Thus, we chose to compare the texts within the framework of the working system
of the two laws. We tried to examine the digital evidences in Turkish Judicial Law from the
point of view of the Islamic Law system and to examine their value as evidence in terms of
Islamic Law.

Keywords: Islamic law, evidence, evidence, informatics, digital
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YAPAY ZEKANIN iISLAM HUKUKUNDA EDA EHLIYETi UZERINDEN
DEGERLENDIRILMESI: iBADET YUKUMLULUGU ORNEGI

Yahya GUDENDEDE"*

Teknolojik gelismeler 151g1nda birgok icat gelistirilmistir. Bu icatlar i¢erisinde yapay zeka
yaklagik son yetmis yilda en ¢ok iizerine diisiiniilen kavramlardan biri olarak 6ne ¢ikmaktadir.
Glinlimiizde yapay zeka kapasitesine gore yapay dar zeka, yapay genel zekad ve yapay siiper
zeka bi¢iminde simiflandirilmaktadir. Bir diger siniflandirmaya gore ise yapay zeka; reaktif
makine, smirlt hafiza, zihin kurami ve 6z farkindalik seklinde isimlendirilen dortli bir
kategoriye sahiptir. Ulasilan verilere gore 6z farkindaliga sahip makinenin -en erken- yapay
genel zekd asamasinda ortaya ¢ikacagi ongoriilmektedir. Yapay genel zekanin gelistirilmesi
hususunda iimitvar beklentilerin yaninda yapay genel zekdya ulasilmasinin uzun siirebilecegi
diisiincesi de bulunmaktadir. Her ne kadar heniiz gelistirilmedigi ifade edilse de 6z farkindaliga
sahip bilin¢li bir makinenin imkan1 {izerinden psikoloji, felsefe, mithendislik ve hukuk gibi
cesitli sahalarda tartismalar yapilmaktadir. Hukuk sahasindaki ¢aligmalarda yapay zekanin arag
hiiviyetine odaklanilarak kisisel verilerin mahremiyeti ve korunmasi ile dava asistanlig1 gibi
vazifelerde kullanilip kullanilmayacagina yer verildigi goriilmektedir. Bunun yaninda bilingli
bir makinenin varlig1 ihtimalinden yola ¢ikilarak bilhassa otonomi kavrami gergevesinde yapay
zekanin hukuki kisiligi ve cezai sorumlulugu hakkinda cesitli fikirler 6ne siiriilmektedir.
Calismada hukuk sahalarmdan Islam hukukundaki verilere gore yapay zekanin eda ehliyeti
sahasima dahil ibadet yiikiimliiliigiinii ne derece haiz olabilecegi hakkinda bir degerlendirmeye
ulasilmas1 amaglanmaktadir. Bu calisma interdisipliner bir olgu olan yapay zekanm islam
hukukuna gore nasil konumlanabilecegi hakkinda bir fikir sunmas1 ve yapay zekanimn sosyal
bilimler diizleminde ele almmmasi agisindan 6nem tagimaktadir. Yontem, yapay zekanin
yukarida zikredilen tasnifleriyle Islam hukukunun yakim tarihte yazilmis kaynaklarindaki
ehliyet verilerinin mukayeseli bicimde incelenmesi seklindedir. Ulasilan veriler 1s181inda yapay
zekanin Islam hukukuna gére kisiliginin bulunmasmin ¢ok kolay olmadigi ve sdz konusu
problemlerden bazilarmin dogrudan yapay zekddan kaynaklanan problemler oldugu
anlasiimaktadir. Calismada interdisipliner ¢alismalarm artirilmasi, Tiirkiye ve ‘Islam diinyast’
seklinde ifade edilen cografyanin konuya 6zenle yaklagmasi, halihazirda diinyanin herhangi bir
yerinde yapay zeka alaninda c¢aligma yapan miihendis ve programcilarin yapay genel zekay1
gelistirme konusunda israrci olmamasi ve hatta bu gelistirme cabalarimdan vazgegilmesi

sunulacak Oneriler arasindadir.

Ars. Gor.,, Sivas Cumhuriyet Universitesi Hukuk Fakiiltesi Islam Hukuku Anabilim Dals,
ygudendede@cumbhuriyet.edu.tr, ORCID: 0000-0002-4773-7558.
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Anahtar Kelimeler: Islam hukuku, yapay zeka, hukuki kisilik, ehliyet

EVALUATION OF ARTIFICIAL INTELLIGENCE BASED ON COMPETENCE OF
ACT IN ISLAMIC LAW: EXAMPLE OF OBLIGATION TO WORSHIP

Many inventions have been developed in the light of technological developments. Among
these inventions, artificial intelligence stands out as one of the most thought-on concepts in
about last seventy years. Today, artificial intelligence is classified as artificial narrow
intelligence, artificial general intelligence and artificial super intelligence according to its
capacity. According to another classification, artificial intelligence; It has a four-category called
the reactive machine, limited memory, theory of mind, and self-awareness. According to the
data obtained, it is predicted that the machine with self-awareness will emerge -at the earliest-
in the stage of artificial general intelligence. In addition to the hopeful expectations for the
development of artificial general intelligence, there is also the idea that it may take a long time
to reach artificial general intelligence. Although it is stated that it has not been developed yet,
discussions are made in various fields such as psychology, philosophy, engineering and law
over the possibility of a conscious machine with self-awareness. In the studies in the field of
law, it is seen that artificial intelligence is focused on the vehicle identity and whether it can be
used in duties such as the privacy and protection of personal data and litigation assistance. In
addition, based on the possibility of a conscious machine, various ideas are put forward about
the legal personality and criminal responsibility of artificial intelligence, especially within the
framework of the concept of autonomy. In the study, it is aimed to reach an evaluation about
the extent to which artificial intelligence can have the obligation of worship, which is included
in the field of competence, according to the data in Islamic law, one of the fields of law. This
study is important in terms of presenting an idea about how artificial intelligence, which is an
interdisciplinary phenomenon, can be positioned according to Islamic law and considering
artificial intelligence on the level of social sciences. The method is in the form of a comparative
examination of the above-mentioned classifications of artificial intelligence and the
qualification data in the recent sources of Islamic law. In the light of the data obtained, it is
understood that it is not easy to find the personality of artificial intelligence according to Islamic
law and that some of the problems in question are directly caused by artificial intelligence.
Increasing interdisciplinary studies in the study, Turkey and the geography expressed as the
'Islamic world', approaching the subject carefully, engineers and programmers working in the

field of artificial intelligence in any part of the world do not insist on developing artificial
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general intelligence, and even abandoning these development efforts are among the suggestions

to be presented.

Anahtar Kelimeler: Islamic law, artificial intelligence, legal personality, qualification
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BiR FARAZI FIKIH MESELESI: DiJiITAL VARLIKLA EVLILIiK (CINSELLIiK
BAGLAMINDA iINSANSILARLA EVLILiK)

Yildiray SIPAHI"

Yapay zeka caginda dijitallesme kaynakli meydana gelen uygarligin hosnutsuzluklari ile

kars1 karstyayiz. Cinsellik merkezli teknolojik sorunlarm hukuki yapi taslariyla oynandigi bir
cag yasamaktayiz. Erkek ve kadmin once beyni simdi ise bedeninin teknolojik formu olan
insanst sorunu belirmistir. Sorunun derinligine indigimiz zaman ortaya ¢ikan insan beyninin
modellenirken libidosunun ihmal edilip edilmeyecegidir. i¢inde bulundugumuz modern
donemde bir¢ok sey gibi evlilikte tiiketilmeye yiiz tutmustur. Kur’an-1 Kerim’de bahsi gecen
sevgi, sefkat ve merhamet duygularina yiiklenen anlam, teknolojik imkénlarla nasil
karsilanacaktir? Kur’an bu ii¢ en temel insan duygusunu “siikiin (cinsel ve duygusal doyum)”
kavramu ile karsilamaktadir. Buna goére Kur’an bu duygularin kazaniminimn cinsellik temelli ve
cinsel emniyeti (ne-ke-ha) ifade eden aile ile olacagini belirtmistir. Aile kavrami bir yoniiyle
kadin ve erkegin birbirinden cinsel yonden istifade ederek iiremenin saglanmasi demektir.
Ayrica toplumun en kii¢lik yap1 tagini aile olusturmaktadir. Son zamanlarda giindemde dolasan
insansilarla (hiimanoid) evlilik, aile yapisma farkli perspektiften bakmamizi saglamistir. Bu
sebeple aile yapisini1 bozacak sekilde evlilige degisik bakis agisiyla bakan insanlarin cinsel
egilimlerinin de ¢esitli oldugunu goérmekteyiz. Bu diisiincenin altinda psikolojik ve sosyal
nedenlerle birlikte insansilarla evliligin dini hukukta (fikih/Islam hukuku) incelenmesine
ihtiyag vardir. insansilara hukuki statiiniin tanmip taninmayacagi ya da nasil bir statiiniin
taninmas1 gerektigi evlilik baglaminda dile getirilmelidir. Hukuk diizleminde ifade edilenleri
anlam yiikiiyle karsilayan ise ozgiir iradedir. O zaman nikah akdine, nikihin mevzuu (gayesi)
acisindan baktigimizda; ask oOzgiir iradeye bagliysa taraflarin birbirinden cinsel yonden

yararlanmasini miimkiin kilan akit insansilarla olabilir mi?
Anahtar Kelimeler: Hukuk, islam hukuku, nikah, yapay zeka, insansi, cinsellik, sukiin

A QUESTION OF HYPOTHETICAL FIQH: MARRIAGE WITH A DIGITAL ASSET
(MARRIAGE WITH HUMANOIDS IN THE CONTEXT OF SEXUALITY)

In the age of artificial intelligence, we are faced with the discontents of civilization arising
from digitalization. We live in an age where sexuality-centered technological problems are
played with law (legal) building blocks. The problem of the humanoid, which is the brain of
men and women first, and now the technological digital form of the body, has emerged. What

emerges when we delve into the depth of the problem is whether the libido will be neglected

* Dr. Ogr. Uyesi, Burdur Mehmet Akif Ersoy [lahiyat Fakiiltesi Fikih Anabilim Dal1, ysipahi@mehmetakif.edu.tr
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while modeling the human brain. In the modern era we live in, it has tended to be consumed in
marriage, like many other things. How will the meaning attributed to the feelings of love,
compassion and mercy mentioned in the Qur'an be met with technological opportunities? The
Qur'an meets these three most basic human feelings with the concept of "
tranquility/calm (sexual and emotional) satisfaction”. Accordingly, the Qur'an states that the
acquisition of these feelings will be based on sexuality and with the family, which expresses
sexual security (ne-ke-ha). The concept of family, in a way, means ensuring reproduction by
making use of each other sexually by men and women. Moreover the smallest building block
of society is the family. Marriage with humanoids, which has been on the agenda recently, has
enabled us to look at the family structure from a different perspective. For this reason, we see
that the sexual tendencies of people who look at marriage from a different point of view in a
way that disrupts the family structure are also diverse. Under this thought, there is a need to
examine marriage with humanoids in religious law (figh/Islamic law) together with
psychological and social reasons. Whether or not legal status should be granted to humanoids
or what kind of status should be granted should be expressed in the context of marriage. Free
will is the one that meets the meanings expressed in the legal plane. Then, when we look at the
marriage contract in terms of the subject (purpose) of the marriage; If love depends on free will,
can it be with contracting humanoids that make it possible for the parties to take advantage of

each other sexually?

Keywords: Law, Islamic law, marriage, artificial intelligence, humanoid, sexuality,
tranquilit
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DIJITAL TURKIYE PORTALI UYGULAMASI iLE SOSYAL GUVENLIK KURUMU
HIiZMETLERINE ERIiSIM

Aysegiil EKIN”

Tiim hukuk dallarinda oldugu gibi is ve sosyal giivenlik alaninda da dijitallesme 6nem
arz etmektedir. Kamu hizmetlerinin vatandaslara daha kolay sekilde ulagsmasini saglamak igin
teknolojinin sundugu imkanlardan devlet olarak faydalanilmis, www.turkiye.gov.tr. internet
sitesi lizerinden elektronik devlet (e-devlet) uygulamasi aktif olarak kullanilmaya baglanmustir.
E-devlet sistemi ile tek bir kapidan kamu hizmetlerine bilisim teknolojileri araciligi ile cok kisa
ve pratik sekilde ulasmak miimkiin olmustur.

1 Sayili Cumhurbaskanligi Kararnamesi ile Cumhurbaskanligina bagli 6zel biitgeli, kamu
tiizel kisiligini haiz, idari ve mali 6zerklige sahip Dijital Dontlisiim Ofisi kurulmustur. Ayni
kararnamede, dijital doniisiim, dijital teknolojilerin kullanim1 ve gelistirilmesi yoluyla
ekonomik ve sosyal refahin artirilmasina yonelik insan, is siirecleri ve teknoloji unsurlarinda
gergeklestirilen biitlinciil doniisiim olarak tanimlanmastir.

Sosyal giivenlik hukuku bakimindan bu uygulamay: degerlendirdigimizde, Sosyal
Giivenlik Kurumunun e-devlet {izerinden verdigi hizmetler ile sadece vatandaslar nezdinde
degil, ayrica devletin lehine de birgok fayda saglamaktadir. Ornegin, e-devlet iizerinden
sigortalilarin 4/I-a kapsaminda kendini bildirmesi hizmeti ile, hizmet s6zlesmesi ile calismaya
baslayan isci sigorta bildirimini kendisi de kolayca internet iizerinden yapabilecektir. Bu
sekilde bildirim yapilabildiginin iscilere kamu spotu gibi tanitimlarla anlatilmasi ile kayitdisi
istihdamla da miicadele edilebilecektir.

Sosyal Giivenlik Kurumu, e-devlet uygulamasi ile 4/I-a, 4/1-b, 4/l-c kapsaminda,
emeklilik iglemleri, hizmet dokiimleri, genel saglik sigortasi islemleri, bor¢ yapilandirmalari,
uzun ve kisa vadeli sigorta islemleri basta olmak tizere 143 entegre hizmet ve 16 kimlik
dogrulama hizmeti ile hizmet vermektedir. Bu hizmetlerin Sosyal Giivenlik Kurumu
bakimimdan kirtasiye masraflari, biirokratik islemleri ve nihayetinde calisan gorevlilerin is
yikiinii azalttig1 tartismasizdir. Sigortalinin kuruma giderek yapmasi gereken bir¢ok islemi
hizli ve kaliteli sekilde yapabilmesi, yine elektronik ortamda bir¢ok belgeye ulasmasi
memnuniyetin artmasmi da saglamaktadir. Ayni sekilde kisinin giinliik ¢aliyma hayatinda

yapacagi islemler i¢in ayrica vakit ayirmasina gerek kalmayacaktir.

*Dr. Ogr. Uyesi, RTEU Hukuk Fakiiltesi Is ve Sosyal Giivenlik Anabilim Dali, aysegul.ekin@erdogan.edu.tr.
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Dijitallesme de dikkate edilmesi gereken 6nemli bir konu veri giivenligidir. E-devlet
uygulamasinda da veri giivenligini saglamak icin sifreler, elektronik imza gibi kimlik
dogrulamasi yapilmasi portalin devamlilig1 ve giivenirliligi i¢in 6nem arz etmektedir.

Kararnamede e-devlet hizmetlerinden s6z ederken de “Dijital Tiirkiye” kavrami
kullanilmistir. Dolayistyla bildiri basliginda e-devlet portalindan bahsederken “Dijital Tiirkiye
Portali” olmasinin daha uygun oldugu diisiincesindeyiz. Bildiride e-devlet uygulamasinin
Sosyal Giivenlik Kurumu hizmetlerinin sosyal glivenlik hukuku kapsaminda sigortali ve kurum
nezdinde sagladig1 faydalar1 ve olabilecek riskleri degerlendirecegiz.

Anahtar Kelimeler: Sosyal giivenlik hukuku, dijital Tiirkiye, e-Devlet, veri giivenligi.

ACCESS TO SOCIAL SECURITY INSTITUTION THROUGH
THE DIGITAL TURKEY PORTAL APPLICATION

As in all branches of law, digitalization is also important in the field of business and social
security. In order to ensure that public services reach citizens more easily, the opportunities
offered by technology have been utilized by the state, www.turkiye.gov.tr. The electronic state
(e-government) application has been actively used on the website. With the e-government
system, it has been possible to reach public services from a single door in a very short and
practical way through information technologies.

With the Presidential Decree No. 1, the Digital Transformation Office was established
under the Presidency with a special budget, public legal personality, and administrative and
financial autonomy. In the same decree, digital transformation is defined as the holistic
transformation realized in human, business processes and technology elements to increase
economic and social welfare through the use and development of digital technologies.

When we evaluate this practice in terms of social security law, the services provided by
the Social Security Institution over e-government provide many benefits not only for the
citizens but also for the benefit of the state. For example, with the service of self-reporting of
the insured within the scope of 4/1-a via e-government, the worker who started to work with a
service contract will be able to easily make the insurance notification himself or herself over
the internet. It will be possible to fight against unregistered employment by explaining to the
workers that notification can be made in this way through promotions such as public service
announcements.

With the e-government application, the Social Security Institution provides 143
integrated services and 16 services, mainly pension transactions, service breakdowns, general

health insurance transactions, debt restructurings, long and short term insurance transactions,
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within the scope of 4/1-a, 4/1-b, 4/1-c. Provides authentication service. It is undisputed that these
services reduce stationery costs, bureaucratic procedures and ultimately the workload of the
employees for the Social Security Institution. The fact that the insured can go to the institution
to perform many transactions quickly and with high quality, and access to many documents in
the electronic environment also increases the satisfaction. In the same way, the person will not
need to spare time for the transactions he will do in his daily working life.

An important issue to be considered in digitalization is data security. In order to ensure
data security in e-government application, authentication such as passwords and electronic
signature is important for the continuity and reliability of the portal.

While talking about e-government services in the decree, the concept of "Digital Turkey"
was used. Therefore, we think that it would be more appropriate to have "Digital Turkey Portal”
when talking about the e-government portal in the title of the paper. In this paper, we will
evaluate the benefits and possible risks of the e-government application of Social Security
Institution services for the insured and the institution within the scope of social security law.

Keywords: Social security law, digital Turkey, e-government, data security
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UZAKTAN CALISMA MODELINDE ISCININ GOZETLENMESI VE
DENETLENMESI

Betiil ERKANLI BASBUYUK"

Uzaktan ¢alisma, eskiden beri kabul edilen bir ¢alisma modeli olmakla beraber, 6zellikle
Covid-19 pandemisinin ortaya ¢ikmasiyla birlikte, ¢alisanlarn sagligmin korunmasi ve
pandeminin yarattigi olumsuz etkilerden kagmilmasi agisindan 6nemli tedbirlerden ve ¢alisma
tiirlerinden biri olarak uygulanmaya baslamistir. Pandeminin ¢alisma yasamina Onemli
etkilerinden biri, uzaktan ¢alisma modelinin yayginlasmasidir. Pandemi siireciyle birlikte genis
capta uygulanmaya baslanan bu ¢alisma modeli, halen kimi isyerleri tarafindan benimsenmekte
ve uygulanmaya devam etmektedir.

Uzaktan ¢alisma, 4857 sayili is Kanunu’nun 14. maddesinde, “is¢inin, isveren tarafindan
olusturulan is organizasyonu kapsaminda is gérme edimini evinde ya da teknolojik iletisim
araclari ile isyeri disinda yerine getirmesi esasina dayalilsm ve yazili olarak kurulan is iliskisi”
olarak tanimlanmaktadir. S6z konusu tanim uyarinca uzaktan ¢aligma, hem evde galismay1 hem
de tele calisma olarak adlandirilan, teknolojik iletisim araglar1 ile isyeri sinirlar1 diginda isin
yerine getirildigi ¢caligma modelini kapsamia almaktadir.

Uzaktan ¢aligmanin yayginlasmasini takiben, calisma hayatinda pek ¢ok sorun ortaya
¢ikmistir. Bunlardan biri uzaktan ¢alisma modelini benimseyen isyerlerinde is¢ilerin isveren
tarafindan elektronik olarak g6zetlenip gozetlenemeyecegi ve bu gozetimin siirlari ile igveren
tarafindan is¢inin nasil denetlenecegi sorunudur. Zira uzaktan calismada is¢i fiziki olarak
isverenin denetiminde bulunan bir alanda g¢alismadigindan, isverenlerce is¢inin ¢aligsma
saatlerinde is gérme edimini ifa edip etmedigi, is dis1 faaliyetlerde bulunup bulunmadig, isyeri
bilgisayar1 ya da e-postasinin is dis1 sebeplerle kullanilip kullanilmadigi gibi hususlarda
denetimin nasil yapilacagi ve bu tiir bir denetimin sinirlarmin nasil belirleneceginin tespiti gii¢
olabilmektedir. Genellikle is¢inin ¢alisma ortaminin evi oldugu diisiiniildiigiinde, 6zel hayatin
gizliligi ve konut dokunulmazligi ¢ercevesinde konunun 6nemi daha belirgin olarak ortaya
¢ctkmaktadir.

Calismamizda uzaktan ¢alisma kapsaminda isverenin is¢inin denetlenmesi i¢in ne tiir
onlemler alabilecegi ve bunlarin sinirlari ile is¢inin sahsi ya da igveren tarafindan teslim edilen
bilgisayar ya da diger elektronik cihazlar tizerindeki gozetleme hakki incelenmeye ¢aligilacak,
is¢cinin temel hak ve Ozgiirliikkleri ile igverenin denetim hakki arasindaki dengenin sinirlar1

tartigilmaya caligilacaktir.

: Ars. Gor. Dr., Dokuz Eyliil Universitesi Hukuk Fakiiltesi Is ve Sosyal Giivenlik Hukuku Anabilim Dali.
betul.erkanli@deu.edu.tr.
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Anahtar Kelimeler: Uzaktan ¢alisma, evde ¢alisma, tele ¢caligma, is¢inin gozetlenmesi, is¢inin

denetlenmesi

ELECTRONIC SURVEILLANCE AND SUPERVISION OF EMPLOYEE
IN REMOTE WORK

Remote work has been implemented as an important measure and working model with
the emergence of the Covid-19 pandemic, in terms of protecting the health of employees and
avoiding the negative effects of the pandemic. An important impact of the pandemic on working
life is the widespread use of remote work. This working model, which has been commonly
applied during the pandemic, is still being implemented by some workplaces.

Remote work is defined in Article 14 of the Labor Law numbered 4857 as “working
relationship established in writing, based on the principle that the employee performs his/her
job within the scope of the work organization constituted by the employer at home or outside
the workplace with technological communication tools”. According to the definition, remote
work includes both working at home and teleworking, in which the work is carried out outside
the workplace with technological communication tools.

Due to the widespread implementation of remote work, many problems have emerged in
working life. Electronic surveillance and supervision of employees and the borders of the
subject matter are some of these problems. Because in remote work, since the employee does
not physically work in a working place under the control of the employer, it may be difficult
for the employer to determine whether the employee engages in non-work activities, whether
the workplace computer or e-mail is used for non-work reasons and to supervise the working
hours of the employees. Since the workplace is usually the employee’s home in this working
model, the importance of the subject emerges more distinct within the framework of privacy

and inviolability of residence.

In this study, electronic surveillance of the employee and what measures can be taken
regarding the supervision of the employee and the limits of this supervision, will be tried to be
examined within the scope of remote work, and the balance between the employee’s

fundamental rights and freedoms and the employer's right to supervise will be discussed.

Keywords: Remote work, working at home, teleworking, electronic surveillance of employee,

supervision of employee
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5953 SAYILI BASIN iS KANUNUNA EKLENEN “INTERNET HABER SiTELERI”
IBARESININ BASIN I$ KANUNUNA TABI GAZETECILERIN TESPITI
YONUNDEN DEGERLENDIRILMESI

Burcu EZER"

Kitle iletisim araglarinda ortaya g¢ikan teknolojik gelismeler, gazetecilik ve medya
alaninda koklii degisikliklere neden olmustur. Internet teknolojisiyle birlikte, geleneksel medya
ve gazetecilik anlayist bigim degistirmistir. Haberlere ulagsmak yoniinden geleneksel
gazeteciligin (basili yaym, radyo ve televizyon) yerini dijital uygulamalar (internet haber
siteleri, sosyal medya platformlari vb.) almaya baslamistir. Gazetecilik faaliyetleri basta olmak
iizere ¢esitli amaclara hizmet eden ¢ok sayida dijital yayin platformu ortaya ¢ikmustur.

Medya ve gazetecilik alaninda yasanan bu gelismeler, Tiirk basin mevzuatinda bir siire
kendine karsilik bulamamistir. Ozellikle 13.06.1952 tarih ve 5953 sayili Basin Mesleginde
Calisanlarla Calistiranlar Arasmdaki Miinasebetlerin Tanzimi Hakkida Kanun (Basmn Is
Kanunu), basm is hukuku uygulamalar1 yoniinden giinceli yakalamak konusunda yetersiz
kalmistir. Bu eksikligi gidermek ve mevzuatta gerekli degisiklikleri yapmak adina diizenlenen
ve 12.03.2014 tarihinde Tirkiye Biiyilkk Millet Meclisi (TBMM) Adalet Komisyonu
Baskanligina sunulan “Basin Kanunu ve Bazi Kanunlarda Degisiklik Yapilmasima Dair Kanun
Tasaris1” taslagi ise hiikiimstiz kalmgtir.

26.05.2022 tarihinde TBMM Adalet Komisyonu Bagkanligina sunulan ve basin
mevzuatina iliskin ¢esitli konularda diizenlemeler iceren “Basin Kanunu ile Bazi1 Kanunlarda
Degisiklik Yapilmasina Dair Kanun Teklifi”, 18.10.2022 tarih ve 31987 sayil1 Resmi Gazete’de
yayimlanarak yasalasmistir. 7418 sayili Basn Kanunu ile Bazi Kanunlarda Degisiklik
Yapilmasina Dair Kanunla, siireli bir yaym tiirii olarak internet haber sitelerinin kapsami1 ve
faaliyetleri; basin kart1 bagvurusu, tiirleri ve basim kart1 almanin sartlari; halki yaniltic bilgileri
alenen yayma sucgu ve internet ortaminda yapilan yayimlarin denetlenmesi gibi ¢esitli hususlarda
diizenlemelere gidilmistir. 7418 sayili Kanunla ayrica, 5953 sayih Basm Is Kanunundaki
kanunun kapsamini diizenleyen 1. maddeye “internet haber siteleri” ibaresi eklenmistir.
Boylelikle internet haber sitelerinde fikir ve sanat islerinde ¢alisan ve 4857 sayili Is Kanununda
yer alan is¢i tamimmin disinda kalan kimseler de Basin Is Kanununun kapsamina almmustur.

Bu calismada, Basim s Kanununa eklenen “internet haber siteleri” ibaresinin kapsamma
aldig1 isyerleri ve gazetecilerin kimler oldugunu tespit etmek; devamla, Basin Is Hukuku

yoniinden gergeklesen bu degisikligin, giincel gelismeler ve yeni nesil dijital gazetecilik

* Ars. Gor. Dr., Anadolu Universitesi Hukuk Fakiiltesi, Is ve Sosyal Giivenlik Hukuk Anabilim Dal, ORCID:
0000-0003-4376-656X, burcuezer@anadolu.edu.tr.
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uygulamalar: 1s1ginda ihtiyaglar1 karsilamakta yeterli olup olmadigi hususunu incelemek
amac¢lanmaktadir.
Anahtar Kelimeler: Basin Is Kanunu, gazeteci, internet haber siteleri, dijital medya, internet

gazeteciligi

THE EVALUATION OF THE PHRASE “INTERNET NEWS SITES” ADDED TO
THE PRESS LABOUR ACT NO 5953 IN TERMS OF DETERMINATION OF THE
JOURNALISTS SUBJECT TO THE PRESS LABOUR ACT

Technological developments in the mass media have caused radical changes in the field
of journalism and media. With the internet technology, the conventional media and journalism
understanding has changed. In terms of reaching the news, conventional journalism (printed
broadcasting, radio, and television) has started to be replaced by digital applications (internet
news sites, social media platforms, etc.). Many digital broadcasting platforms have emerged
that serve various purposes, especially journalism operations.

These developments in the field of media and journalism did not find a response in the
Turkish press legislation for a while. In particular, the Act about the arrangement of relations
among the employees and employers in the area of press, dated 6/13/1952 and numbered 5953
(Press Labour Act), was insufficient to keep up to date with press labour law practices. To make
up for this deficiency and to make the necessary changes in the legislation, the draft act on
amending the Press Act and Some Acts was submitted to the Presidency of the Justice
Committee of the Grand National Assembly of Turkey (GNAT) on 3/12/2014, but it didn't pass
into law.

The draft act on amendments to the Press Act and Some Acts, which contains regulations
on various issues related to the press legislation, was submitted to the Presidency of the Justice
Committee of GNAT on 5/26/2022 and was published in the Official Gazette dated 10/18/2022
and numbered 31987. With the Act about the Amendment of the Press Act and Some Acts No.
7418, regulations were made on various issues, for example, on the scope and the activities of
internet news sites as a type of periodicals; the press card application, the types and the
conditions for obtaining a press card; the crime of publicly disseminating misleading
information and the supervision of broadcasts on the internet. In addition, with Act No. 7418,
the phrase “internet news sites” was added to the Press Labour Act No 5953, Article 1, which
regulates the scope of the act. Thus, those who work in the intellectual and artistic works on
internet news sites and who are out of the scope of the employee definition in the Labour Act

No. 4857 are also included in the scope of the Press Labour Law.
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This study aims to examine whether this change in Press Labour Act is sufficient to meet
the needs in the light of current developments and new-generation digital journalism practices,
and to determine which workplaces and journalists are included in the scope of the phrase

“internet news sites” added to the Press Labour Act.

Keywords: Press Labour Act, journalist, internet news sites, digital media, internet journalism
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DIJITALLESMENIN CALISMA ILIiSKIiLERI UZERINDE CiFT YONLU ETKISi:
“GORUNURDE” OZGURLUKLER, “GERCEKTE” DAHA SIKI BIR BAGIMLILIK
ILISKiSI LEHINE GELISMELER VE OLASI RISKLER

Deniz UGAN CATALKAYA®

Bilgi ve iletisim teknolojilerinin bir araya gelerek gelismesi, bilgiye erisim saglama ve
diinyanin herhangi bir noktasi ile iletisim kurmanin her an her yerde olanakli hale gelmesi,
insanligin 6zgiirlesmesi ve aslinda takip edilebilir/bagimli hale gelmesi arasinda var olan
gerilimi artwrmistir. Kuskusuz bu gerilim, ¢alisma yasamma da yansimaktadir. Bir yandan
dijitallesme, is¢inin is gérme ediminin ifasini kolaylastirdigi gibi, sagladigi hiz, kolaylik ve
mekandan bagimsizlik sayesinde hem is¢i i¢in hem isin organizasyonu agisindan zaman
kazanmak anlamia da gelmektedir. Diger yandan dijital ¢cag, isverenin is¢i lizerindeki denetim
olanaklarmin da ¢ok degisik boyutlar kazanmasina, siber gézetim olarak adlandirabilecegimiz
takibin adeta sinirsiz hale gelmesi riskine de yol agmaktadir.

Diger bir ifadeyle, is¢inin is gorme edimini yerine getirirken yararlandigi dijital
teknolojiler ve bunun gerektirdigi uzmanlik, bir anlamda is¢inin “6zerklesmesini” saglarken;
bu durum, isyerindeki bilgi akis1 ve talimat verme yontemlerini de alt {ist ettigi i¢in, igyerinin
organizasyonel yapist iizerinde de etkili olmaktadir. Iscilerin is gérme edimini yerine getirirken
kazandiklar1 s6ylenen 6zerklik ise; teknolojik gelismenin ayn1 zamanda izleme ve denetleme
olanaklarmi da giiclendirmesi nedeniyle, bagimlilik iligkisinin ger¢cek anlamda zayiflamasi
sonucunu dogurmamaktadir. Dolayisiyla teknolojik gelismelerin etkisiyle, bagimli caligmanin
ugradig1 degisimin, ozgiirliikler lehine olmas1 goriiniirde kalmakta; 6zde, is yasami ile 6zel
yasam arasindaki sinirin siliklesmesi, is¢iyi ve 6zel yasam alanini olumsuz etkileyebilmektedir.

Isverenin korunmaya deger menfaatlerine dayanan, drnegin veri giivenligi gibi mesru
gerekgelerle uygulayabildigi izleme ve denetleme yontemleri, yapilan isin en ince ayrintisina
kadar, siirekli ve yakindan takip edilmesine (ziyaret edilen internet sitelerinin tespit edilmesi ve
kaydinin tutulmast; e-postalarin icerigi ve eklerinin denetlenmesi; is¢inin bilgisayarinin basmna
gectigi ve oradan ayrildigi anm, calisma siiresinin, is¢inin konumunun tespit edilmesi,
performansmin 6lgiilmesi ve gerektiginde kamerayla izlenmesine) hizmet etmektedir. Dahasi
bu izleme yontemleri kimi zaman ¢alisma saatlerinin de 6tesine gegebilmekte, is¢inin 6zel ve
aile yasamma, dinlenmeye, sosyallesmeye ayirmasi gereken zamana tasabilmektedir. Onceleri,
isveren veya vekilinin gbzetimi altinda, bagimli olarak is gordiigii belirtilen is¢i; artik, her an,

her yerde, yazili, sesli ve hatta goriintiilii olarak ulasilabilir ve denetlenebilir hale gelmis; izleme

* Dr. Ogr. Uyesi, Kadir Has Universitesi Hukuk Fakiiltesi is Hukuku ve Sosyal Giivenlik Hukuku Anabilim Dali,
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ve denetleme, smir tanimaz, kesintisiz, yorulmaz ve kimi zaman goriinmez bir yonteme
donlismiistiir.

Boylece paradoksal bicimde hem isciye Ozerklik saglama hem de esasinda igverenin
denetim olanaklarii giliglendirme yoniinde dogurdugu etkilerle ¢aligma yasamina damgasini
vuran dijitallesme, hukuk sistemlerinin ¢dziim iiretmesini gerektiren yeni hukuki sorunlar
giindeme getirmektedir. Hukuk sistemimizde bu konuda yargiya yansiyan uyusmazliklarin
Anayasa Mahkemesi ve Yargitay tarafindan ¢6ziime kavusturulmasi, bu nedenle ¢ok yonlii ve
hi¢ de kolay olmayan bir cabayr gerektirmektedir. Bu kapsamda, is¢i ve igverenin karsilikli
menfaatlerinin dogru sekilde dengelenmesi ve is¢inin temel haklarmin ihlal edilmesi riskini
barindiran uyusmazliklarda dogru ve adil sonucglara ulasilabilmesi i¢in ¢agin dur durak
bilmeyen gelismelerinin takip edilmesi gerektigi gibi, Avrupa Insan Haklar1 Mahkemesinin
konuya iscinin temel haklarmnin korunmasi amacli yaklasgimimin da dikkate alinmasi 6nem
tasimaktadir.

Anahtar kelimeler: Is iliskileri, bagimlilik iliskisi, dijitallesme, siber gdzetim, is¢inin temel
haklar1

THE BIDIRECTIONAL IMPACT OF DIGITALIZATION ON LABOUR
RELATIONS: DEVELOPMENTS “SEEMINGLY” IN FAVOUR OF FREEDOMS, “IN
FACT” IN FAVOUR OF A STRICTER DEPENDENCY AND POTENTIAL RISKS

The combination and development of information and communication technologies, the
possibility to access information and to communicate with any point in the world, anywhere,
anytime, increased the tension between humanity’s emancipation and becoming
traceable/dependent. Undoubtedly, this tension reflects also on working life. On the one hand,
digitalization not only facilitates the performance of the worker’s job but also means gaining
time both for the worker and for the organization of the work through the agility, convenience
and mobility it provides. On the other hand, the digital age also leads to the risk that the control
capabilities of the employer over the worker gain very different dimensions, and cyber
surveillance becomes almost unrestricted.

In other words, the digital technologies that the worker uses while performing their job
and the expertise required by this, in a sense, ensure the “autonomy” of the worker; this situation
also has an impact on the organizational structure of the workplace, as it overturns the
information flow and the methods of giving instructions in the workplace. The autonomy that
is said to be gained by the workers does not result in dilution of the dependency relationship
between the worker and the employer since technological development also strengthens

monitoring and inspection methods. Therefore, with the impact of technological developments,
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the dependent work changes seemingly in favour of freedoms; in essence, the blurring of the
border between work and private life can adversely affect the worker and their private life.
Monitoring and inspection methods (such as detecting and keeping track of visited
websites; checking the content and attachments of e-mails; measuring the working time, the
performance of the worker; determining the location of the worker; video-surveillance when
necessary), which are based on the employer’s interests worthy of protection, for legitimate
reasons such as data security, serve for the elaborate, continuous and close surveillance of the
work. Moreover, these monitoring methods can sometimes go beyond working hours and
exceed the limits between the working hours and the time the worker should devote to their
private life and family, recreation and socialization. The worker, who was once stated to be
working dependently under the supervision of the employer or their representative, now has
become accessible and controllable anytime, anywhere, even visually. Monitoring and control
have turned into a limitless, uninterrupted, inexhaustible and sometimes invisible method.
Thus, paradoxically, digitalization, which affects the working life at once by providing
autonomy to the worker and strengthening the surveillance capability of the employer, brings
new legal problems that require legal systems to offer solutions. In our legal system, the
resolution of disputes by the Constitutional Court and the Court of Cassation, therefore, requires
a sophisticated and demanding effort. In this context, to correctly balance the opposite interests
of the employer and the worker and to reach correct and fair results in disputes involving the
risk of violating the worker's fundamental rights, the era's unceasing developments should be
followed. It is also essential to consider the European Court of Human Rights approach that
protects the worker's fundamental rights.
Keywords: Labour relations, dependency relationship, digitalization, cyber surveillance,

employee’s fundamental rights
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GUNCEL ANAYASA MAHKEMESi KARARLARI ISIGINDA iSCININ WHATSAPP
PAYLASIMLARININ ISVERENIN FESIH HAKKINA ETKISI

Dilek DULAY YANGIN®

Dijitallesme ile birlikte Facebook, Twitter, Instagram gibi sosyal medya kullanimimin ve
paylagimlariin yayginlasmasi; kisiler arasi iletisimin WhatsApp ve Messenger gibi ¢evrimigi
uygulamalar ile olanakli hale gelmesi hukukun diger alanlarin da oldugu is hukuku bakimindan
da cesitli sorunlarla beraberinde getirmistir. Is iliskisi devam ettigi siirece isverene hukuki
olarak bagimli olan is¢i sadakat borcu altinda olup isverene ekonomik ve ticari bakimdan zarar
verecek, meslek sirlarmi ifsa edecek nitelikte agiklamalardan kaginmakla ve igverenin ¢ikarina
aykir1 davranmamakla yilikiimliidiir. Bununla birlikte tiim ger¢ek kisilerin sahip oldugu temel
hak ve ozgiirliikler isciler bakimindan da is iligskisi kapsaminda s6z konusu olup temel bir hak
olan ifade hiirriyetinin yonetim hakkina sahip olan isveren karsisinda korunmasi gerekmektedir.
Bilgi ve iletisim teknolojilerinde meydana gelen degisim ve gelisim ile birlikte iscilerin
aralarinda kurmus olduklar1 ¢evrimigi anlik sohbete imkan veren WhatsApp gruplarinda
yaptiklar1 paylagimlarin igverenler tarafindan is sdzlesmesinin feshine gerekge gosterildigi ve
uyusmazlik konusu olarak mahkemelerin 6niine geldigi goriilmektedir. Ozellikle bireysel
basvuru hakkimin tanmmasindan sonra Anayasa Mahkemesi’nin is¢inin temel hak ve
hiirriyetlerinin korunmasina iligkin esaslarinin ortaya kondugu ictihatlar1 6nemli bir kaynak
olarak karsimiza ¢ikmaktadir.

Anayasa Mahkemesi, 07/04/2021 tarihli 2017/35488 no.lu karar1 ile bankada miifettis
olarak ¢alisan igs¢inin WhatsApp isimli telefon uygulamasinda paylastigi1 fotograf sebebiyle is
akdinin feshedilmesine iliskin olayda is¢inin ifade Ozgiirliigii ile igverene karsi sadakat
yiikkiimliiliigii arasinda kurulacak dengeye iliskin tespitlerde bulunurken; 07/10/2021 tarihli ve
2018/33476 no.lu kararinda belediyede sosyolog olarak calisan bagvurucunun bir kdse yazisi
ve calistigi kurumun WhatsApp grubunda yaptig1 paylasim gerekge gosterilerek is akdinin
feshedilmesi baglaminda ifade hiirriyeti ile isverenin seref ve itibarinin korunmasi hakki
arasinda ne sekilde adil denge olusturulabilecegine iliskin kriterleri ortaya koymustur.
WhatsApp mesajlasma programi kullanilarak yapilan yazismalarin isveren tarafindan
incelenmesi ve bu yazismalar gerekce gosterilerek is akdinin feshedilmesinin is¢inin diger
temel haklarindan sayilan 6zel hayata sayg1 hakki ile haberlesme hiirriyeti bakimindan da ele
alinmas1 gerekmektedir. Anayasa Mahkemesi 28/12/2021 tarihli 2018/34548 no.lu kararinda

teknolojik gelismelerin imkanlarindan yararlanmak isteyen igverenlerin bilgisayar, internet, e-
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posta gibi iletisim arag ve gereclerini ¢alisanin kullanimina sunmasi nedeniyle olusan
uyusmazliklarda isverenin menfaatleri ile is¢inin temel hak ve Ozgiirliikleri arasinda bir
dengeleme yapma gerekliligi dogdugunu belirterek WhatsApp programu igerisinde ileri siiriilen
ifadelerin feshe dayanak teskil etmesine yonelik olarak 6zel hayatin gizliligi ve haberlesme
hiirriyeti baglaminda onemli tespitlerde bulunmustur. Anayasa Mahkemesi’nin, anilan
kararlarda yaptig1 incelemelerde Avrupa Insan Haklar1 Mahkemesi’nin metodolojisini
benimseyerek devletin pozitif yiikiimliiliikklerine ve usuli giivencelere isaret ettigi ve
basvurucularin temel haklarina yapilan miidahalenin mesru bir amaca dayanip dayanmadigi,
makul ve orantili olup olmadigi kriterlerini gz Oniinde tuttugu gorilmektedir. Biz bu
tebligimizde Anayasa Mahkemesi'nin is¢inin WhatsApp paylasimlarmin isverenin fesih
hakkina etkisini “ifade hiirriyeti”, “6zel hayatin gizliligi” ve “haberlesme hiirriyeti” baglaminda
ele aldig1 kararlarmi inceleyerek dneriler sunmaya calisacagiz.

Anahtar Kelimeler: Is¢inin WhatsApp paylasimlari, ifade hiirriyeti, haberlesme hiirriyeti,

is¢inin sadakat borcu, 6zel hayata saygi

THE EFFECT OF THE WHATSAPP POSTINGS OF WORKER ON THE RIGHT TO
TERMINATION OF THE EMPLOYER IN CONSIDERATION OF CURRENT
CONSTITUTIONAL COURT DECISIONS

As a result of digitalization, the widespread use of social media and shares on these
platforms such as Facebook, Twitter and Instagram; also the fact that interpersonal
communication has become possible via online applications such as WhatsApp and Messenger
have caused various problems in terms of labor law, as well as other areas of law. As long as
the employment relations continues, the employee, who is subjected to the employer
juristically, has to be loyal and is obliged to avoid statements that reveal professional secrets,
and harm the employer economically and commercially and not to act against the benefits of
the employer. However, the fundamental rights and freedoms of all natural people are also
discussed as a part of the employment relations for the workers, and the freedom of expression
as a fundamental right has to be protected against the employer, who has the right to manage.
It has been seen that along with the changes and developments in information and
communication technologies, the shares of the employees in WhatsApp groups that enables
online instant chat among them are stated as a reason for the termination of the employment
contract by the employers and brought to the courts as a subject of dispute. Especially after the
recognition of the right of individual application, the jurisprudence of the Constitutional Court,
which sets out the principles regarding the protection of the fundamental rights and freedoms

of the workers, has become an important source.
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The Constitutional Court, with its decision no. 2017/35488 dated 07/04/2021, has
determined the balance to be established between the freedom of expression of the employee
and the obligation of loyalty to the employer in the case of the termination of employment
contract due to the photograph which is shared on a phone application called WhatsApp by an
employee working as an inspector in the bank; and in the decision dated 07/10/2021 and
numbered 2018/33476, it has presented the criteria related to how a fair balance should be
constructed between the freedom of expression and the right to protect the honor and reputation
of the employer as a part of the termination of the employment contract justifying a column
written by the aplicant who works as a sociologist at the municipality and a post he shared on
the WhatsApp group of the institution he works for. Being investigated of correspondence
written on the application called WhatsApp by the employer and being terminated of the
employment contract justifying these correspondences have to be discussed in terms of the right
to respect private life and the freedom of communication which are among the other
fundamental rights of the employee. In its decision dated 28/12/2021 and numbered
2018/34548, The Constitutional Court has determined within the context of the right to privacy
and freedom of communication about the statements presented on WhatsApp application
intended for constituting a basis for the termination by stating that there should be a balancing
act between the benefits of the employer and the fundamental rights and freedoms of the
employee when there are disputes where the employers who want to benefit from the
opportunities of the technological developments and provide communications tools such as
computers, the internet and e-mail to the employees. When the aforementioned decisions are
examined by the Constitutional Court, it is seen that by adopting the methodology of the
European Court of Human Rights, it indicates the positive obligations of the state and
procedural guarantees, and considers the criteria whether the interference with the fundamental
rights of the applicants is based on a legitimate aim, and if this is reasonable and proportional.
In this paper, we are going to present suggestions by examining the decisions of the
Constitutional Court on the effect of the WhatsApp shares of the employee on the right to
terminate of the employer in the context of "freedom of expression™, "the right to privacy" and
"freedom of communication™.

Key Words: WhatsApp shares of the employee, the freedom of expression, the freedom of

communication, the obligation of loyalty, the respect to private life
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DIJITALLESMENIN ISYERI KAVRAMINA ETKIiSi
Duygu CELEBI DEMIR"

Isyeri, is hukukunda 6nem tasiyan bir kavramdir. Nitekim is hukukunun uygulama alanini
isyeri olusturmaktadir. Bu baglamda 4857 sayili Is Kanunu’nun 2. maddesinde isyeri, isveren
tarafindan mal veya hizmet iiretmek amaciyla maddi olan ve olmayan unsurlar ile is¢inin
birlikte orgiitlendigi birim olarak tanimlanmustir. Bununla birlikte Is Kanunu, isverenin
isyerinde iirettigi mal veya hizmet ile nitelik yoniinden bagliligi bulunan ve ayni yonetim
altinda Orgiitlenen yerler (isyerine baglh yerler) ile dinlenme, ¢cocuk emzirme, yemek, uyku,
yikanma, muayene ve bakim, beden ve mesleki egitim ve avlu gibi diger eklentiler ve araglar
da isyerinden sayilacagini ifade etmistir. Bu noktada isyeri, isyerine bagli yerler, eklentiler ve
araclar ile olusturulan is organizasyonu kapsaminda bir biitiin olarak kabul edilmistir.

Teknolojik gelismelerin olaganiistii hiz kazanmasi, yaygin bir bigimde bilgisayar
kullanimina ve otomasyona gecilmesi neticesinde sanayi toplumundan bilgi toplumuna gecis
stireci hizlanmistir. Teknolojik gelismelere paralel olarak ortaya ¢ikan yeni iiretim teknikleri ve
bilgi teknolojisinin gelisimi ile tiretimde bilgi, sermayenin Oniine ge¢mistir. Bu durum emegin
yogun oldugu teknolojiden, bilginin yogun oldugu teknolojiye gecilmesine sebep olmustur.
Yeni teknolojiler isgiiciine duyulan ihtiyaci nispi olarak azaltmis; isgiicii talebi ¢ok sayida
niteliksiz is¢iden, bilgisayarin basinda calisan az sayida nitelikli isciye dogru kaymistir.
Belirtilen faktorler ayni zamanda iiretim bigimlerini, siirelerini ve yerlerini degistirmistir.
Ozellikle kiiresellesmenin de etkisiyle uluslararasi piyasalarda daha giiclii sekilde yer almak
isteyen igverenlerin rekabet giiclerini artirmak icin iiretimlerini daha hizli ve daha ucuz
gerceklestirme amaci, onlar1 isgiicii maliyetini azaltma arayismna yonlendirmistir. Ugiincii
Sanayi Devrimi etkisindeki diinyada, tiiketimin hizli artisi, kaynaklarm tiikeniyor olmasi,
cevresel kaygilarin artmasi gibi dinamikler, siirdiiriilebilir, verimli ve etkin ¢alisma yontemleri
arayigini ortaya ¢ikarmustir. Bu durum da Doérdiincli Sanayi Devrimini baglatmistir. Teknolojik
gelismeler ve dijitallesme is hukukunun temel kavramlarinin degisimini de beraberinde
getirmistir.

Calisma hayatinin her alaninda kendini gosteren dijitallesmenin igyeri kavram iizerindeki
etkisi yadsinamaz bir sekilde ortaya ¢ikmaktadir. Zira dijitallesmeyle isgin belirli bir fiziksel
mekanda goriilme zorunlulugunun ortadan kalktig1 gézlenmektedir. Dijitallesmenin bir sonucu
olarak giiniimiizde pek ¢ok is sanal platformlar veya internet iizerinden yapilabilmekte, evden

calisma, uzaktan calisma gibi esnek calisma modelleri kendini daha ¢ok gostermektedir. Bu
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baglamda is¢iler belirli bir isyerinde degil de teknolojinin getirdigi imkanlarla neredeyse her
yerde ¢alisabilir hale gelmektedir. Internet temelli uygulamalar sayesinde artik ¢alismalar sanal
isyerlerinde gerceklesebilmektedir. Ortaya ¢ikan yeni ¢alisma iligkileri igsletmelerin verimlilik
seviyelerini ve kar oranlarini arttirmaya odaklandigindan is¢iler bakimmdan yeni sorunlar1 da
beraberinde getirmistir. Bu noktada teknolojik gelismelerin dogurdugu yeni istihdam
bicimlerinin iscilerin korunma ihtiyact géz Oniinde tutularak yeniden tanimlanmasi
gerekmektedir. Dijitallesmenin etkisiyle Is Kanunu’nda klasik isyeri kavramina iliskin pek ¢ok
yasal diizenlemenin uygulanmasinda birtakim sorunlar ortaya ¢ikmaktadir. Bu noktada sz
konusu ¢alismamiz kapsaminda dijitallesme ile degisen igsyeri kavramina bagli olarak is saghgi
ve giivenligi hiikiimlerinin uygulanabilirligi, sendikal Orgiitlenme, isverenin koruma
yukiimliligl, is kazasi smirlarmin ¢izilmesi ve bagimlilik unsuru degerlendirilmeye
calisilacaktir.

Anahtar Kelimeler: Isyeri, dijitallesme, sanal isyeri

THE EFFECT OF DIGITALIZATION ON THE ESTABLISHMENT CONCEPT

Establishment is an important concept in labor law. Indeed the field of application of labor
law is the establishment. In this context, in Article 2 of the Labor Law No. 4857, the
establishment is defined as the unit wherein the employees and material and immaterial
elements are organised with a view to ensure the production of goods and services by the
employer. In addition, the Labor Law states all premises used by reason of the nature and
execution of the work and organised under the same management, including all facilities
annexed to the establishment such as rest rooms, day nurseries, dining rooms, dormitories,
bathrooms, rooms for medical examination and nursing, places for physical and vocational
training and courtyards as well as the vehicles are deemed to be part of the establishment. At
this point, the establishment has been accepted as an integrated organisational entity within the
meaning of the annexed and adjunct facilities and vehicles.

As a result of the extraordinary acceleration of technological developments and the
widespread use of computers and automation, the transition process from industrial society to
information society has accelerated. New production techniques emerging in parallel with
technological developments and with the development of information technology, information
in production has taken precedence over capital. This situation has led to the transition from
labor-intensive technology to information-intensive technology. New technologies have
relatively reduced the need for labor; labor demand has shifted from a large number of unskilled

workers to a small number of skilled workers working at the computer. The mentioned factors
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also changed the forms, durations and places of production. Especially with the effect of
globalization the aim of making their production faster and cheaper in order to increase the
competitiveness of employers who want to take a stronger place in international markets has
led them to seek to reduce labor costs. In the world under the influence of the Third Industrial
Revolution, dynamics such as the rapid increase in consumption, the depletion of resources,
and the increase in environmental concerns have revealed the search for sustainable, efficient
and effective working methods. This situation started the Fourth Industrial Revolution.
Technological developments and digitalization have brought about the change in the basic
concepts of labor law.

The effect of digitalization, which manifests itself in all areas of working life, on the
concept of establishment is undeniable. With digitalization, it is observed that the necessity of
seeing the work in a specific physical place has disappeared. As a result of digitalization, many
jobs can be done on virtual platforms or the internet today, and flexible working models such
as working from home and working remotely are showing themselves more. In this context,
workers become able to work almost everywhere, not in a particular establishment, but with the
opportunities brought by technology. As the new working relations that emerged focused on
increasing the productivity levels and profit rates of the enterprises, it brought new problems
for the workers. At this point, new forms of employment created by technological developments
need to be redefined by taking into account the need for workers' protection. With the effect of
digitalization, some problems arise in the implementation of many legal regulations regarding
the classical establishment concept in the Labor Law. At this point, within the scope of our
work in question, the applicability of occupational health and safety provisions, union
organization, employer's obligation to protect, drawing the boundaries of occupational
accidents and the element of dependency will be tried to be evaluated depending on the concept
of establishment that has changed with digitalization.

Keywords: Establishment, digitalization, virtual establishment
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DIJITAL GOZETLEMEDE iSCININ MAHREMIYET HAKKI
Fatih AYDIN"

Dijital diinya tiim hukuk dallarinda oldugu gibi is hukukuna da sirayet etmis, biligim
alanindaki geligsmeler isletmeleri yakindan etkilemistir. Otomasyon ve yapay zekanin
yayginlagsmasiyla insan emeginin onem ve degeri azalma riskiyle karsi karsiya kalmistir.
Uzaktan ¢aligma, evde ¢alisma, tele calisma gibi yeni ¢aligma tiirlerinde yaygmlhigin arttigi bu
donemde isle ilgili talimat ve raporlar sanal ortam diizlemine kaymustir.

Isverenler web tabanli platformlar1 sadece reklam, satis, pazarlama veya isletme/ise
iliskin talimat verme amaciyla kullanmamaktadir. Bilisim teknolojisi sayesinde verimlilik ve 1s
takibi amaciyla ¢alisanlar1 her an izleme, takip etme veya kisisel verileri isleme olagan hale
gelmistir. Kurumsal e-posta hesaplarinin izlenmesi ve is¢ilerden olusan online gruplardaki
iletisimin denetlenmesi son derece yayginlasmustir. Isyeri icinde veya disinda gergeklestigine
bakilmaksizin dijital platformlardaki iletisim igerikleri takip edilebilmektedir. Iscinin 6zel
hayatiyla is hayatmin kesistigi dijital alanlarda isverenlerin yonetim hakki kapsaminda is¢inin
0zel hayatina yonelik talimatlar1 da s6z konusu olmaktadir. Bu anlamda “igyeri dig1” kavrami
giiniimiizde is¢inin 6zel hayati ile is hayatindaki sinir1 belirleme noktasinda gecerliligini gitgide
kaybetmektedir. Tiim bu gelismeler is¢inin basta mahremiyet (6zel hayata saygi) hakki olmak
iizere haberlesme Ozgirligii, kisisel verilerin korunmasi gibi temel haklarin1 yakindan
ilgilendirmektedir.

Dijital diinyada yukarida bahsi ge¢en uygulamalarla ¢alisanin temel haklarina miidahale
riski artmustir. Birey olma hasebiyle sahip olunan temel haklar asgari yasam standardi
saglamay1 ve bunu korumay1 hedefler. Kamu hukuku karakterli bu haklar genel anlamda devlet
birey arasindaki iliskinin gercevesini olusturur. Ancak temel haklarin sadece devlet tarafindan
degil 6zel hukuk kisileri tarafindan da ihlal edileceginden bahisle 6zel hukuk iligkilerinde de
gecerli olmasi gerektigi hususu (yatay etki) glinlimiizde genel kabul gormektedir. Bu baglamda
is¢i igveren iligkilerinde is¢inin mahremiyet hakkinin sinirlar1 tespit edilirken taraflarin
sozlesmeden dogan hak ve borglari ile temel haklar1 catigmaktadir.

Isveren girisim 6zgiirliigii, isletmesel menfaatler ve yonetim hakki kapsaminda bazi
durumlarda hakli ve mesru nedenlere dayali olarak dijital takip yapma ihtiyact hissedebilir. Bu
noktada ig¢inin “makul mahremiyet beklentisi” ve dlgiiliiliik ilkesi devreye girmektedir. Dijital
takip isyeri diizeni ve giivenliginin saglanmasiyla sinirlandirilmahdir. Is¢inin bu gozetleme

hakkinda onceden bilgilendirilmesi dnemlidir. Mahremiyet hakkina miidahale ile amaglanan

* Ars. Gér. Dr., Bingol Universitesi Iktisadi ve Idari Bilimler Fakiiltesi, ORCID: 0000-0001-7426-4701,
fatihaydin@bingol.edu.tr.
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sonuca daha hafif bir yontem ile ulasmak miimkiin ise dncelikle bu yonteme basvurulmalidir.
Ote yandan iletisim akisinin izlenmesi ile iletisim iceriginin izlenmesi farkh dlgiitlere tabi olup
icerigin izlenmesi ciddi gerekcelere dayanmalidir. Nihayet dijital takip sonucunda elde edilen
verinin miktari istenen amagcla smirli olmalidir.

Isverenin yonetim hakki ile is¢inin mahremiyet hakkmin catistig1 6zel hayata miidahale
niteligindeki bir talimata ig¢i tarafindan riza gosterilmis olabilir. Bdyle bir durumda is
sOzlesmesinin zayif tarafi olan is¢inin rizasina kugkuyla yaklasilmali, salt is¢inin riza géstermis
olmas1 miidahaleyi hukuka uygun hale getirmemelidir. Ancak sadakat borcunun icerigini
asmayan talimatlara yonelik rizanin gecerli kabul edilebilecegi sdylenebilir.

Anahtar Kelimeler: Dijital gozetleme, dijital takip, is¢inin mahremiyet hakki, makul

mahremiyet beklentisi

WORKER'S RIGHT TO PRIVACY IN DIGITAL SURVEILLANCE

The digital world has spread to labour law as in all branches of law, and developments in
the field of informatics have closely affected businesses. With the spread of automation and
artificial intelligence, the importance and value of human labour has faced the risk of
decreasing. Work-related instructions and reports have shifted to the virtual environment in this
period of increasing prevalence of new types of work such as remote working, home working,
teleworking.

Employers do not only use web-based platforms for advertising, sales, marketing or
business instructions. Thanks to information technology, it has become commonplace to
monitor, track or process personal data of employees at any time for the purpose of efficiency
and job tracking. Monitoring corporate e-mail accounts and controlling communication in
online groups of workers has become widespread. Communication content on digital platforms
can be monitored regardless of whether it takes place inside or outside the workplace. In digital
spaces where the private life of the employee and work life intersect, employer's instructions
regarding the private life of the employee within the scope of the right of management are also
in question. In this sense, the concept of "outside the workplace" is gradually losing its validity
in determining the boundary between the private life of the employee and the work life. All
these developments are closely related to the fundamental rights of the employee, especially
the right to privacy (respect for private life), freedom of communication and protection of
personal data.

In the digital world, the risk of interference with the fundamental rights of the employee

has increased with the above-mentioned practices. The fundamental rights of being an
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individual aim to provide and protect a minimum standard of living. These rights, which have
a public law character, generally form the framework of the relationship between the state and
the individual. However, it is generally accepted today that fundamental rights should also be
valid in private law relations (horizontal effect), since they may be violated not only by the state
but also by private law persons. In this context, while determining the limits of the right to
privacy of the employee in employee-employer relations, fundamental rights of the parties
conflict with their contractual rights and obligations.

The employer may feel the need for digital surveillance based on justified and legitimate
reasons in some cases within the scope of freedom of enterprise, business interests and
management rights. At this point, the employee's "reasonable expectation of privacy" and the
principle of proportionality come into play. Digital surveillance should be limited to ensuring
workplace order and security. It is important that the employee is informed about this
surveillance in advance. If it is possible to achieve the intended result by interfering with the
right to privacy with a milder method, this method should be used first. On the other hand, as
the monitoring of the flow of communication and the monitoring of the content of
communication are subject to different criteria, the monitoring of the content must be based on
serious grounds. Finally, the amount of data obtained as a result of digital surveillance must be
limited to the desired purpose.

The employee may have consented to an instruction that is in the nature of interference
with private life, where the employer's right to management and the employee's right to privacy
conflict. In such a case, the consent of the employee, who is the weaker party of the employment
contract, should be approached with scepticism, and the intervention shouldn't be regarded as
lawful with the mere consent of the employee. However, it can be said that the consent for the
instructions that do not exceed the content of the loyalty obligation can be accepted as valid.
Keywords: Digital surveillance, digital monitoring, employee's right to privacy, reasonable

expectation of privacy
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DIJITAL PLATFORM CALISANLARININ SOSYAL GUVENLIK HUKUKU
BAKIMINDAN DEGERLENDIRILMESI

Kiibra DEMIR"
Tiirk hukukunda is mevzuati kapsaminda ¢aligsma iliskileri, is¢inin igveren kargisinda tam
anlamiyla korunmasi diisiincesi ¢ercevesinde ilk etapta oldukca kat1 ve detayl bir sekilde
diizenlenmistir. Is Kanunu’nun cagdas bir yapiya kavusturulmasi gerekliligi ise ¢aligma
hayatinda yasanan pek c¢ok sorun sonucunda zorunlu hale gelmistir. 4857 sayili Kanunun
hazirlanmas1 agsamasinda 6zellikle kanun koyucu tarafindan {izerinde durulan konulardan birini
esneklik kavrami olusturmustur. Calisma hayatindaki esneklik, dijital calisma platformlarmnin
tyiden iyiye kullanilir hale gelmesi ile bambaska bir boyuta ulagsmustir. Dijital platformlarin
dretim siireci tizerindeki etkisinin 6nemli boyutlara ulastigi kuskusuzdur ancak {iretim
stirecinde dogrudan rol almaya baslayan dijital platform g¢alisanlar1 ile beraber bu calisanlar
bakimindan pek ¢ok hukuki sorun giindeme gelmeye baslamustir. Ozellikle dijital platform
calisanlarinin hukuki statiisiiniin ne oldugu sorusu AB mevzuatinda ve son zamanlarda Tiirk
Hukukunda da oldukca sik tartisilir hale gelmistir. Dijital platform g¢alisanlarimin hukuki
statiilerinin belirlenmesi onlar1 ¢alisma hayatinin pek ¢ok alaninda ilgilendirdigi gibi sosyal
giivenlik hukuku acisindan da dijital platform ¢alisanlarinin hukuki durumu oldukca énemli ve
giincel bir sorundur.

Is Hukuku mevzuatinda dijitallesmenin getirisi olarak uzaktan galisma kavranu yer
bulmus ancak uzaktan calisgmanin sosyal giivenlik hukuku mevzuatinda bir karsiligi
diizenlenmemistir. Bu calisma ise uzaktan ¢alismanin dijital platformlar araciligiyla yerine
getirilmesi halinde ¢alisanlarin haklarmm ve yikiimliiliklerinin sosyal giivenlik hukuku
bakimindan degerlendirilmesidir. Bu baglamda dijital platform g¢alisanlar1 kisa vadeli sigorta
kollar/uzun vadeli sigorta kollar1 agisindan hangi konumdadirlar? Sosyal gilivenlik hukuku
acisindan prim 6demekle yiikiimliller mi gibi sorularin cevabi dijital platform ¢alisanlarinin
hukuki statiisiine iliskin yapilacak net bir belirleme ve bu cercevede mevzuatta yapilacak
degisiklikle aciklanabilecektir. Bu ¢alismanin amaci ise giincel hukuki diizenlemeler 1s1g1inda
dijital platform ¢alisanlarmin sosyal giivenlik hukukuna iliskin giincel meselelerine dair bir
degerlendirme yapmaktir.

Anahtar Kelimeler: Dijital c¢ag, dijital platform ¢alisanlar,, gercek olmayan

bagimsiz ¢alisan, uzaktan ¢alisma, dijital platformda sosyal giivenlik

* Dr. Ogr. Uyesi, Sivas Cumhuriyet Universitesi Hukuk Fakiiltesi, Ozel Hukuk Béliimii, Is ve Sosyal Giivenlik
Hukuku Anabilim Dali, ORCID: 0000-0002-2073-5085, koz@cumhuriyet.edu.tr.

252



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi

EVALUATION OF DIGITAL PLATFORM EMPLOYEES CONCERNING SOCIAL
SECURITY LAW

In Turkish law, within the scope of labor legislation, labor relations are regulated in a
rigorous and detailed manner in the first place within the framework of the idea of complete
protection of the worker against the employer. The necessity of modernizing the Labor Law has
become mandatory as a result of many problems experienced in working life. During the
preparation of Law No. 4857, one of the issues emphasized by the legislator was the concept of
flexibility. Flexibility in working life has become entirely different from digital work platforms.
There is no doubt that the impact of digital platforms on the production process has reached
significant dimensions. Still, with the digital platform employees who have started to take a
direct role in the production process, many legal problems have come to the fore for these
employees. In particular, the question of the legal status of digital platform employees has
become quite frequently discussed in EU legislation and recently in Turkish law. The
determination of the legal status of digital platform employees concerns them in many areas of
working life, and the legal situation of digital platform employees is a significant and current
problem in terms of social security law.

The concept of remotework due to digitalization has been included in the Labor Law
legislation, but there has been no provision for teleworking in the social security law legislation.
On the other hand, this study evaluates employees' rights and obligations in terms of social
security law in the case of remote working through digital platforms. In this context, where are
the digital platform employees in terms of short-term insurance branches/long-term insurance
branches? The answer to questions such as whether they are obliged to pay premiums in terms
of social security law can be explained by a precise determination of the legal status of digital
platform employees and the amendment to be made in the legislation within this framework.
The purpose of this study is to assess the current issues of social security law of digital platform
employees in light of current legal regulations.

Keywords: Digital age, digital platform workers, unreal self employed, remote working, Social

security on a digital platform
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OZEL HAYATA SAYGI HAKKI KAPSAMINDA iSCILERIN GOZETLENMESI

Merve KUTLU MUTLUER"

Insanin teknolojiye olan bagimlhilig: giiniimiizde ge¢misle kiyaslanamayacak boyutlara
gelmistir. Bu gelisme toplumsal hayatin tiimiinii etkiledigi gibi is hukukunu da etkilemis; yeni
tip ¢alisma sekillerinin ortaya ¢ikmasina ve isyeri kavraminin da degisiklige ugramasina sebep
olmustur. Teknolojik gelismelerin 1s181nda is iligskisinde is¢inin kisiliginin ve dolayistyla 6zel
yasamina saygi hakkinin korunmasi hi¢ olmadigi kadar onem tasimaktadir. Giiniimiizde
igverenlerin igyerine yerlestirdigi video kameralar ile is¢ileri gozetlemesi olduk¢a yaygin hale
gelmistir. Isverenlerin iscileri gdzetlemesine izin veren bu tip araclarm kullanimi
uyusmazliklara sebep olmaktadir. Goriintli ve ses alan araglar vasitasi ile yapilan izleme ve
kayitlar kisinin goriintii ve sesi tizerindeki hakki sebebi ile 6zel yasama saygi hakkina miidahale
niteligindedir. Iscilerin gdzetlenmesi sonucu kisisel veriler elde edilmesi ve bu verilerin
islenmesi de iscinin 6zel yasamina saygi hakkina miidahale niteligindedir. Bu miidahalelerin
hukuka uygun kabul edilmesi ancak belirli sartlarda miimkiindiir. Oncelikle bu miidahalelerin
bir hukuka uygunluk nedenine dayanilarak gerceklestirilmis olmasi gerekir. Bununla birlikte
is¢inin gOrlintii ve ses alan araclar vasitasi ile gozetlenmesi gerekli olmali ve miidahale
gerceklestirilmek istenen amagla smirli olmalidir. Is¢inin gozetlenmesi kural olarak is¢inin bu
konuda bilgilendirilmesini de gerekli kilmaktadir. O halde, is¢inin 6zel yasamina miidahale
niteligi tasiyan izleme ve gozetleme eylemleri mesru bir amaci gergeklestirmek igin hukuka
uygun bir nedene dayanmali ve en az miidahale olusturan yontemler tercih edilmelidir. Bununla
birlikte, s6z konusu izleme ve gozetlenmesine iligkin eylemler hukuka uygun kabul edilse dahi
kisisel verilerin korunmasi i¢in 6zel dnlemler alinmasi gerekir, aksi halde bu durum ¢alisanin
0zel yasamina saygi hakkinin ihlali sonucunu doguracaktir. Calismamizda isgilerin isyerinde
kameralar aracilig1 ile gozetlenmesine iliskin hukuki esaslar ele alinacaktir. Konu kapsaminda
ILO (Uluslararas1 Calisma Orgiitii) tarafindan yaymmlanan Iscilerin Kisisel Verilerinin
Korunmasina iliskin Uygulama Kodu’nda yer alan dlgiitler ve i¢ hukuk bakimmdan énem teskil
eden AIHS’in (Avrupa Insan Haklar1 Sézlesmesi) ilgili hiikiimleri ve AIHM’in (Avrupa Insan
Haklar1 Mahkemesi) Kararlar1 incelenecektir. Bununla birlikte karsilastirmali hukukta is¢inin
gozetlenmesine iliskin diizenlemeler ve yargi kararlarina yer verilecek ve Tiirk Hukuku’ndaki

mevcut hukuki durum irdelenerek ¢esitli 6nerilerde bulunulacaktir.
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Anahtar Kelimeler: Iscilerin gézetlenmesi, 6zel hayata saygi hakki, kisisel verilerin

korunmasi

SURVEILLANCE OF EMPLOYEES WITHIN THE SCOPE OF THE RIGHT
TO RESPECT FOR PRIVATE LIFE

Humans' dependence on technology has reached dimensions that cannot be compared
with the past. This development has affected all parts of social life as well as labour law; and
caused new types of working methods to occur and led to changes in the workplace. In
consideration of these technological developments, protecting the right to respect the private
life of the employee’s identity and; therefore, the private life in labour relations is of crucial
importance as it has never before. Surveillance of employees in their workplace by a camera
set by the employer is a practice that has been quite common. The use of tools that enables
employers to spy on employee causes a lot of disputes. Surveillance and recordings via tools
can record voices or images that can record voice or images have characteristics of interfering
with the right to private life due to the right on his/her voice or image. Recording and processing
the personal data of the employees through surveillance also constitutes an interference with
the right to private life. Accepting this interference as lawful is possible under specific
conditions. First of all, this interference should be practiced based on compliance with laws.
Additionally, surveillance of an employee through tools that can record voice and image should
be necessary and interference should be limited to the aim. Surveillance of employees
necessitates informing the employees about this topic, as well. Therefore, monitoring and
surveillance actions that interfere with the private life of the employee must be based on a lawful
reason to achieve a legitimate aim and oblige the preference of the methods that create the least
interference. In addition, even if the actions regarding monitoring and surveillance are
considered lawful, special measures must be taken to protect personal data; otherwise, this
situation will result in a violation of the right to respect the employee for his/her private life. In
this study, the legal principles regarding the surveillance of employee through cameras in the
workplace are going to be discussed. Within the scope of the subject, the criteria in the Code of
Practice on the Protection of Workers’ Personal Data by the ILO (International Labour
Organization) are going to be discussed and the relevant provisions of the ECHR (European
Convention on Human Rights), which are important in terms of domestic law, and the ECHR
(European Court of Human Rights) decisions are going to be reviewed. Additionally,

regulations and judicial decisions regarding the surveillance of workers in comparative law are
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going to be included, and various suggestions are going to be made by examining the current
legal situation in Turkish Law.

Keywords: Surveillance of employees, right to respect for private life, protection of personal
data
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DiJITAL CAGDA SOSYAL GUVENLIK

O. Hakan CAVUS”

Teknolojik degisimler sonucu ortaya ¢ikan dijitallesme siiregleri; toplumlari, ekonomileri

ve isgiicli piyasalarini benzeri goriilmemis bir 6lgekte ve hizda doniistiirmektedir. Bilgi islem
sistemlerinin gelismesi ve dijitallesme ile birlikte ortaya ¢ikan dijital platform ekonomisi
kapsaminda varolan mesleklerde ve sektorlerde yeni istihdam bigimleri ortaya ¢ikmaktadir.
Dijital platformlar tizerinden yeni istihdam bigimlerinin ortaya ¢ikmasi, mevcut sosyal giivenlik
sistemlerinin, uluslararasi sosyal insan haklarmdan birisi olan herkes i¢in sosyal giivenlik
hakkmi gerceklestirmek amaciyla platform ¢alisanlarinin 6zel statiilerine, calisma bigimlerine
ve ihtiyaglarma uyum saglayacak sekilde yeniden daha esnek bi¢imde dizayn edilmesi
gerekmektedir. Statiilerinin ve geleneksel istihdam bi¢imlerinin bile tartigilmakta oldugu
gintimiizde dijital platformlar tizerinden ¢alisanlarin, bunlarin es ve ¢ocuklarmin da mevcut
sosyal giivenlik sistemlerinin  sagladigi yardimlardan yeterince yararlanamadiklari
goriilmektedir. Yeni istihdam bicimleri de dahil olmak iizere her tiirlii istihdam bigiminde
calisanlar agisindan etkin bir sosyal koruma saglanabilmesi i¢in degisen ¢alisma bigimlerine
sosyal giivenlik sistemlerinin uyum saglama yontemleri tartisilmaktadir. Ayrica dijital
platformlar da dahil olmak iizere geleneksel veya yeni olarak her tiirlii istihdam bigimiyle
calisanlar, herkese yeterli sosyal korumayr saglamak i¢in katkida bulunan ve katkida
bulunmayan mekanizmalar1 birlestirerek ve esitlik¢i ve mali agidan siirdiiriilebilir finansman
mekanizmalarma dayanarak yeterli ve kapsamli bir sosyal giivence saglanmasi bir diger
tartigma konusunu olusturmaktadir. Ancak bu noktada asil zorluk, platform g¢alismasinin
uluslararasi diizeyde, esnek ve kisa vadeli karakteri ile ilgilidir. Buna karsilik, giiniimiizde
uygulanan sosyal giivenlik sistemleri ulusal diizenlemeler gergevesinde olusturulmustur. Cesitli
ulusal sosyal giivenlik sistemlerinin idari siireclerinde siirekli degisen sdzlesme ortaklari ile cok
sayida isi yiirlitmek imkansizdir. Ayrica tam tesekkiillii yeni bir uluslararasi sosyal giivenlik
sisteminin olusturulmasi zaten miimkiin degildir. Bununla birlikte dijitallesme kapsaminda,
ILO veya Diinya Bankas1 gibi mevcut bir uluslararasi kurum tarafindan yonetilen, esnek ve
uygulanabilir Dijital Sosyal Giivenlik (DSG) sistemi olusturulmasi 6nerilmektedir. DSG
sistemin ¢aligma esasinin ana unsurunu, platform calisaninin iizerinde anlagsma saglanan
gelirinin sabit bir yiizdesini platform g¢alisaninin kigisel DSG hesabina otomatik olarak

O0denmesi olusturmaktadir.

* Dog. Dr., Manisa Celal Bayar Universitesi [IBF Calisma Ekonomisi ve Endiistri Iligkileri Boliimii,
ohcavus@gmail.com.
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Calismamizda, tartisilmakta olan s6z konusu DSG sistemi ve diger sorunlar
degerlendirilmistir.
Anahtar Kelimeler: Dijital sosyal giivenlik, platform ¢aligmasi, esnek ¢alisma, dijitallesme,

yeni istihdam bi¢imleri

SOCIAL SECURITY IN THE DIGITAL AGE

Digitalization processes that emerge as a result of technological changes transform
societies, economies and labor markets at an unprecedented scale and speed. New forms of
employment are emerging in existing professions and sectors within the scope of the digital
platform economy, which emerges with the development of information processing systems
and digitalization. The emergence of new forms of employment through digital platforms and
the existing social security systems need to be redesigned in a more flexible way to adapt to the
special status, working styles and needs of platform employees in order to realize the right to
social security for everyone who is one of the international social human rights. Today, when
even their status and traditional forms of employment are discussed, it is seen that employees,
their spouses and children cannot benefit sufficiently from the help provided by existing social
security systems. Methods of adapting social security systems to changing working styles are
discussed in order to provide effective social protection for employees in all forms of
employment, including new forms of employment. In addition, employees with all forms of
employment, traditional or new, including digital platforms, are another topic of discussion,
combining contributing and non-contributing mechanisms to ensure adequate social protection
for all, and providing adequate and comprehensive social security based on equitable and
financially sustainable financing mechanisms. However, the main challenge at this point is
related to the internationally flexible and short-term character of the platform work. On the
other hand, today's social security systems have been established within the framework of
national regulations. It is impossible to run a large number of businesses with constantly
changing contractual partners in the administrative processes of various national social security
systems. In addition, it is not possible to create a new full international social security system.
However, within the scope of digitalization, it is recommended to create a flexible and
applicable Digital Social Security (DSS) system managed by an existing international
institution such as the ILO or the World Bank. The main element of the working principle of
the DSG system is that a fixed percentage of the platform employee's agreed income is
automatically paid into the platform employee's personal DSS account.

In our study, the DSS system and other problems under discussion were evaluated.
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Keywords: Digital social security, platform work, flexible work, digitalization, new forms of

employment
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DIJITALLESMENIN TOPLU IS HUKUKUNA YANSIMASI: SANAL TOPLU
EYLEMLER

Seher DEMIRKAYA"

Dijitallesme ile birlikte ¢aligma yagaminda bir¢ok konuda bir degisim ve doniisiim siireci
yasanmaktadir. Bu siirecte ¢alisgma yasami yeni gelismelere, teknolojilere ve degisimlere
entegre olmaya caligmaktadir. Bilgi iletisim teknolojilerinin yogun kullanimi ile birlikte is
stiregleri, bilgi aktarimi, faaliyetlerin gergeklestirilmesi kolaylasarak, ¢aligma ortaminin dijital
bir platforma taginmasi en genel ifadeyle dijital doniisiim olarak ifade edilmektedir. Bu anlamda
dijitallesme isin yapilmasindan, hizmet ve emegin iiretilmesine ve sunulmasina kadar bir zaman
ve maliyet tasarrufu saglamaktadir. Dijitallesmenin ¢alisma yasamina is hukuku agisindan
etkileri ise ig sozlesmesi tiirlerinden klasik isyeri kavramina, ¢alisma sekillerinden sendikal
faaliyetlere ve sosyal giivenlik uygulamalarma kadar birgok alanda degisim yasanmasi
noktasinda goriilmektedir. S6z konusu degisimler yeni mevzuat diizenlemelerini ve farkl
uygulama pratiklerini gerektirmektedir. Dijitallesmenin ¢alisma yasamindaki etkilerinden biri
de sendikal faaliyetler lizerinde gozlemlenmektedir. Toplu is hukuku bakimindan konu
degerlendirildiginde de dijitallesmenin bazi degisiklikleri ortaya cikardigini ifade etmek
yerinde olacaktir. Ornegin; sendika iiyeliginin baslangici ve sona ermesi e-devlet uygulamasi
iizerinden yapilmakta, sendikalarin egitim, tanitim ve Orgiitlenme faaliyetlerinin biiyiik bir
kismi1 online platformlar tizerinden gergeklestirilmektedir. Bunlarin disinda, sendikalarin temel
amagclar1 arasinda yer alan toplu eylem hareketleri, 6zellikle sendikalarin sosyal medya
hesaplar1 iizerinden sanal orgiitlenmeler yoluyla gerceklestirilmektedir. Ayrica sendikalar
isverenler lizerinde de sosyal medya ve diger bilgi iletisim teknolojisi araglar1 ile de baski
yaratarak sanal toplu eylem olarak ifade edilen miicadele araglarina basvurmaktadirlar.

Toplu eylem hakki; iscilerin sosyal ve ekonomik ¢ikarlar1 ile ¢calisma kosullarmi ihlal
eden sendikal karar ve uygulamalar karsisinda toplu olarak basvurduklari direnme haklarindan
biridir. Uluslararasi belgelerde de bir insan hakki olarak belirtilen toplu eylem hakkinin hukuki
dayanaklarin1 Avrupa Sosyal Sarti, Avrupa Insan Haklar1 Sozlesmesi, ILO Sozlesme ve
Tavsiyeleri ile denetim organi kararlari, Avrupa Insan Haklar1 Mahkemesi Kararlari, Avrupa
Sosyal Haklar Komitesi Kararlar1 olusturmaktadir. Toplu eylem hakki, grev hakkini da
kapsamakla birlikte, ifade 6zgiirligiine ve bariggil toplanma hakkina dayanmaktadir.

Bilgi iletisim teknolojilerinde meydana gelen degisimler ve yenikliklerle birlikte

sendikalar, toplu i hukuku miicadelesi adna internet, intranet ve diger teknolojik ve elektronik

* Ars. Gor. Dr., Karamanoglu Mehmetbey Universitesi Iktisadi ve idari Bilimler Fakiiltesi, shrdmrky@gmail.com.
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araglarla baski yaratmaya ve faaliyetlerini gergeklestirmek i¢in sanal toplu eylemlere (flashmob
benzeri eylemlere) basvurmaktadirlar. S6z konusu sanal toplu eylemler arasinda igverenin
kurumsal e-mail adresine toplu mail gonderilmesi, isverenin kurumsal web sitesinin yogun
erisim yoluyla bloke edilmesi, igverenin kurumsal telefonunun ¢ok sayida kisi araciligiyla
mesgul edilmesi yer almaktadir. Dijitallesme ile birlikte sendikalarin igveren iizerindeki sanal
baski miicadele araglar1 yaninda, sendikalar iscilerin eylemlerini gergeklestirmek i¢in sosyal
medya ve dolayisiyla da sanal ortamlar araciligiyla orgiitlenmelerini ve harekete gecmelerini
saglamaktadirlar. Cogu sendikanin sosyal medya araciligiyla iiyeleriyle iletisim kurdugu ve
sendikal miicadelelerine gergeklestirdikleri bilinmektedir.

Anahtar Kelimeler: Dijitallesme, toplu eylem hakki, sendikal 6rgiitlenme, sosyal medya, sanal

eylemler

REFLECTION OF DIGITALIZATION ON COLLECTIVE LABOUR LAW:
VIRTUAL COLLECTIVE ACTIONS

Along with digitilaziton, there is a process of change and Transformation in many
subjects in working life. In this process, working life tries to integrate with new developments,
technologies and changes. With the excessive use of information and communication
technologies, job process, information transfer, facilitating the realization of activities and
moving the working environment to a digital platform are generally expressed as digital
transformation. In this sense, digitalization provides time and cost savings from doing the work
to the production and delivery of service and labour. The effects of digitalization on working
life in terms of labour law are seen in many areas from employment contract types to the
classical workplace concept, from working styles to trade union activities and social security
practices. These changes require new legislative regulations and different implementation
practices. One of the effects of digitalization in working life is observed on trade union
activities. When the issue is evaluated in terms of collective labour law, it would be appropriate
to state that it has brought about some changes. For example, the beginning and cancelling of
trade union membership is done through the e-government application, and most of the training,
promotion and organization activities of the union are carried out through online platforms.
Apart from these, collective action, which are among the main objectives of the unions, are
carried out through virtual organizations, especially through the social media accounts of the
trade unions. In addition, trade unions apply to the means of struggle expressed as virtual
collective actions by creating pressure on employers with social media and other information

and communication technology tools.
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The right of collective actions, it is one of the rights of the workers to resist collectively
against trade union decisions and practices that violate their social and economic benefits and
working conditions. The European Social Charter, European Convention on Human Rights, 1lo
Conventions and Recommendations, and supervisory board decisions, European Court of
Human Rights Decisions, European Social Rights Committee Decisions are legal basis of the
right to collective action, which is also stated as a human right in international documents.
While the right to collective action includes the right to strike, it is based on freedom of
expression and the right to peaceful assembly.

With the changes and innovations in information and communication technologies, trade
unions apply to virtual collective actions (actions like flashmob) to create pressure with the
internet, intranet and other technological and electronic means in the name of collective labour
law struggle and to carry out their activities. These virtual collective actions are includes are
sending mass e-mail to the employer’s corporate e-mail address, blocking the employer’s
corporate website through heavy access, and busying the employer’s corporate phone with
many people. Along with the digitalisation, besides the tools of the trade unions to fight the
virtual pressure on the employers, the trade unions enable the workers to organize and take
action through social media and thus virtual environments in order to realize their actions. It is
known that most trade unions communicate with their members through social media and keep
in their trade union struggles.

Keywords: Digitalisation, right to collective action, union organization, social media, virtual

actions
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DIJITAL DONUSUM SURECINDE CALISMA ILISKILERI ACISINDAN KAMU
OTORITESININ ROLUNU YENIDEN DUSUNMEK

Sencer Metin SES”

Is hukuku ve sosyal giivenlik hukuku disiplini kamu diizenini dogrudan dogruya
ilgilendirecek kadar biiyiik bir Sneme sahiptir. Ozellikle iscilere yapilan iicret ddemeleri gelir
dagilimindaki adalet konusunu giindeme getirir. Kolektif is iligkileri kapsaminda incelenen
sendikalagma, toplu eylem ve toplu is sozlesmeleri gibi konular katilimci demokrasiyle ve
dolayisiyla da kamu diizeniyle iliskilidir. Kamu diizenini saglama gdrevi kamu otoritesinin
uhdesindedir. Kamu otoritesi bu gorevini yerine getirirken ¢esitli sekillerde ¢alisma iligkilerine
miidahalelerde bulunur. Bu miidahalelerin temel amaci ¢caligma iliskisinin is¢iler ve igverenler
acisindan siirdiiriilebilirligini saglamaktir. Giinlimiizde dijitallesme siireci hayatin pek cok
alaninda oldugu gibi ¢alisma iliskileri agisindan da g6z ardi edilemeyecek nitelikteki degisim
ve etkileri beraberinde getirmektedir. Platform ¢aligmasi olarak adlandirilan istihdam bi¢iminin
yayginlagmas1 ve iiretim sistemlerinde yapay zeka destekli birimlerden yararlanilmaya
baslanmasi bu degisim ve etkilere 6rnek olarak verilebilir. Dijitallesme siirecinin yayginlasmasi
ayni zamanda istihdam olgusunun ve sosyal giivenlik konusunun gelecegine iligkin tartigmalari
da arttirmistir. Dijitallesme siirecinin yayginlagsmasiyla birlikte kamu otoritesine de dnemli
sorumluluklar diismektedir. Oncelikle kamu otoritesi, toplumda yasayan bireylerin dijitallesme
stirecine adaptasyonunun saglanmasindan sorumludur. Bu adaptasyon siirecinin saghkli bir
sekilde yonetilebilmesi i¢cin Oncelikle egitim mekanizmasinin etkili olarak isletilmesi
gerekmektedir. Bu ¢ergcevede bireylerin yakin gelecekte istihdam edilmeye elverisli hale
getirilmesi Oncelikli olarak diisiiniilmelidir. Bireylerin dijitallesmenin gerektirdigi mesleki
yeterlilikleri kazanabilmelerini saglamaya elverisli bir egitim siirecinden ge¢gmelerini saglamak
kamu otoritesinin sorumlulugundadir. Dijitallesme siireci beraberinde yeni meslekleri de
getirmektedir. Bu mesleklerin icrasi edilebilmesi, belirli egitim siireglerinden veya biirokratik
stireclerden gegmeye cogu zaman bagl degildir. Baska bir deyisle bu meslekleri icra etmek i¢in
belli bir otorite tarafindan yetkilendirilmek sarti yoktur. Kamu otoritesi, bu meslekler
bakimindan biinyesindeki kurumlar araciliiyla bir standardizasyon faaliyetinde yiiriitmelidir.
Ayrica dijitallesme siireci daha Once rastlanmamis yeni tipte uyusmazliklarin ¢aligma
yasaminda meydana gelmesine yol acabilecektir. Yargilama siirecinde adaletsiz sonuglara
ulagilmasinin Oniine gegilmesi amaciyla mevzuatta dijitallesme silirecinin getirecegi yeni tip

uyusmazliklara iligkin dilizenlemelere de yer verilmesi yine kamu otoritesinin

* Dokuz Eyliil Universitesi Sosyal Bilimler Enstitiisii Ozel Hukuk Doktora Programi Ogrencisi,
sencermetinsss@gmail.com.
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sorumlulugundadir. Ayrica ¢aligma yasaminda dijitallesme siireciyle beraber ortaya g¢ikacak
veya var olan etkisini giiclendirecek olan orgiitlenme ve kayit dist istihdam gibi sorunlarin

coziimlenmesinde etkili politikalar gelistirmek de kamu otoritesinin sorumlulugundadir.

Anahtar Kelimeler: is ve sosyal giivenlik hukuku, kamu otoritesi, is iliskisi, is¢i, isveren

RECONSIDERING THE ROLE OF PUBLIC AUTHORITY IN TERMS OF
WORKING RELATIONS IN THE DIGITAL TRANSFORMATION PROCESS

The discipline of labor law and social security law has such a great importance that it
directly concerns public order. In particular, wage payments to workers raise the issue of
fairness in income distribution. Issues such as unionization, collective action and collective
bargaining agreements, which are examined within the scope of collective labor relations, are
related to participatory democracy and therefore public order. The task of maintaining public
order is the responsibility of the public authority. While performing this duty, the public
authority intervenes in working relations in various ways. The main purpose of these
interventions is to ensure the sustainability of the working relationship for workers and
employers. Today, the digitalization process brings with it changes and effects that cannot be
ignored in terms of working relations, as in many areas of life. The widespread use of the form
of employment called platform work and the use of artificial intelligence supported units in
production systems can be given as examples of these changes and effects. The spread of the
digitalization process has also increased the discussions on the future of employment and social
security. With the spread of the digitalization process, important responsibilities fall on the
public authority. Primarily, the public authority is responsible for ensuring the adaptation of
individuals living in the society to the digitalization process. In order for this adaptation process
to be managed in a healthy way, first of all, the education mechanism must be operated
effectively. Within this framework, making individuals suitable for employment in the near
future should be considered as a priority. It is the responsibility of the public authority to ensure
that individuals go through an educational process that is suitable for acquiring the professional
qualifications required by digitalization. The digitalization process brings with it new
professions. The execution of these professions is often not dependent on going through certain
educational processes or bureaucratic processes. In other words, there is no requirement to be
authorized by a certain authority to perform these professions. The public authority should carry
out a standardization activity in terms of these professions through the institutions within it. In
addition, the digitalization process may lead to the emergence of new types of disagreements

that have not been encountered before in the working life. It is also the responsibility of the
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public authority to include regulations regarding new types of disputes brought by the
digitalization process in the legislation in order to prevent unfair results in the judicial process.
In addition, it is the responsibility of the public authority to develop effective policies in solving
problems such as organization and unregistered employment, which will arise with the
digitalization process in the working life or will strengthen its existing effect.

Keywords: Labor and Social Security Law, public authority, working relationship, employee,
employer
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YAPAY ZEKANIN iS$ iLISKIiLERINE ETKiSiNiN DEGERLENDIRILMESI
Senem DEGER"
Merda Elvan TUNCA™

Otomasyonun ¢aligma hayatindaki sonuglar1 19. Yiizyildan beri goriilmiis ve is mevzuati
da bu sonuglardan etkilenerek sekillenmistir. Yapay zeka da giinlimiiziin ve tabi ki gelecegin
en tartigmali kavramlarindan bir tanesidir. Zira gelecekte yapay zekanin insanoglunun sonunu
getirecegine dair distopik bir anlayigla birlikte yapay zekanin gilindelik yasami ve insan
iligkilerini nasil etkileyecegine dair pek cok c¢alisma mevcuttur. Yapay zekanin calisma
yasaminda gittik¢e artan oranda yer aldig1 bir gercektir ve yapay zeka dzellikle temel hukuki
kavramlar bakimindan tartisilmaktadir.

Calisma yasami, gelecekte, yapay zeka ile degisime ugrayacak, issizlik oranlarinda artig
meydana gelecektir. Bu olumsuz etkiyle birlikte yapay zeka, gelecekte yeni is kollari
olusturarak ve belki de refah seviyesini arttirabilir. Caligma yasamindaki bu degisim is hukuku
bakimindan da diizenlemelerin yapilmasini kisa vadede zorunlu kilacaktir. Yapay zekanin giicii
ve karmasikligi, bu teknolojinin kontrol altina alinmasmi 6zellikle etik ilkeler bakimindan
gerektirmektedir. Bu gereklilik, is hukuku bakimindan da s6z konusudur.

Yapay zekanin hukuki sorumluluk bakimindan kisilige sahip olup olmadigi tartismalidir;
hatta yapay zeka i¢in “elektronik kisi” kavrami da kullanilmaktadir. Yapay zekanin kisi olarak
statiisiiniin belirlenmesi en basta yapay zekanin is¢i ve igveren olup olamayacagi bakimindan
tespit edilmelidir. Calismamizda yapay zekanin is¢i ve igveren statiisii degerlendirilecektir.

Gilinitimiizde yapay zekanin ¢alisma yasaminda kullanildig: ilk alanlardan birisi is¢ilerin
ise alim ve ige yerlestirilmesidir. Yapay zekanim bu siirecteki rolii, ise alim ve ise yerlestirme
siirecinde is¢inin korunmasi ve esit davranma ilkesi ¢calismamizda ele alinacaktir.

Yapay zeka, giyilebilir teknoloji aletlerinde de mevcuttur ve bu aletler is¢iler tarafindan
da calisma yasaminda aktif olarak kullanilmaktadir. Iscilerin kullandig giyilebilir teknoloji
aletleri igverenin is¢ileri kontrol etmesine yarayan araclar oldugu gibi iscilerin temel haklarini
da ihlal etme olasiligina da sahiptir.

Giliniimiizde oldukga artan platform isleri otomatik karar alma siirecleri tarafindan
yonetilmekte ve isciler i¢in hizli ve kolay is bulma olanagi olusturmaktadir. Bununla birlikte
bu tiir islerde calisan is¢ilerin i mevzuati bakimindan korunmasi ¢alismamizda irdelenecektir.

Yapay zekanin is kazasi1 bakimindan sorumlulugu, yapay zekanin seref ve haysiyet gibi

* Dr. Ogretim Uyesi, Pamukkale Universitesi Hukuk Fakiiltesi, I3 ve Sosyal Giivenlik Hukuku Anabilim Dali,
sermumcu@pau.edu.tr.
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degerlere zarar vermesi gibi konular da c¢alisma yasaminda karsilasiimast muhtemel
basliklardir.

Calismamizda uluslararas1 hukuktaki ve diinyadaki yapay zeka ile ilgili diizenlemeler ele
alinacaktir. Is hukukuna egemen olan ilkeler, yapay zekanin ¢aligma yasamindaki uygulamasi
bakimindan tartigilacaktir.

Anahtar Kelimeler: Is hukuku, yapay zeka, isci, isveren, is iliskisi

EVALUATION OF THE IMPACT OF ARTIFICIAL INTELLIGENCE ON LABOR
RELATIONS

The results of automation in working life can be observed since the 19th Century and
labor legislation has been shaped by the effects of these results. Artificial intelligence is one of
the most controversial concepts of today and of course of the future. As along with a dystopian
understanding that artificial intelligence will bring the end of humanity in the future, there are
also many studies on how artificial intelligence will affect the daily life and human relations. It
is a fact that artificial intelligence is increasingly involved in working life and it is discussed
especially in terms of basic legal concepts in labor law.

Working life will go through changes with artificial intelligence in the future and
unemployment rates will increase. Along with this negative impact, artificial intelligence can
probably increase the level of prosperity by creating new business lines in the future. This
change in working life will also make it necessary to make regulations in terms of labor law in
the short term. The power and complexity of artificial intelligence necessitate the control of this
technology, especially in terms of ethical principles. This requirement is also valid in terms of
labor law.

Whether artificial intelligence has an identity in terms of legal responsibility is
controversial; the concept of "electronic personality” is also used for artificial intelligence.
Determining the status of artificial intelligence as a personality should be identified primarily
in terms of whether artificial intelligence can be an employee and an employer. In our study,
the employee and employer status of artificial intelligence will be evaluated.

Nowadays, one of the first areas that artificial intelligence is used is the recruitment and
placement of the employees in working life. The role of artificial intelligence in this process
will be discussed in our study of the protection of employees in the recruitment and placement
process and the principle of equal treatment. Artificial intelligence is also available in wearable
technology tools, and these tools are actively used by employees in working life. Wearable

technology tools used by employees are the tools allowing the employer to control the
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employees, as well as revealing the possibility of violating the fundamental rights of the
workers.

Today, the increasing number of platform work is managed by automated decision-
making processes and creates the opportunity for employees to find jobs quickly and easily.
However, the protection of employees working in such jobs in terms of labor legislation will be
discussed in our study. Issues such as the responsibility of artificial intelligence in terms of
occupational accidents and the damage of artificial intelligence on values such as honor and
dignity are also possible topics to be encountered in working life.

In our study, regulations related to artificial intelligence in international law and the world
will be discussed. Principles that dominate labor law will be discussed in terms of the
application of artificial intelligence in working life.

Keywords: Labor law, artificial intelligence, employee, employer, business relationship
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DIJITALLESEN CALISMA HAYATINDA iSCININ ULASILAMAMA HAKKI
Serenay KARA"
Alp LIMONCUOGLU™
Zeynep SISLI™

Gelisen teknolojiyle birlikte, hayatin diger pek cok alani gibi, ¢alisma hayat1 da
dijitallesmistir. Mal ve hizmet iiretiminin dijitallesmesi, internet ilizerinden yapilan ticaretin
onemli Ol¢lide artmas1 ve diger degisiklikler, birgok is¢inin giiniin her saatinde is gormesini
gerektirmis; iscileri, miisteriler, ¢alisma arkadaslar1 ve igvereni tarafindan “siirekli ulasilabilir”
hale getirmistir. Ozellikle pandemi siirecinde, bu durum, is¢inin is gérme edimini, teknolojik
imkanlarla yerine getirdigi tele caliyjma modelinde agirlik kazanmustir. Birgok isveren,
tamamen veya kismen ig¢inin igverene ait isyeri disinda ¢alistirilmasi modelini benimsemis, bu
sekilde siireklilik kazanmasi s6z konusu olmustur. Uzaktan c¢alismanin bir tiirii olan tele
calismada is¢i, “her an ulasilabilir” olmaktadir. Bu durum, ¢alisma siiresi kavramini anlamli
olmaktan ¢ikarmakta, 6zel hayat ile ¢alisma yasaminin sinirlarinin belirsiz hale gelmesi
sonucunu dogurmakta ve “dinlenme hakk1” basta olmak iizere Anayasa ile giivence altina alman
haklarmni tehdit etmektedir. Bu sebeple iscinin, ¢alisma saatleri disindayken, herhangi bir
yaptirimla karsilagsma endisesi duymadan isle irtibatmi kesebilmesini ifade eden “ulagilamama
hakkr” kavrami giindeme gelmektedir.

Tirk hukukunda, ulasilamama hakki, mevzuatta diizenlenmis degildir. Ulasilamama
hakkmin hukuk sistemimizde 6zel olarak diizenlenmesi gerektigi isabetli olarak ileri
stiriilmekte ise de halihazirda bu hakkin mevzuatta yer almamasi, is iliskisinde, is¢inin bu
haktan mahrum oldugu anlamima gelmemelidir. Ulagilamama hakki; is¢inin dinlenme hakki ve
0zel hayata sayg1 hakki kapsaminda degerlendirilerek korunmalidir. Bu hak, is¢inin kisiliginin,
O0zel yasamimin ve saghgmnin korunmasi gerekliliginden hareketle, Tiirk hukukunda
uygulanabilmelidir.

Avrupa Birligi hukukuna bakildiginda ise son yillarda ulasilamama hakkinin
tartigilmaya baslandig1 ve Avrupa iilkelerinin bazilarinda bu yonde diizenlemeler yapildigi
goriilmektedir. Avrupa Parlamentosu, 21 Ocak 2021 tarihinde verdigi ilke kararinda, Avrupa

Komisyonunu, ulasilamama hakkina iliskin direktif hazirlamaya cagmrmistir. Avrupa

* Ars. Gor., Izmir Ekonomi Universitesi Hukuk Fakiiltesi, Is Hukuku ve Sosyal Giivenlik Hukuku Anabilim Dali,
serenay.kara@ieu.edu.tr.

* Dog. Dr., Izmir Ekonomi Universitesi Hukuk Fakiiltesi, Is Hukuku ve Sosyal Giivenlik Hukuku Anabilim Dali,
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Parlamentosu tarafindan organize edilen “Ulasilamama Hakk1 ve Tele Caligma Konferansi” ise
15 Mart 2022°de gerceklestirilmistir. Bu konferansta; ulasilamama hakkinin AB diizeyinde
saglanmasinin 6nemi vurgulanmis ve AB iiyesi devletlerin, ulusal mevzuatlarinda ulasilamama
hakkini tanimasi gerektigi ifade edilmistir.

Bu c¢alismanin amaci, “ulagilamama hakki” kavramini, c¢alisma hayatinin
dijitallesmesiyle iliskilendirerek agiklayip Tiirk hukukundaki ve Avrupa Birligi hukukundaki
giincel durumu aktarmaktir. Calisma yiiriitiiliirken, literatiir taramasi ve igerik analizi
yontemleri kullanilacaktir.

Anahtar kelimeler: Ulasilamama hakki, tele ¢alisma, Tiirk hukuku, Avrupa Birligi, is hukuku

THE WORKER’S RIGHT TO DISCONNECT IN THE DIGITALIZED WORKING
LIFE

With the developing technology, working life, as most other fields of life, has been
digitalized. The digitalization of the production of goods and services, the significant increase
in e-commerce, and the other changes have necessitated most workers to perform the work all
day long and have made the workers “always accessible” by customers, their colleagues, and
employer. Especially in the time of pandemic, this situation has become prevalent in the model
of telework in which the worker performs the work by means of technology. Most employers
have completely or partially adopted the model in which the worker performs the work outside
the employer’s premises, and it has gained continuity in this way. The worker is “always
accessible” in telework which is a type of remote work. This situation makes the concept of
working hours meaningless, causes to blurring of the boundaries between personal life and
working life, and threatens the rights, especially the right to rest, that are guaranteed under the
Constitution. Therefore, the concept of “the right to disconnect” -which refers to the worker’s
right to be able to disengage from work, without fear of any reprisal, outside of working hours-
has become a current issue.

In Turkish law, the right to disconnect has not been regulated in the legislation. Although
it is properly asserted that the right to disconnect is required to be regulated specifically in our
legal system, the fact that this right is not in the legislation should not refer to the worker’s
deprivation of this right in the employment relationship. The right to disconnect should be
protected through being considered in the scope of the worker’s right to rest and the right to
respect for private life. This right should be applicable considering the necessity of protection

of the worker’s personality, private life, and health.
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When considering the European Union law, it is seen that the right to disconnect has been
discussed in recent years, and some regulations have been made on it in some of the countries
of Europe. The European Parliament has called the European Commission to prepare a directive
on the right to disconnect with its recommendation given on 21% January 2021. “Conference on
the Right to Disconnect and Telework” organized by the European Parliament was held on 15"
March 2022. At this conference, the importance of the right to disconnect being ensured at the
EU level was emphasized, and it was expressed that the EU Member States are required to
recognize the right to disconnect in their national legislations.

The aim of this study is to explain the concept of “the right to disconnect”, associating it
to the digitalization of working life, and to convey the current situation in Turkish law and the
European Union law. As the study is being carried out, literature review and content analysis
methods will be used.

Keywords: Right to disconnect, telework, Turkish law, European Union law, labour law
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ISVERENIN YONETIM YETKiSi KAPSAMINDA ALGORITMALARI
KULLANMASI VE IS ILISKILERINE ETKILERI

Sevil DOGAN*
Isverenin ydnetim yetkisi kapsaminda algoritmalar1 kullanmasi, diger adiyla algoritmik
yonetim (algoritmic management) ifadesi ilk olarak ‘Uber’ ve ‘Lyft’ gibi dijital platformlarimn,
calisanlarin "algoritmalar ve izlenen veriler aractligiyla atanmasina, optimize edilmesine ve
degerlendirilmesine" olanak saglamak i¢in yazilim algoritmalarimi kullanma yollarini agiklayan
bir kavram olarak ortaya ¢ikmis ve algoritmik yonetim, otomatik ya da yar1 otomatik karar alma
stireclerini miimkiin kilmak i¢in veri toplama ve calisanlarin gozetimine dayanan, isgiiciinii
uzaktan yonetmeye yonelik cesitli teknolojik arac ve teknikler biitiiniinii ifade etmektedir.
Algoritmik yOnetim teknolojilerinin birgogu platform ekonomisinde ¢alisanlarin
performans Olglimleme sistemleri ile ortaya c¢ikmigsa da biiyiikk isletmelerin ise alim
stireclerinde, isverenin yonetim yetkisi kapsaminda isin goriilme siirecinde kullanilmasi ile
daha yaygm hale gelmektedir. Ozellikle isin goriilme siirecinin goriilmesinde isverenin yonetim
yetkisini algoritmik araclarla yerine getirmesi ile is¢ilerin teknoloji araciligiyla verimli bir
sekilde verilerinin toplanmasi ve gozetlenmesi, isverenin isletmesel kararlarinin 6lgtimlenmesi,
igverenin yonetim yetkisini otomatik veya yar1 otomatik karar verme sistemlerine birakmasi ile
uygulamada yayginlik kazanmaktadir. Bu yaygin kullanim ile birlikte is hukuku acgisindan da
konunun tartigilmasi onem tasimaktadir. Algoritmik yOnetim araglarinin igverenin ydnetim
yetkisi kapsaminda kullanilmasi neticesinde isciler {izerinde daha sik1 ve yogun talimatlar ile
karsilagilabilecegi, isverenin ig¢inin verilerini siirekli depolamasi ve izlemesi sebebiyle kisisel
verilerinin tehdit altinda oldugu, bunun yani sira igverenin esit davranma borcuna aykirilik
yaratan durumlar1 ortadan kaldirabilecegi, is¢ilerin performans ve verimini arttirabilecegi de
ileri stiriilmektedir. “Dijital Cagda Hukuk” sempozyumunda algoritmik yonetim araglarinin
is¢inin ig gorme siirecinde kullaniminin is iliskilerine olas1 etkileri iizerinde durulacaktir.

Anahtar Kelimeler: isverenin ydnetim yetkisi, algoritmalar, makine 8grenme, yapay zeka

THE EMPLOYER'S USE OF ALGORITHMS WITHIN THE SCOPE OF
MANAGERIAL AUTHORITY AND ITS EFFECTS ON LABOR RELATIONS

The employer's use of algorithms as part of its management authority, also known as
algorithmic management, first emerged as a concept describing the ways in which digital
platforms such as 'Uber' and 'Lyft" use software algorithms to allow employees to be "assigned,

optimized and evaluated through algorithms and monitored data”, and algorithmic

* Dr. Ogr. Uyesi, Manisa Celal Bayar Universitesi Salihli Tktisadi Idari Bilimler Fakiiltesi, ORCID: 0000-0002-
3734-6190, sevil.dogan@cbu.edu.tr.
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management refers to a set of various technological tools and techniques for managing the
workforce remotely, based on data collection and surveillance of employees to enable
automated or semi-automated decision-making processes.

Although most of the algorithmic management technologies have emerged with the
performance measurement systems of employees in the platform economy, they are becoming
more widespread with their use in the recruitment processes of large enterprises and in the
process of performing the work within the scope of the employer's management authority. In
particular, it is becoming widespread in practice as the employer's management authority is
fulfilled by algorithmic tools in the process of seeing the work process, collecting and
monitoring the data of the workers efficiently through technology, measuring the employer’s
business decisions, and leaving the employer's management authority to automatic or semi-
automatic decision-making systems. With this widespread use, it is important to discuss the
issue in terms of labor law. As a result of the use of algorithmic management tools within the
scope of the employer's management authority, it is argued that workers may be subjected to
stricter and more intensive instructions, that their personal data is under threat due to the
employer's continuous storage and monitoring of the employee's data, as well as that the
employer may eliminate situations that contradict the employer's equal treatment obligation and
increase the performance and efficiency of the workers. The symposium "Law in the Digital
Age" will focus on the possible effects of the use of algorithmic management tools on the labor
relations of the employee's employment process.

Keywords: Employer’s right to manage, algorithms, machine learning, artifical mtelligence
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TURK MEDENI KANUNU HUKUMLERI KAPSAMINDA ELEKTRONIK (DIiJITAL)
VASIYETNAME

Ahmet KALENDER"

Teknolojinin gelismesi hukuk kurallarina dolayli veya dogrudan etki eder. Bu etki hem
malvarlig1 haklarinda hem de sahis varligi haklarinda cesitli diizenlemelerin yapilmasi
gerekliligini ortaya ¢ikarir. Iste teknolojinin hukuk alanma yaptig1 onemli etkilerden biri de
miras hukukundaki vasiyetnamelere iligkindir.

Vasiyetname, bagkasina yoneltilmesi gerekmeyen ve gercek kisinin 6liimii iizerine intikal
edebilen malvarlig1 ile haklarmin akibetini diizenleyen sekli anlamda O6lime bagli bir
tasarruftur. Mirasbirakanin tasarruf 6zgiirliigiiniin smirlar1 icinde malvarliginin tamami veya
bir kismi1 i¢in yapabilecegi vasiyetname, Tiirk Medeni Kanunu (TMK) hiikiimleri uyarinca
resmi sekilde, mirasbirakanin el yazisi ile veya sozlii olarak diizenlenebilir. Belirtmek gerekir
ki TMK’nin bu agik hiikiimleri karsisinda, kanunda diizenlenmeyen baska bir vasiyetname
yapilamasi olanakli goriilmemektedir. Bu nedenle, TMK hiikiimleri kapsaminda elektronik
vasiyetnamenin (dijital) yapilamayacagi ileri siiriilebilir. Ancak her nasilsa taraflarin boyle bir
vasiyetname yapmis olmasi da miimkiindiir. Taraflarin yaptiklar1 bu elektronik vasiyetname,
ozellikle vasiyetname lehine yorum ilkesi (favor testamenti) kapsaminda degerlendirilebilir. Bu
husus, mirasbirakanin son arzularinin yerine getirilmesi bakimindan tartisilmaya deger bir
durumdur.

Resmi vasiyetname TMK m. 532 vd. hiikiimlerinde; el yazili vasiyethame TMK m.
538’de ve sozlii vasiyetname ise TMK m. 539 ve devaminda belirtilmistir. Elektronik
vasiyetname ise Tiirk hukukunda TMK’da veya bagka bir kanunda diizenlenmemistir.
Teknolojinin siirekli gelismesi ve buna baglh olarak hukuki islemlerin de dijital ortamlarda
yapilabilmesi karsisinda TMK’da diizenlenmeyen ve fakat uygulamada karsilasilabilecek
elektronik vasiyetnamelerin gecerli olup olmayacagmnimn tespiti gerekir. isbu ¢alisma, TMK
hiikiimleri kapsaminda, elektronik vasiyetnamelerin gecerli olup olamayacaklar1 ve bu konuda
yasal bir diizenlemenin gerekli olup olmadigi sorunu degerlendirmeyi amaclanmaktadir.
Calisma kapsaminda dncelikle, vasiyetname hakkinda Tiirk ve Isvigre Hukuklarindaki durum
genel yonleriyle incelenecek ve daha sonra elektronik vasiyetnamelerin Amerika Birlesik
Devletleri’nin (ABD), bazi eyaletlerindeki durum tespit edilmeye calisilmistir. Caligmanin
sonucunda ise elektronik vasiyetnamelerin Tiirk hukuk uygulamasinda ortaya ¢ikarabilecegi

sorunlara iliskin bir ¢6zlimiin olup olmayacagna yonelik bir degerlendirme yapilacaktir.

* Dr. Ogr. Uyesi, Tokat Gaziosmanpasa Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali,
ahmetkalender@yahoo.com, ORCID: 0000-0002-3366-2946.
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Anahtar Kelimeler: Vasiyetname, elektronik vasiyetname, 6liime bagli tasarruf, mirasbirakan,

mirasgi

ELECTRONIC (DIGITAL) TESTAMENT UNDER THE PROVISIONS OF THE
TURKISH CIVIL CODE

The advancement of technology has an indirect or direct effect on legal principles. This
effect requires the creation of various regulations governing both property rights and personal
property rights. One of the important effects of technology on the law is related to testaments
in the law of inheritance.

A testament is a kind of judgement that is related to death in terms of form. A testament
regulates the issues concerning any assets and rights of a natural person following his/her death,
which are not required to be assigned to any party. A willer may issue a testament for all, or
some of his/her assets as allowed by the right of judgement. An official testament may be
handwritten or nuncupative under the provisions of the Turkish Civil Code (TCC). Considering
these unambiguous provisions of the TCC it must be stated that, it does not seem possible to
issue a testament in any other way that is not specified in law. Hence it can be argued that an
electronic (digital) testament cannot be issued under the provisions of the TCC. On the other
hand, parties might have issued a testament in this way. In that case, the electronic testament
might be considered particularly within the scope of the principle of favor testament. This issue
is worth discussing for realizing the last wishes of the willer.

The rules governing an official testament are specified in the TCC starting from Article
532, the rules governing a handwritten testament are specified in Art. 538 of the TCC and the
rules governing a nuncupative will are specified in the TCC starting from Art. 539. Electronic
testament is not regulated under the provisions of the TCC in Turkish law. However, in view
of the continuing advancement of technology and the possibility of carrying out legal
procedures in digital environments, it is necessary to determine whether electronic testaments,
which may be encountered in practice but are not regulated under the TCC, shall be valid or
not. The present study aims to discuss whether electronic testaments shall be valid under the
provisions of the TCC and whether a legal regulation is required for this case. The study will
first address testaments in general in view of the Turkish and Swiss laws, then the practice in
certain states of the USA in terms of electronic testaments will be discussed. The conclusion
part of the study will evaluate whether there might be a solution to the problems electronic
testaments might generate in Turkish law.

Keywords: Testament, electronic testament, death-related judgement, willer, successor
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SOZLESMELER HUKUKUNDA ELEKTRONIK IMZA UYGULAMASI
Ali GOKPINAR”
Imza, Tiirk Borglar Kanunu 15. maddesinde diizenlenmistir. Bor¢lar Kanunu 14.
maddesine karsilik olarak diizenlenen bu madde kismen farklilik gostermektedir. S6zlesme ne
sekilde yazilmis olursa olsun imzanin el yazistyla atilmas1 zorunludur. imzann el yazis1 disinda
bir aragla atilmasi, ancak 6rf ve adetce kabul edilen durumlarda ve 6zellikle cok sayida ¢ikarilan
kiymetli evrakin imzalanmasinda yeterli sayilir. Imza anlasma saglanan metnin altina atilmals;
cikint1 ve ilaveler varsa bunlar da imzalanmalidir. El yazisiyla imzanin ne sekilde atilacagi
hususunda herhangi bir diizenleme bulunmamakla birlikte, uyusmazlik durumunda imza atan
kisinin uygulamada hangi imza seklini benimsedigi arastirilmaktadir. “Giivenli elektronik imza
da, el yazisiyla atilmis imzanin biitlin hukuki sonuc¢larini dogurur” hiikmii bir yenilik olarak
5070 Sayili Elektronik imza Kanununun 5. maddesinden, Tiirk Borglar Kanununun 15.
maddesine aktarilmistir. Imzanin el yazis1 disinda bir aragla atilmasi, ancak 6rf ve adetce kabul
edilen durumlarda ve 6zellikle ¢ok sayida ¢ikarilan kiymetli evrakin imzalanmasinda yeterli
sayilir. El yazisiyla atilan imzanin 6zellik ve fonksiyonlarmni, elektronik ortamda yapilan hukuki
islemler i¢in de saglamak maksadiyla gelistirilen teknige elektronik imza adi verilmektedir.
Elektronik imza, birbirinden ¢ok farkli teknikler kullanilarak olusturulabilmekte ve her tiirli
elektronik ses, sembol veya uygulamay1 kapsamaktadir. Kisilerin elle atmis oldugu imzalarin
tarayicidan gegirilmis hali olan sayisallastirilmis imzalari, gz retinasi, parmak izi, DNA sifresi
veya ses gibi biyolojik 6zelliklerini i¢eren veriler de genel anlamda elektronik imza kavrami
icerisine girer.

Anahtar Kelimeler: Imza, giivenli elektronik imza, s6zlesme, elektronik ortam

ELECTRONIC SIGNATURE APPLICATION IN THE LAW OF CONTRACTS
The issue of signature is regulated by Article 15 of Turkish Code of Obligations. Article

15, issued in response to Article 14 of Code of Obligations, differs partially. No matter how the
contract is written, it is obligatory to sign it in handwriting. Signing, other than handwriting, is
considered as acceptable only in widely customarily accepted conditions and especially for the
signature of a large number of documents. Signature should be placed not only under the agreed
text, as well as on the protrusions and additions. Although there are no regulations on how the

handwritten signature will be signed, the signature style the signatory adopts in practice in case

“ Dr., Ankara Bolge Adliye Mahkemesi Cumhuriyet Savcisi, ORCID NO: 0000-0002-5819-7390.
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of conflict is still under discussion. The provision "Secure electronic signature also creates all
legal consequences of a handwritten signature™ was transferred from Article 5 of the Electronic
Signature Law No. 5070 to Article 15 of the Turkish Code of Obligations as an innovation. Any
technique developed in order to provide the features and functions of a handwritten signature
for legal transactions made in electronic environment is called electronic signature. An
electronic signature can be created using very different techniques and may include any
electronic sound, symbol or application. Data containing biological features such as digitized
signatures, eye retina, fingerprint, DNA code or voice, which are the scanned version of
signatures that people have hand-signed, are also included in the concept of electronic signature
in general terms.

Keywords: Signature, secure electronic signature, contract, electronic media
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E-DEVLETTEN EDINILEN BiLGi VE BELGELERIN iSPAT GUCU VE
YANLISLIKLARINDAN DOGAN SORUMLULUK

Alper UYUMAZ"
Tiirk Medeni Kanunu’nun “II. Resmi belgelerle ispat” baslikli 7 inci maddesine gore,
“Resmi sicil ve senetler, belgeledikleri olgularin dogruluguna kanit olusturur. Bunlarin
iceriginin dogru olmadiginin ispati, kanunlarda baska bir hiikkiim bulunmadik¢a, her hangi bir
sekle bagli degildir”. Bu hiikiim uyarinca, resmi sicil ve senetler hakkinda dogruluk karinesi
vardir ve bunlarin aksini iddia eden bu yanlislig1 her tiirlii delille ispat edebilecektir. Cilinkii
kanun, ispat konusunda kanunlarda 6zel bir sekil sarti ongdriilmedikce her tiirli delile
basvurulmasint miimkiin kilmistir. Bu noktada, e-devlet kapisi iizerinden edinilen bilgilerin
TMK.m.7 anlaminda ispat giicline sahip olup olmadigi sorusu akla gelmektedir. Zira
iilkemizde, e-Devlet Kapisi, 2008 yilinda vatandaslarin erigsime agilmis ve gelisimini siirdiirerek
binlerce kamu hizmetinin sunuldugu, yiizlerce kamu kurumunun entegre oldugu bir dijital
platforma donilismiistiir. Bu platformda yer alan hizmetlerin artirilmasi, igeriklerinin
genisletilmesi ve toplumun her kademesinden vatandaslara, kamu kurumlarina ve 6zel sektore
yonelik 7/24 hizmetlerin sunulmasina yonelik ¢aligmalar yiiriitiilmeye devam etmektedir.
Goriildiigi gibi, eskiden devlet kurumlarindan bireysel ve yiiz yiize basvuru ile edinilen bilgiler
artik dijital olarak e-devlet kapisi iizerinden elektronik ortamda erisime sunulmaktadir. Bu
aciklamalardan sonra, su sorular cevap beklemektedir: E-devlet iizerinden edinilen belge ve
bilgiler, kurumdan dogrudan yiiz yiize basvuru ile edinilen bilgilerle ayni ispat giiciine sahip
midir? Bu iki belge arasinda farklilik varsa hangisi esas alinmalidir? Bu belgelerin gergek
duruma uygun olmamasi sebebi ile ortaya bir zarar ¢ikarsa bu zarardan kim, hangi hiikiimlere
gore sorumlu olacaktir? Iste, bu calismada, mevcut yasal diizenlemeler 15131da e-devlet kapist
iizerinden verilen hizmetle ilgili bu sorulara cevap aranmaktadir.

Anahtar Kelimeler: E-devlet kapisi, e-devlet platformu, e-devlet kapis: isletmecisi, KAYSIS
PROBATIVE FORCE OF INFORMATION AND DOCUMENTS OBTAINED FROM
E-GOVERNMENT AND RESPONSIBILITY ARISING FROM FAULTS

Turkish Civil Code Article 7 titled “Proof with official documents” says “Official
registers and bonds constitute evidence for the accuracy of the facts they document. The proof
that their content is incorrect does not depend on any form unless there is another provision in
the law”. Under this provision, there is a presumption of accuracy regarding official registers

and bonds, and anyone who claims otherwise will be able to prove this incorrectness with all

* Dog. Dr., Selguk Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali, alperuyumaz@gmail.com,
ORCID: 0000-0001-8479-4642.
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sort of evidence. Because the law has made it possible to apply to all sorts of evidence unless a
special form requirement is stipulated in the laws regarding the proof. At this point, the question
of whether the information obtained through the e-government portal has the power of proof
within the meaning of Civil Code Art.7. Because, in our country, the e-Government Gateway
was opened to citizens in 2008, and by continuing its development, it has turned into a digital
platform where thousands of public services are offered and hundreds of public institutions are
integrated. Studies continue to increase the services on this platform, expand their content and
provide 7/24 services to citizens from all levels of society, public institutions, and the private
sector. The information that was previously obtained from government institutions through
individual and face-to-face applications is now available digitally through the e-government
portal in the electronic environment. After these explanations, the following questions await
answers: Do the documents and information obtained through e-government have the same
power of proof as the information obtained directly from the institution through the face-to-face
application? If there is a difference between these two documents, which one should be taken
as the basis? If there is a loss because these documents are not by the actual situation, who will
be responsible for this damage, and according to what provisions? Here, in this study, answers
to these questions about the service provided over the e-government portal are sought in light
of current legal regulations.

Keywords: E-government gate, e-government platform, e-government gate administrator,
KAYSIS
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ESER SAYILMADA HUSUSIYET SARTININ YAPAY ZEKANIN ESER
SAHIPLIGINE ETKIiSi

Aysenur MAMAN"

Teknolojik gelismelerin hiz kazandig1 bilgi toplumunda yapay zeka ¢alismalar1 oldukca
dikkat ¢cekmekte ve hizla gelismeye devam etmektedir. Uluslararasi ticarette biiyiik bir paya
sahip olan yapay zeka, bir¢ok alani etkilemekte ve yeni hukuki diizenleme ihtiyaci kaginilmaz
bir gercek olarak karsimiza ¢ikmaktadir. Sanattan bilime, sagliktan tekstile bir¢ok alanda
kullanilmaya baslanan yapay zeka sistemleri, hukukun her alaninda oldugu gibi telif hukukunda
da tartisilacak konular1 glindeme getirmistir. Giiniimiizde tablo, siir, miizik ve roman gibi birgok
irliniin iireticisi olan yapay zekanm telif hukukunu etkiledigi ortadadir. Yapay zeka tarafindan
tiretilen triinlerin eser olarak kabul edilip edilmeyecegi ve eser olarak kabulii varsayimindan
hareketle yapay zekanin eser sahipligi tartigmalar1 hukuk diinyasinda yerini almistir. Bu
noktada, eser sayilmada ve eser sahipliginde belirleyici olan hususiyet unsuru biiyiik 6nem arz
etmektedir. Tirk Fikir ve Sanat Eserleri Kanunu (FSEK) tanimlar kenar basligini tasiyan 1/B-
a maddesinde eser kavraminin tanimini1 yaparken ““sahibinin hususiyetini tastyan” ifadesine yer
vermistir. Ogreti ve yargi kararlarinda eser sayllmanin siibjektif sart1 eser sahibinin hususiyetini
tasima olarak belirlenmistir. Uluslararas1 hukuk sistemlerinde orijinallik, yaraticilik ve kisisel
fikri yaratim gibi hususiyet kavramina benzer soyut ifadeler kullanilmis; iilkemizde oldugu gibi
bu unsurun acgiklanmasi ve yorumlanmasi igtihat ve Ogretiye birakilmigtir. Hususiyet
kavramimin 6greti, yargt kararlar1 ve uluslararasi literatiirdeki anlami, eser sayilma unsuru
kapsaminda degerlendirilecektir. Hususiyet unsurunun yalnizca insana 6zgii olabilecegi
diisiincesinden hareketle yapay zekanin eser sahipligi konusu, Tirk hukuku ve yabanci
mahkeme kararlar1 1s1gmnda ele almacaktir. FSEK 2004 degisikligi ile eser sahibinin taniminda
yer alan gercek kisi kavrami kanundan ¢ikarilmistir. Boylelikle, eser sahibi FSEK madde 1/B-
b hiikmiinde eseri meydana getiren kisi olarak tanimlanmistir. Bu degisiklik, 6 gretide gercek
kisi disindaki kisilerin eser sahibi olabilecegi tartigmalarini baglatmistir. Giiniimiizde 6zellikle
uluslararas1 literatiirde tartisilan yapay zekaya ayri bir kisilik verilmesi de bu madde
kapsaminda yeniden degerlendirilecektir. Bu calisma ile hususiyet unsuru yapay zeka
baglaminda degerlendirilecek olup yapay zekanin telif hukukunda karsilasacagi problemlere

¢ozlim aranacaktir. Boylelikle, bu alandaki ¢aligmalara katk: saglanacaktir.

Anahtar Kelimeler: Fikir ve sanat eserleri, hususiyet, FSEK, telif hakki, yapay zeka
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THE EFFECT OF THE INDIVIDUALITY CONDITION ON THE COPYRIGHT
OWNERSHIP OF ARTIFICIAL INTELLIGENCE

In the information society where technological developments accelerate, artificial
intelligence studies attract attention and continue to develop rapidly. Artificial intelligence,
which has a large share in international trade, affects many areas and the need for new legal
regulations emerges as an inevitable fact. Artificial intelligence systems, which have started to
be used in many fields from art to science, from health to textiles, have brought up issues to be
discussed in copyright law as in every field of law. It is obvious that artificial intelligence,
which today is the producer of many products such as paintings, poetry, music and novels, has
an impact on copyright law. The discussions on whether the products produced by artificial
intelligence will be accepted as works and the copyright ownership of artificial intelligence
based on the assumption that they will be accepted as works have taken their place in the legal
world. At this point, the element of individuality, which is decisive in the work and copyright
ownership of the work, is of great importance. Article 1/B-a of the Law on Intellectual and
Artistic Works (LIAW), which bears the subtitle of definitions, includes the concept of "bearing
the individuality of its owner" when defining a work. In the doctrine and judicial decisions, the
subjective condition of being considered as a work is determined as bearing the individuality
of the author. In international legal systems, abstract expressions similar to the concept of
individuality such as originality, creativity and personal intellectual creation are used, and as in
our country, the explanation and interpretation of this element is left to jurisprudence and
doctrine. The meaning of the concept of individuality in the doctrine, judicial decisions and
international literature will be evaluated within the scope of the element of work. Then, based
on the idea that the element of individuality can only be specific to human beings, the discussion
on the copyright of artificial intelligence will be made in the light of Turkish law and foreign
court decisions. With the 2004 LIAW amendment, the concept of natural person in the
definition of the author was removed from the law. Thus, the author is defined as the person
who created the work in Article 1/B-b of LIAW. This amendment has initiated discussions in
the doctrine that persons other than natural persons can be authors. The granting of a separate
personality to artificial intelligence, which is discussed especially in the international literature
today, will also be re-evaluated within the scope of this article. With this study, the element of
individuality will be evaluated in the context of artificial intelligence and solutions will be
sought to the problems that artificial intelligence will encounter in copyright law. Thus, it will

contribute to the studies in this field.
Keywords: Literary and artistic works, individuality, LIAW, copyright, artificial intelligence
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TURK HUKUKUNDA ELEKTRONIK VASIYETNAME

Banu Bilge SARIHAN*

Bilgi ve iletigim teknolojisindeki hizli geligsme, insan ihtiyag¢larinin biiyiik bir boliimiiniin
teminini elektronik ortama tasimmistir. Bu degisim, bir¢ok hukuki islemin elektronik ortamda
yapilmasi, kisilerin fiziken oldugu kadar sanal ortamda da mallar, haklar ve borglar edinmesi
sonucunu dogurmustur. Gelir elde edilebilen, s6zlesme yapilabilen, fotograf, video, dijital para,
sanat eseri depolanabilen platformlardaki ¢evrimigi tiyelikler, e-posta kayitlari, fotograf ve
belgeler gibi dijital bilgiler iceren internet ve sosyal medya hesaplari, giincel hukuki sorunlari
da beraberinde getirmistir. Dijital alandaki bu degisikliklerin yiirtirliikteki miras hukukuna en
onemli yansimalari dijital miras ile ¢alisma konumuz olan elektronik vasiyetnamedir. Kisilerin
Oliimiinden sonra dijital ortamdaki malvarligmin mirascilara ge¢iginin nasil olacagi dijital miras
kavrami altinda tartigiimaktadir. Hukukumuzda vasiyetname, bir kimsenin ¢liimiinden sonra
karsilanmasimni istedigi beklentileri ve isteklerinin gergeklesmesi i¢in belirledigi emir ve
direktifleri iceren sekli anlamda 6liime bagl tasarruftur. Vasiyetname ile maddi anlamda 6liime
bagli tasarruf olan vasiyet gergeklestirilir. Vasiyetname sadece bir kisinin arzusuna bagli olarak
hukuki sonu¢ dogurmaya yonelik irade agiklamasi ile meydana geldigi i¢in tek tarafli bir hukuki
islemdir. Vasiyet iradesinin lehine vasiyette bulunulan kisiye yoneltilmesi de gerekmedigi i¢in,
vasiyetci vasiyetname igerisinde yer alan iradesinden sebep gdstermeksizin donebilir. 4721
sayili Tirk Medeni Kanunumuzda vasiyetnamenin {i¢ sekilde yapilabilecegi belirtilmistir.
Resmi vasiyetname (TMK. md. 532-537), El yazili vasiyetname (TMK.md. 538), Sozlii vasiyet
(TMK. md. 539-541). Sozli vasiyet yapilabilmesi igin kanun koyucu olaganiistii durumlarin
varligi sartin1 aramistir. Yakin 6lim tehlikesi, savas, ulasimin kesilmesi, hastalik gibi
olaganiistii durumlar yiiziinden diger vasiyetname cesitleri yapilamiyorsa sozlii vasiyet
yapilabilecegi belirtilmistir. Her {i¢ vasiyetname ¢esidi agisindan kanun koyucu siki sekil
sartlar1 diizenlemistir. Miras hukukunun en 6nemli 6zelliklerinden biri sekilcilik olsa da irade
serbestisinin de olduk¢a yogun hissedildigi bir gergektir. Elektronik vasiyetname hukukumuzda
diizenlenmemistir. Zira ylriirlikteki hiikiimler dijital ortamin ¢ok fazla yaygin olmadigi
donemlerde hazirlanmistir. Elektronik vasiyetname, kisilerin Oliimiinden sonra yerine
getirilmesini istedigi istek ve arzulari i¢in belirledigi emir ve direktifleri diizenlemeye,
kaydetmeye ve saklamaya izin veren dijital ortama ait herhangi bir ara¢ kullanilarak yapilan

vasiyetname olarak tanimlanabilir. Calismamizda elektronik ortamda bu sekilde beyan edilmis

* Dr. Ogr. Uyesi, Necmettin Erbakan Universitesi, Hukuk Fakiiltesi, Medeni Hukuk Anabilim Dals,
bbsarihan@yahoo.com, ORCID: 0000-0003-4686-3752.
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bir vasiyetin gegerli olup olmadigr Tiirk Miras Hukuku acisindan degerlendirilmeye

calisilmistir.

Anahtar Kelimeler: Dijital miras, miras birakan, dijital ortam, elektronik vasiyetname, sekil

sartlar1

ELECTRONIC WILL IN TURKISH LAW

The rapid development in information and communication technology has moved the
supply of a large part of human needs to the electronic environment. This change has led to the
fact that many legal transactions are carried out in the electronic environment, and individuals
acquire goods, rights, and debts in the virtual environment as well as physically. Online
memberships in platforms, where income can be made, contracts can be signed, photographs,
videos, digital money, works of art can be stored, e-mail records, internet and social media
accounts containing digital information such as photographs and documents have brought along
current legal problems. Electronic will, which is our subject, and digital inheritance are among
the most important reflections of these changes in the digital field on the current inheritance
law. It is discussed under the concept of digital inheritance how the digital assets will be
transferred to the heirs after the death of individuals. In our law, a will is a testamentary
disposition in the formal sense, which includes the expectations that a person wishes to be met
after her/his death and the orders and directives determined for the realization of her/his wishes.
With the testimonial, the will, which is a testamentary disposition in material terms, is realized.
A testimonial is a unilateral legal transaction, as it is formed only by the will of a person to give
rise to legal consequences, depending on her/his will. Since the will of the testimonial does not
have to be directed to the person who made the testimonial, the testator can withdraw from the
will in the testimonial without giving any reason. In the Turkish Civil Code No. 4721, it is
stated that the will can be made in three ways. Official will (TCC.Art. 532-537), Handwritten
will (TCC.Art. 538), Oral will (TCC.Art. 539-541). In order to make an oral will, the legislator
sought the condition of the existence of extraordinary circumstances. It has been stated that if
other types of wills cannot be made due to extraordinary circumstances such as imminent death,
war, interruption of transportation, and illness, an oral will can be made. The legislator has
regulated strict form requirements for all three types of wills. Although one of the most
important features of inheritance law is formalism, it is a fact that freedom of will is felt very
intensely. Electronic wills are not regulated in our law. Because the provisions in force were
prepared in times when the digital environment was not very common. An electronic will can

be defined as a will made using any tool that exists in the digital space that allows individuals
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to arrange, record and preserve the orders and directives that they want to fulfill after their
death. In our study, it has been evaluated whether a will declared in this way in the electronic

environment is valid in terms of Turkish Inheritance Law.

Keywords: Digital legacy, legator, digital medium, electronic will, form conditions
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SOSYAL MEDYA HUKUKU VE YASAL DUZENLEME SORUNLARI
Baris GUNAYDIN”

Internet, insanhgin gelisiminde énemli bir asamay1 temsil etmektedir. Bu cercevede
sanayi devriminden de 6nemli bir 6neme sahip olan bir degisimi de ifade etmekte bir bagka
degisle, yasamin tiim boyutlarina; ¢calisma, tiretim, ticaret, is yapma, eglence, 6grenme, iletisim
ve yonetim bi¢imlerini koklii olarak degistirmektedir.

Bu kapsamda internetin en etkili kullanildig1 sosyal medyanin geleneksel yapilara
uymayan yapist ve kullanim alanlar1 ile tiim diinyada oldugu gibi lilkemizde de hukuki
diizenlemeler hep tartisma konusu olmustur. Internetin yapisi yaygmhgy, siirekli gelisen ve
dagitik bir yapidaki ticari aktorlerin elinde olmasi, degisimi ongdrmeyi de pek miimkiin
kilmamaktadir.

Kitle iletisimi bilgi, diislince ve tutumlarin biiyiik ve daginik bir kitleye, bu amag igin
gelistirilmig araglarla iletilmesi olarak” tanimlanmaktadir. Geleneksel kitle iletisim araglari
olarak bilinen gazete, radyo ve televizyonun yaygmlasmasinda da insan yapisini
bigimlendirdigi ve yonlendirdigi iddia edilmektedir.’

Geleneksel kitle iletisim araglari i¢in getirilen bu elestiri yeni iletisim teknolojilerinin en
onemli ozelligi olan etkilesimi de dikkate aldigimizda sosyal medya kullanimi ile iletigimin
giiniimiizdeki tanim1 yeniden tanimlanmasi gerekmektedir.

2020 yilindan bu yana sosyal medya kullanic1 sayis1 kiiresel niifusta 409 milyon kisi
artarak 4,55 milyar sosyal medya kullanicisina ulagsmistir. Her internet kullanicisi, aylik
yaklasik 7 farkli sosyal medya uygulamasi kullanirken, sosyal medyada gecirilen siire 2 saat 27
dakikadir.*

Sosyal medya mecralarmin bir¢gok ama¢ ve alanda kullanilmasi da hukuki sorunlari
beraberinde getirmektedir. Kisilik haklari ihlalleri, iletisim hukuku, ticaret hukuku, fikri
miilkiyet ve smai miilkiyet hukuku 6zellikle iliskili hukuk alanlar1 arasinda yer almaktadir.

Sosyal medya, hukuk ve yonetim agisinda ¢ozlimii zor sorunlar ¢ikarmaktadir. Bu alanda
cok uluslu bir yapi, uluslararas: is birligi mekanizmalarmin heniiz tam olarak kurulmamis
olmas1 ve teknolojinin de bir yandan siirekli gelisiyor olmasi ¢dzlimiin kisa vadede miimkiin

olmadigini da gostermektedir.

“Avukat Dr., Eskisehir Barosu, Misafir Dr. Ogretim Gorevlisi, Eskisehir Teknik Universitesi,
barisgunaydin@gmail.com

1 John Vivan, The Media of Mass Communication,(1994)

2 [simi Y&netebiliyorum, Dijital Pazarlama Egitim Notlar1 (2021)
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Bu ¢aligmada sosyal medya hukuku kavrami ¢ergevesinde teknolojik gelismeler ve sosyal
medya mecralarinda yasanan hukuki sorunlar diinyadaki diger iilkeler ve Tiirkiye’deki yasal
diizenlemeler ¢ercevesinde kisilik haklari, fikri ve sinai miilkiyet hukuku ile iligkileri boyutu
ile ele alinacaktir.

Anahtar Kelimeler: Sosyal medya hukuku, kitle iletigimi, iletisim hukuku, fikri haklar, sinai

miilkiyet hukuku

SOCIAL MEDIA LAW AND REGULATION PROBLEMS

The Internet has an important role in the development of humanity. In this context, it also

expresses a change that is more important than the industrial revolution, in other words, to all
dimensions of life; It radically changes the way of working, production, commerce, doing
business, entertainment, learning, communication and management.
In this context, the non-conforming structure and usage areas of social media, where the internet
is used most effectively, and legal regulations in our country as well as all over the world have
always been the subject of discussion. The prevalence of the structure of the Internet and the
fact that it is in the hands of commercial actors in a constantly developing and distributed
structure make it not possible to predict change.

Mass communication is defined as “the transmission of information, ideas and attitudes
to a large and scattered mass, with tools developed for this purpose”. John Vivan, claims to
have shaped and directed the human structure in the spread of newspapers, radio and television,
which are known as traditional mass media.*

When we consider the interaction, which is the most important feature of new
communication technologies, this criticism brought for traditional mass media, the use of social
media and the current definition of communication need to be redefined.

Since 2020, the number of social media users has increased by 409 million people in the
global population and reached 4.55 billion social media users. While each internet user uses
approximately 7 different social media applications per month, the time spent on social media
is 2 hours and 27 minutes.?

The use of social media channels for many purposes and areas also brings legal problems.
Violations of personal rights, communication law, commercial law, intellectual property and

industrial property law are among the relevant areas of law.

1 John Vivan, The Media of Mass Communication,(1994)
2 [simi Y&netebiliyorum, Dijital Pazarlama Egitim Notlar1 (2021)
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Social media creates difficult problems in terms of law and administration. A
multinational structure in this area, the fact that international cooperation mechanisms have not
yet been fully established and technology is constantly developing on the one hand shows that
a solution is not possible in the short term.

In this study, technological developments and legal problems experienced in social media
channels within the framework of the concept of social media law will be discussed in terms of
their relations with personal rights, intellectual and industrial property law within the
framework of legal regulations in Turkey and other countries in the world.

Keywords : Social media law, mass media, media law, intellectual property, industrial

property law
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OTONOM SISTEMLERIN YAYGINLASMASININ URUN SORUMLULUGU
HUKUKUNA ETKILERI

Cemre POLAT"

Yapay zeka teknolojisi ile gelistirilmis otonom sistemler bir kisinin kontroliine veya
gozetimine ihtiya¢ duyulmaksizin islevini yerine getiren otonom {irlinlerin yaratilmasini ve
yayginlagsmasini saglamigtir. Basat 6rnegi otonom karayolu araglari olan otonom firiinler,
gelencksel sorumluluk hukukunun yeterliginin sorgulanmasina neden olmustur. Bu
sorgulamanin sebebini anlamak i¢in otonom iiriinlerin nasil ¢alistiina deginmek gerekir.
Otonom lirlin, yapay zeka bileseni sayesinde, islev gosterdigi ¢evreyi algilayip kendisine
verilen amaca ulagmak i¢in gergeklestirebilecegi olas1 davranislardan birini se¢ip uygulamaya
koyabilir. Yani otonom {iriin karar alarak ve i¢inde bulundugu sanal ya da fiziksel ¢evre ile
etkilesime gegerek bir sonug yaratir. Bu yaratilan sonucun zarara sebebiyet vermesi halinde, bir
hukuk siijesinin zarardan sorumlu olup olmadig1 ve hangi hukuki sebeple sorumlu oldugu
kapsamli tartigmalara sebebiyet vermistir.

Zarar gorenin tazminat talep edebilecegi bir sozlesmenin tarafi oldugu hallerde ciddi
sorunlar yasanmasi beklenmemekle birlikte zarar goren kisi rastgele bir ticiincii kisi de olabilir.
Otonom {iriiniin neden oldugu zararh olaylarda haksiz fiilin unsurlarmin (6zellikle kusur ve
nedensellik baginin) gerceklesip ger¢eklesmedigi siiphelidir. Kusursuz sorumluluk héallerine
bakildiginda ise otonom iiriinler bakimmdan en ilgili olan sorumluluk sebebi {iriin
sorumlulugudur. Uriin sorumlulugu, iireticinin (veya iiretici gibi sorumlu tutulan diger
kimselerin) liriiniin yeterince giivenli olmamasindan diger bir ifade ile ayipli olmasindan dolay1
ticlincii kisilerin ugradigi zararlar1 tazmin etmesini d6ngérmektedir. Bu sorumlulugun dogmasi
icin Uriindeki ayip, zarar ve iirtindeki ayip ile zarar arasindaki nedensellik baginin ispat edilmesi
gerekir.

Yapay zeka teknolojilerine dayali otonom iiriinler, bir¢ok lilkede, mevzuatlarinda yer alan
{iriin ve ay1p tammlarmin yeterliginin sorgulanmasina yol agmustir. Uriin kavrami genellikle bir
taginir esya olarak ifade edilmektedir. Ayip ise, (Tiirk ve Avrupa Birligi hukukunda) {iriiniin
toplumun genelinin giivenlik beklentilerini kargilamamasini ifade etmektedir. Salt yazilimdan
olusan yani bir donanimda cismanilesmemis otonom varliklarm da bir iiriin olup olmadig1
tartisilmig; ayrica ayip kavraminm tiiketici beklentilerine bagli olmasinin otonom iriinler

baglaminda yeterli olup olmadigi da siiphe ile karsilanmistir. Zira yapay zeka bileseni

*

Dr. Ogr. Uyesi, Ankara Medipol Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dal,
cemre.polat@ankaramedipol.edu.tr
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sayesinde, lireticisi tarafindan bile 6ngoriilemeyen davraniglar gelistirebilen otonom iiriinlerden

tiiketicilerin ne beklemesi gerektiginin belirlenmesi zordur.

Bu kaygilar, Avrupa Birligi’'nde 1985 yilinda kabul edilmis ve Tiirk hukukunda 7223 s.
Kanun’da diizenlenmis iiriin sorumluluguna da kaynaklik etmis olan Uriin Sorumlulugu
Yonergesi’nin (85/374/AET) gozden gegirilmesini saglamis ve Ydnerge’nin revizyonu i¢in 28
Eylil 2022°de Komisyon tarafindan, Yonerge’de onemli degisiklikler igeren bir taslak
(COM(2022) 495 final) paylagilmistir. Bu ¢alismada taslakta dnerilen degisiklikler yapay zeka
teknolojilerine dayali olarak gelistirilen {riinler bakimindan 6nem arz eden yoOnleriyle
incelenecek olup Tiirk hukukunda {iriin sorumluluguna iligskin yasama degisikligine ihtiyag

duyuldugunu diistindiigiimiiz hususlar da ele alinacaktir.

Anahtar Kelimeler: Otonom sistemler, kusursuz sorumluluk, iiriin sorumlulugu, ayip

THE EFFECTS OF THE SPREAD OF AUTONOMOUS SYSTEMS ON THE
PRODUCT LIABILITY

Autonomous systems developed with artificial intelligence technology have led to the
creation and widespread use of autonomous products that fulfil their functions without the need
for the control or supervision of a person. Autonomous products, the main example of which is
autonomous road vehicles, have caused the adequacy of traditional liability law to be
questioned. In order to understand the reason for this questioning, it is necessary to address how
autonomous products work. Thanks to its artificial intelligence component, the autonomous
product can perceive the environment in which it functions and choose and implement one of
the possible behaviours that it can perform to achieve the purpose given to it. In other words,
the autonomous product creates a result by making a decision and interacting with the virtual
or physical environment it operates in. In case autonomous product's behaviour causes damage,
the question of whether a subject of law is liable and if so, on which legal ground has been the
subject of extensive discussions.

In cases where the injured party is a party to a contract so that (s)he can claim
compensation, liability attribution may not cause a serious problem. However, the injured party
may be a bystander so that (s)he needs to seek remedy in tort law. It is doubtful whether the
elements of tort (especially fault and causal link) are fulfilled in harmful events caused by the
autonomous product. In terms of no-fault liability, the most relevant cause of liability for
autonomous products is product liability. Product liability envisages that the producer (or other
persons held responsible like the producer) compensates the damages incurred by third parties

due to the fact that the product is not sufficiently safe, in other words, defective. In order for
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this liability to arise, the defect in the product, the damage and the causal link between the
defect in the product and the damage must be proven.

Autonomous products based on artificial intelligence technologies have led many
countries to question the adequacy of the notions of product and defect in their legislation. The
product is generally defined as a movable object. The notion of defect (under Turkish and EU
Law) refers to the failure of the product to meet the safety expectations of the general public. It
has been discussed whether autonomous entities consisting solely of software, i.e. autonomous
entities that are not embodied in hardware, are also a product; in addition, it has been questioned
whether the concept of defect depending on consumer expectations is sufficient in the context
of autonomous products. This is because it is difficult to determine what consumers should
expect from autonomous products, which, thanks to their artificial intelligence component, can
develop behaviours that may not be predicted even by the producers.

These concerns led to a review of the Product Liability Directive (85/374/EEC), which
was adopted in 1985 in the European Union and which is the source of product liability
regulated under Law No. 7223 in Turkish law. A proposal (COM(2022) 495 final) containing
significant amendments to the Directive was published by the Commission on 28 September
2022 for the revision of the Directive. In this study, the suggested amendments in the Proposal
will be analysed in terms of the aspects that are important for autonomous products. Besides,
the aspects of Turkish product liability that need improvements by legislative amendments will

also be discussed.

Keywords: Autonomous systems, no-fault liability, product liability, defectiveness
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INTERNET YOLUYLA KURULAN MESAFELI SOZLESMELERDE ARACI
HIiZMET SAGLAYICILARIN TUKETICILERE KARSI SORUMLULUGU

Dilsah Busra KARTAL*

TKHK m. 48/I hitkkmiinde mesafeli sozlesmeler, tiiketicinin satic/saglayici ile mal veya
hizmetlerin uzaktan pazarlanmasina yonelik bir sistem cergevesinde fiziksel olarak bir araya
gelmeden uzaktan iletisim araglariyla kurdugu so6zlesmeler olarak tanimlanmaktadir. Mesafeli
sozlesmeler uygulamada en ¢ok internet lizerinden kurulmaktadir. Tiiketiciler, mal ve
hizmetleri tek bir satici/saglayicinin web sitesinden ziyade bir¢ok satici/saglayicinin bir araya
getirildigi platformlar iizerinden edinme egilimi gostermektedir. Mesafeli sozlesmelerin
kurulmasina aracilik etmek suretiyle kurulan bu platformlar araci hizmet saglayicilari
tarafindan isletilmektedir. Tiiketici bir mal veya hizmet satin almak i¢in araci hizmet
saglayicinin platformundan yararlanmakta ama s6zlesmeyi satici/saglayici ile imzalamaktadir.

Tiiketicinin Korunmas1 Hakkinda Kanun’da ve Mesafeli Sozlesmeler Y onetmeligi’nde 1
Ekim 2022 tarihinde yiiriirliige giren degisikliklerden dnce araci hizmet saglayicilarin sadece
platforma iligkin kayit tutma, bilgi verme ylikimliligi ve satici/saglayict ile arasindaki
sOzlesmeye aykiriliktan dolay1 tiiketiciye karst sorumlulugu bulunmaktaydi. Degisiklikler ise
araci hizmet saglayicilara bir¢ok ek ytkiimliiliik getirmistir.

[k olarak, arac1 hizmet saglayicilar, platformlarinda kurulan sézlesmelerden dogan hak
ve ylkiimliilikklerin kullanim siiresi boyunca, tiiketiciler i¢in cayma hakkinin kullanilmasina,
sOzlesmenin feshine, bedel iadesine, satici/saglayici ile yaptiklar1 islemlerin kayitlarina,
teslimat veya ifaya iliskin talep, bildirim ve sikayetlerini iletebilmeleri ve takip edebilmeleri
icin bir sistem kurma ve bu sistemi kesintisiz olarak ag¢ik tutma ylikiimliiliigii altindadir (TKHK
m. 48/V, MSY m. 12/A/l-11).

Ikinci olarak, mesafeli s6zlesmelerin kurulmasmdan once tiiketicilere MSY m. 5’te
belirtilen hususlar1 igeren bir 6n bilgilendirme yapilmasi zorunludur. On bilgilendirmenin
yapilmasindan, teyidinden ve ispatindan satici/saglayici ve aract hizmet saglayict miiteselsilen
sorumlu tutulmustur (TKHK m. 48/VI/a). Eger veri girisi bizzat aracit hizmet saglayici
tarafindan yapilmigsa, 6n bilgilendirmede yer almasi gereken unsurlarin eksikliginden ve
verilerin dogrulugundan araci hizmet saglayici tek basina sorumlu olacaktr (MSY m. 5/VII).
Aract hizmet saglayicilar 6n bilgilendirmede yer alan hususlar ile reklamlarmnda yer alan

bilgilerin uyumlu olmasindan ve bunun ispatindan da tek basma sorumludur (TKHK m.

* Dr. Ogr. Uyesi, Fatih Sultan Mehmet Vakif Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dal,
dbkartal@fsm.edu.tr
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48/VI/f). Ote yandan veri girisi satici/saglayic1 tarafindan gergeklestiriliyorsa bilgilerin
eksikliginden arac1 hizmet saglayici sorumlu olmayacaktir (TKHK m. 48/VII/b).

Son olarak, aract hizmet saglayicilar, satici/saglayici adina bedel tahsil etmeleri halinde,
mal veya hizmetin teslim veya ifas1 sonrasi bedelin saticiya/saglayiciya aktarildigi durumlar ile
ayipli mal veya hizmetten dogan haklarin kullanildig1 haller hari¢ olmak iizere teslim veya ifa
ile cayma hakkina iliskin yiikiimliiliklerden satici/saglayici ile birlikte miiteselsilen sorumludur
(TKHK m. 48/V11/d). Yani arac1 hizmet saglayicinin sorumlulugu ifa, teslim ve cayma hakkimin
kullanimina iligkin yiikiimliiliikleri kapsar. Ote yandan arac1 hizmet saglayicinin, tiiketicinin
ayiptan dogan se¢imlik haklarini kullanmasi halinde sorumlulugu olmaz. Ayrica araci hizmet
saglayici satici/saglayict ada bedel tahsil etmiyorsa veya tahsil edilen bedeller halihazirda
satici/saglayiciya aktarilmigsa, yine sorumlulugu dogmayacaktir.  Fakat, araci hizmet
saglayicilarin satic/saglayicilarin onay1 olmaksizin diizenledikleri kampanyali, promosyonlu
veya indirimli satiglarda sézlesmenin hi¢ ya da geregi gibi ifa edilmemesinden tek basina

sorumluluklar1 bulunur (TKHK m. 48/VIl/e).

Anahtar Kelimeler: Mesafeli sézlesme, araci hizmet saglayici, tiikketici hukuku

LIABILITY OF THE INTERMEDIARY SERVICE PROVIDERS TO THE
CONSUMERS REGARDING THE DISTANCE CONTRACTS FORMED OVER THE
INTERNET

Art. 48/1 of the CPA defines distance contracts as the contracts which are concluded
between the seller/supplier and the consumer without the simultaneous physical presence of the
parties, within the framework of a system established for the distant marketing of goods or
services using a means of telecommunication. In practice, the distance contracts are formed
over the internet in most cases. Consumers tend to procure goods and services from the
platforms that hosts multiple sellers/suppliers instead of the website of an individual
seller/supplier. These platforms that act as an intermediary for the formation of the distance
contracts are managed by the intermediary service providers. The consumer uses the platform
of an intermediary service provider to buy a good or a service but enters into the contract with
the seller/supplier.

Before the amendments to the Consumer Protection Act and the Regulation on Distance
Contracts came into force on 1 October 2022, the intermediary service providers were only
responsible for registering, sharing information about the platform and was liable for the
violation of its contract with the seller/supplier to the consumer. The amendments introduced

additional obligations for the intermediary service providers.
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First, the intermediary service providers are responsible for establishing a system for the
consumers regarding the delivery and keeping track of the requests, notices and complaints
about the use of the withdrawal right, the termination of contract, refund, transaction data
between the consumers and the sellers/suppliers, delivery or performance and maintaining this
system without interruption during the utilization period of the rights and obligations arising
from the contracts formed on their platform (Art. 48/V CPA, Art. 12/A/1-11 DCR).

Second, it is mandatory to inform the consumers with regards to the items set out under
Art. 5 DCR before the conclusion of the contract. The seller/supplier and the intermediary
service provider are jointly liable for the delivery, confirmation and evidence of the preliminary
information (Art. 48/VVl/a CPA). If the data input was made by the intermediary service
provider, it shall be solely liable for any deficiency in the preliminary information and its
accuracy (Art. 5/VII DCR). The intermediary service providers are also solely liable for the
coherence between and evidencing of the elements in preliminary information and the
information in their advertisements (Art. 48/VI1I/f CPA). On the other hand, if the data input is
performed by the seller/supplier, the intermediary service provider shall not be liable for any
deficiency in the information (Art. 48/VIl/b CPA).

Lastly, if an intermediary service provider collects payments on behalf of the
seller/supplier, it will be jointly liable with the seller/supplier for the obligations regarding the
delivery, performance and withdrawal right except when the payment is transferred to the
seller/supplier after the delivery or the performance of the product or service and except for the
cases of defective product or service (Art. 48/V11/d). This means the liability of the intermediary
service provider includes the obligations regarding the performance, delivery and use of
withdrawal right. On the other hand, the intermediary service provider is not liable in case the
consumer uses its the selective rights due to a defect. Moreover, if the intermediary service
provider does not collect payments on behalf of the seller/supplier or if it has already transferred
any payments to the seller/supplier, it will not be liable. However, the intermediary service
providers are solely liable for the non-performance or improper performance of the contracts
that are formed as part of a special offer, promotion or discount that they organize without the
approval of the sellers/suppliers (Art. 48/VV1l/e CPA).

Keywords: Distance contract, intermediary service provider, consumer law
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7392 SAYILI KANUN’UN MESAFELi SOZLESMELERLE iLGIiLi GETIRDiGi
DEGISIKLIKLERIN TUKETICILERIN KORUNMASI BAKIMINDAN
DEGERLENDIRILMESI

Ebru CEYLAN®

6502 Sayili Tiiketicinin Korunmas1 Hakkinda Kanun ‘da (TKHK) m. 48 hiikmiinde
mesafeli sozlesmeler diizenlenmistir. Bu sdzlesmeler, satic1 veya saglayici tiiketici ile uzaktan
iletisim araclarinin vasitasiyla mal veya hizmetlerin uzaktan pazarlanmasina imkan veren
sistem dahilinde kurulmaktadir. Bu durumda tiiketiciler, mal veya hizmete uzaktan iletisim
araglarmi kullanarak s6zlesme yaptigindan mal ve hizmetle ilgili s6zlesmeyi kurmadan 6nce 6n
bilgilendirilme ihtiyact i¢indedir.

Mesafeli sozlesmelerin biiyiik bir kismi1 bugiin e- ticaret platformu {lizerinden araci
hizmet saglayicilar1 vasitasiyla yapildigindan tiiketicilere karsi aracilik edenlerin hukuki
sorumlulugunun kapsaml diizenlenmesi i¢in TKHK.m.48 de 6nemli degisiklikler yapilmistir.
Bu degisikliklerden biri, m. 48/ III hiikmiinde diizenlenmis olup, satici veya saglayici
tiikketicinin 0zel istekleri, ihtiyaclar1 dogrultusunda hazirladigr mallar1 teslimde 30 giinliik
siireyle bagli olmamasidir. Diger degisiklikler ise araci hizmet sunanlarla ilgilidir. E- ticaret
platformu iizerinden araci hizmet saglayicilar1 vasitasiyla yapilan mesafeli sozlesmelerde
tiikketicilerin zarar gérmemesi icin aracilik edenlerin yiikiimliiliiklerini gerektigi gibi yerine
getirmesi gerekir. Aracilik edenlerin mesafeli s6zlesmenin asamalarinda tiiketicileri 6n
bilgilendirme yiikiimliiliigii, mal ve hizmetlerin tiiketicilere ulasmasinda kesintisiz ve kolay bir
sistem saglama yiikiimliiliigii, aracilarin satic1 veya saglayicilarla yapmis oldugu aracilik
sOzlesmesinden dogan yukiimlilikleri, sozlesme konusu mal veya hizmetin teslim
edilmemesinden dogan sorumlulugu ve On bilgilendirmeyle ilgili diger yikiimliiliikleri
bulunmaktadir. Aracilik edenlerin bu yiikiimliliikleri tiiketicilerin menfaati bakimindan
calismamizda degerlendirilmektedir. 7293 sayili Kanun m.7 ile diizenlenen TKHK.m.48/VI a
hilkmiinde on bilgilendirmede zorunlu hususlardaki eksikliklerden mesafeli sozlesmeye
aracilik edenlerin sorumlu olacagi belirtilmesine ragmen, m. 48/VI b hiikmiinde veri girisini
satict ve/ veya saglayicinin yapmasi halinde aracilik edenin sorumlu tutulmamasi kanimizca
tilketici aleyhine bir diizenleme olmustur. 7293 sayili Kanun m.7 ile diizenlenen
TKHK.m.48/VI d hiikmiinde aracilik edenler s6zlesmenin ifas1 bakimindan satici/saglayici ile
birlikte miiteselsilen sorumlu tutulmustur. Ancak aracilik edenlerin bedel aktarimi yapildiktan
sonra sorumlu olmayacagi yoniinde bir istisnanin getirilmis olmasi1 kanimizca tiiketiciler

aleyhine bir diizenleme olmustur.

* Prof. Dr., Istanbul Aydin Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali, ebruceylan@aydin.edu.tr
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Anahtar Kelimeler: Tiiketici, satici, saglayici, aract hizmet saglayicisi, uzaktan iletisim araci

EVALUATION OF THE CHANGES BROUGHT BY THE LAW NO. 7392 ON
DISTANCE CONTRACTS IN TERMS OF PROTECTION OF CONSUMERS

Distance contracts are regulated in Article 48 of the Consumer Protection Law No. 6502.
These contracts are established within the system that allows the remote marketing of goods or
services by means of remote communication tools with the seller or supplier consumer. In this
case, consumers need to be informed before signing the contract regarding the goods and
services, since they make a contract for the goods or services by using remote communication
tools.

Since most of the distance contracts are made through intermediary service providers on
the e-commerce platform today, important changes were made in CPL article no. 48. One of
these changes is regulated in the provision of 48/111, the seller or the supplier is not bound by
the consumer's special requests and needs for a period of 30 days during the delivery of the
goods prepared. Other changes relate to intermediary service providers. In order to prevent
consumers from being harmed in distance contracts made through intermediary service
providers over the e-commerce platform, intermediaries must fulfill their obligations as
required. The intermediaries have the obligation to provide preliminary information to the
consumers at the stages of the distance contract, the obligation to provide an uninterrupted and
easy system for the goods and services to reach the consumers, the obligations of the
intermediaries arising from the intermediation agreement with the seller or the suppliers, the
responsibility arising from the non-delivery of the goods or services that are the subject of the
contract, and other obligations regarding preliminary information. These obligations of
intermediaries are evaluated in our study in terms of the interests of consumers. Although it is
stated in the provision of CPL a.48/V1-a regulated by Law No. 7293, that those who mediate
the distance contract will be responsible for the deficiencies in the obligatory matters in the
preliminary information, in our opinion, it is a regulation against the consumer that the
intermediary is not held responsible in case the seller and/or provider makes the data entry in
the provision 48/VI-b. Intermediaries are held severally responsible for fulfillement of the
contract in accordance with article 48/V1-d of CPL regulated by Law No. 7293. However, in
our opinion, the provision of an exception stating that the intermediaries will not be liable after
the transfer of the price has been a regulation against the consumers.

Keywords: Consumer, seller, provider, intermediary service provider, remote communication

tool
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DEEPFAKE TEKNOLOJISI KARSISINDA KIiSININ KiSILIK HAKKININ VE
KISISEL VERILERININ KORUNMASI

Ecem KIRKIT”

Teknoloji giin gectikge hayatimizin dort bir yanin1 kusatmaktadir. Son yillarda ise devrim
niteligindeki gelisiminin son asamalarindan ge¢mistir. Teknoloji hayatimiza pek ¢ok kolaylik
katarken, bunun yami swra pek cok tehlikeyi de beraberinde getirmektedir. Teknolojinin
hayatimizin vazgecilmez bir pargasi haline gelmesiyle birlikte kisilik haklar1 ile teknoloji
arasinda kac¢inilmaz bir ¢atisma ortaya ¢ikmistir. Yiiz Tanima Teknolojisinin (FRT) bir tiirii
olan Deepfake teknolojisi, kisinin kisilik hakkimin temel degerlerini ve kisisel verilerini tehdit
etmektedir.

Deepfake teknolojisi; bir kisinin yiiz ifadesinin, yazilim yoluyla kullanilarak gorsel ve
sesli icerik olarak manipiile edilmesidir. Siyasi hiciv veya sahte pornografi vb. tiirlerde pek ¢ok
sahte videonun ortaya ¢ikmasina neden olan deepfake teknolojisi, deneysel makine 6grenimine
dayanir. Makine 0grenimi algoritmalari, gercek kisilerin video ve ses kayitlarina yiizler ve
sesler ekleyerek gercekgi taklitlerin olusturulmasini saglar. Izleyici bakimmdan gergeginden
ayirt etmenin oldukca gii¢ oldugu bu videolarda kisinin yiizii, sesi gercek¢i olarak
kullanilmaktadir. Unlii oyuncularin zor sahnelerin ¢ekiminde bu ydntemi tercih ettikleri
bilinmektedir. Bu teknolojinin ortaya ¢ikmasindan 6nce “Simone (SImOne)” filminde de
deginildigi tlizere bir yliz ve sesin bilgisayara 6gretilmesiyle herhangi bir kurgusal durum ve
olay adeta ger¢ekten yasanmiscasina videoya alinabilmektedir. Sinema endiistrisi gibi alanlarda
fayda saglayabilirse de kotiiniyetli kullanima da oldukca acik bir teknolojidir. Uretilen
videolarla kisinin yapmadig1 bir davranis1 yaptig1 veya soylemedigi bir s6zii soyledigi algisi
videonun inandiricihigiyla gii¢lendirilmis olarak olusmaktadir. Giiniimiizde pek ¢ogumuz
tarafindan sosyal medyada paylasilan fotograf ve videolarin deepfake teknolojisi yoluyla

islenerek, cesitli amaglarla kullanilmasi a¢ik ve yakin bir tehdittir.

Bu tehdide karsi kisi savunmasiz degildir. Kisinin yilizii ve sesi gerek kisilik hakki
kapsaminda gerekse de kisisel veri olarak hukuken koruma altindadir. Kisinin yiizii ve sesi gibi
kisilik degeri ve biyometrik veri niteligi tasiyan degerlerinin izinsiz kullanilmasi kisilik
hakkinin ve kisisel verilerinin ihlali niteligi taswr. Kisinin onuru ve kisiliginin 6zgiirce
gelismesini saglayacak her bireysel deger, kisilik hakki kapsamindadir. Bir kisinin yiizii ve sesi
de onurunun 6nemli bir parcasidir. Kisinin rizast disinda yiiziiniin ve sesinin kullanilmasi,

kisinin hem kisilik hakkimin hem de kisisel verilerinin ihlali anlamini tasir. Bu ihlale karsi kisi,

*Ars. Gor., Cukurova Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali, ecemkirkit@gmail.com
ORCID: 0000-0001-5826-4170.
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gerek TMK gerekse de KVKK kapsaminda korunmaktadir. Yalnizca izinsiz kullanim yoniinden
degil, ayrica kisinin onurunun korunmasi yoniinden de TMK kapsaminda kisilik hakki
korunmaktadir. Caligmamizda, deepfake teknolojisi, bu teknolojinin kisilik hakkini ve kisisel
verileri ihlali ve bu teknoloji karsisinda kisinin kisilik degerleri ve kisisel verilerinin korunmasi

aciklanacaktir.

Anahtar kelimeler: Deepfake teknolojisi, yiiz tanima, kisilik hakki, kisisel veri

PROTECTION OF PERSONALITY RIGHT AND PERSONAL DATA AGAINST
DEEPFAKE TECHNOLOGY

Technology is embedded in all aspects of our everyday lives. Last years, technology has
gone through the final stages of its revolutionary development. Not only technology adds many
conveniences to our lives, but it also brings many dangers. With technology becoming an
indispensable part of our lives an inevitable conflict has arisen between personality rights and
technology. Deepfake technology, a type of Facial Recognition Technology(FRT), threatens
the basic elements of personality right.

Deepfake technology; is the manipulation of a person's facial expression as visual and
audio content using software. Deepfake technology, which causes the explosion of fake videos
like political satire or fake pornography, etc., relies on experimental machine learning. Machine
learning algorithms add faces and voices to video and audio recordings of real people and enable
realistic imitations to be created. The face and voice of the person are used realistically in these
videos, which are very difficult to distinguish from the real for the audience. It is known that
famous actors prefer this method when shooting difficult scenes. As mentioned in the movie
"Simone (S1mOne)" before the emergence of this technology, any fictional situation and event
can be videotaped as if it had actually happened, by teaching a face and voice to the computer.
Although it can provide benefits in areas such as the movie industry, it is also a technology that
is very open to malicious use. With the videos produced, the perception that the person did a
behavior that he did not do or said a word that he did not say is reinforced by the believability
of the video. It is a clear and imminent threat that photos and videos shared by many of us on

social media are processed through deepfake technology and used for various purposes today.

A person is not vulnerable to this threat. The person's face and voice are under legal
protection, both within the scope of personal rights and as personal data. Unauthorized use of
personal values and biometric data, such as a person's face and voice, constitutes a violation of
personality rights and personal data. Every individual value that will ensure the dignity of the

person and the free development of his personality is within the scope of the personality right.
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A person's face and voice are also an important part of their dignity. The use of one's face and
voice without the consent of the person means both a violation of the person's personality right
and personal data. Against this violation, the person is protected by both TCC and PDPC.
Personal rights are protected under the TCC, not only in terms of unauthorized use, but also in
terms of protecting the dignity of the person. In our study, deepfake technology, the violation
of personality rights and personal data, and the protection of personal values and personal data
of the person against this technology will be explained.

Keywords: Deepfake technology, face recognition, personality right, personal data
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DiJITAL CAGDA COCUGUN UNUTULMA HAKKI
Emel BADUR"

Dijital cagda teknolojide yasanan gelismeler bilginin elde edilmesini, islenmesini,
saklanmas1 ve aktarilmasini son derece kolaylastirmig; hatta hizlandirmistir. Yasanan
gelismeler, kisilerin kisilik hakkmin ve kisisel verilerinin dijital ¢aga uygun sekilde
korunmasimin saglanmasi amaciyla, yeni hukuki koruma mekanizmalar1 olusturulmasi
ihtiyacini da glindeme tagimistir. Bu hukuki koruma mekanizmalarindan biri de son donemde
giincel bir dijital temel hak olarak nitelendirilen unutulma hakkmnm kabuliine iligk indir.

Kisi tarafindan Oncesinde birakilmis olan izlerin, dijital ¢agda kisiyi takip etmemesini
amaclayan ve saglayan unutulma hakki, kisinin dijital ortamda bulunan ve artik kendisi ile
baglantisiin kurulmasimni istemedigi icerikleri yonetebilmesini amaglar. Bagka bir ifadeyle
unutulma hakki, dijital ortamda yer alan ve ilgili kigiyi rahatsiz eden bir igerigin akibetini, igerik
6znesi olan kisinin kontroliine birakmay1 saglayan hak olarak tanimlanabilir. Tlgili kisi, dijital
ortamda yer alan bir bilginin kendi ad1 ile baglantisinin kesilmesini bu hakkin kullanilmasiyla
talep edebilecektir.

Unutulma hakkinin 6znesi, ilgili kisi olarak isimlendirilen, kisisel verisi igslenen ve islenen
verinin akibetini belirlemekte yetkili olan gergek kisidir. Ilgili kisi unutulma hakkimni
kullandiginda; hakkin yiikiimliisii, ilgili kisinin unutulmasinin saglanmasi1 amaciyla gerekenleri
yerine getirmekle gorevli veri sorumlusu olarak ortaya ¢ikmaktadir. Unutulma hakkinin
oncelikli yiikiimliileri, arama motorlaridir.

Unutulma hakkimnin sahibinin kisisel verisi islenmis bir cocuk olmasi da miimkiindiir. Zira
teknolojinin ve veri aktarimmim giin gectikce hayatin merkezine yerlestigi dijital cagda
cocuklarin pek cok kisisel verisi, gayet fazla sayida veri sorumlusu tarafindan neredeyse
dogumlarinin 6ncesinden baslayan bir siiregte islenmektedir. Cocugun kisiliginin korunmasi
konusunda velayetle yetkilendirilmis ana ve/veya babanin da bu veri isleme faaliyetine
goniilliiliikle dahil olduklar1 stipheye yer birakmayacak agikliktadir.

Cocuklarinin dogumundan baslayarak neredeyse her anmin, ses ve goriintiisiiniin dijital
ortamda Ozellikle sosyal medyada paylasilmasina, “paylasan ebeveynlik (sharenting)” seklinde
0zel bir isim bile verilmistir. Velayet sahiplerinin bu kapsamdaki uygulamalarinin, ayirt etme
giicii edinen ¢ocugu (veya cocukluktan erginlige gegen kisiyi) rahatsiz etmesi ve gocugun veya

erginin bu dijital iceriklerin kendisiyle baginin son verilmesini talep etmesi miimkiindiir.

* Dog. Dr., Cankaya Universitesi Hukuk Fakiiltesi badur@cankaya.edu.tr, ORCID: 0000-0002-5133-8541.
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Kisinin ergin olduktan sonra kullandig1 ve ¢ocukluk donemine iligkin i¢eriklerin kaldirilmasini
talep ettigi unutulma hakki da bu ¢alisma kapsamina dahil edilmistir.

Cocuga (veya cocukluk donemi igeriklerine) unutulma hakki taninmasinin 6nemi, insan
yasaminin bu olduk¢a savunmasiz ve kirilgan donemine iliskin olarak dijital ortamda yer alan
iceriklerin, kisiyi 6mrii boyunca takip etmesine engel olunmasinin saglanmasinda yatmaktadir.
Cocugun kisisel verilerinin korunmasini ve bu kapsamda ¢ocuga unutulma hakki taninmasini
daha da 6zel ve 6nemli kilan bir diger neden de yeterli hukuki koruma mekanizmalarinin
bulunmamasi sonucunda yasanan ihlallerin, ¢ocugun sadece ihlalin gerceklestigi andaki
kisiligini (veya mal varligini) degil; yasaminin geri kalanmi da etkileyebilecek nitelikte
olmasidir. Agiklanan nedenlerle ¢ocuklara unutulma hakki taninmasi ve bu suretle kisisel
verilerinin korunmasimin saglanmasi en az yetiskinlere saglanan koruma mekanizmalar1 kadar
onemli addedilmelidir.

Anahtar Kelimeler: Unutulma hakki, kisisel verilerin korunmasi, ¢ocuk, kisilik hakki, 6698

sayil1 Kanun

THE CHILD’S RIGHT TO BE FORGOTTEN IN THE DIGITAL AGE

In the digital age developments in technology, have made it extremely easy to obtain,
process, store and transfer information; even accelerated. The developments have brought the
need to establish new legal protection mechanisms in order to ensure the protection of
personality rights and personal data of individuals in accordance with the digital age. One of
these legal protection mechanisms is the acceptance of the right to be forgotten, which has
recently been described as an up-to-date digital fundamental right.

The right to be forgotten, which aims and ensures that the traces left before in the digital
age do not follow the person, aims to enable the person to manage the content in the digital
environment that he or she does not want to be linked to anymore. In other words, the right to
be forgotten can be defined as the right to leave the fate of the content in the digital environment
that disturbs the person concerned, under the control of the person who is the content subject.
The person concerned will be able to request the disconnection of information in the digital
environment with his/her name by exercising this right.

The subject of the right to be forgotten is the natural person whose personal data is
processed and who is authorized to determine the fate of the processed data. When the person
concerned is exercised the right to be forgotten, the person responsible for the right emerges as
the data controller responsible for fulfilling the requirements in order to ensure that the data

subject is forgotten. The primary responsible of the right to be forgotten is search engines.
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It is also possible that the owner of the right to be forgotten is a child whose personal data
has been processed. Because in the digital age, where technology and data transfer are becoming
the centre of life day by day, many personal data of children are processed by a large number
of data controllers in a process that starts almost before their birth. It is clear beyond any doubt
that the mother and/or father, who are authorized with custody for the protection of the child’s
personality, voluntarily participate in this data processing activity.

Beginning with the birth of their children, the sharing of almost every moment, sound and
image in digital, especially on social media, has even been given a special name as
“sharenting”. It is possible that the practices of the parents within this scope may disturb the
child (or the person who has passed from childhood to adulthood) who has acquired the power
of discernment, and that the child or adult may demand that these digital contents be terminated.
The right to be forgotten, which the person uses after he/she becomes an adult and requests the
removal of the content related to his/her childhood, is also included in the scope of this study.

The importance of giving the child (or childhood content) the right to be forgotten lies in
ensuring that the content in the digital environment regarding this highly vulnerable and fragile
period of human life is prevented from following the person throughout his/her life. Another
reason that makes the protection of the child’s personal data and the right to be forgotten even
more special and important is that the violations experienced as a result of the lack of adequate
legal protection mechanisms, not only the child’s personality (or property) at the time of the
violation; but also that it can affect the rest of his/her life. For the reasons explained, giving
children the right to be forgotten and thus ensuring the protection of their personal data should
be considered as important as the protection mechanisms provided to adults.

Keywords: The right to be forgotten, protection of personal data, child, personality right, the

law numbered 6698
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VERI KORUMA HUKUKU iLE MiRAS HUKUKUNUN KESIiSIM NOKTASI
OLARAK KIiSIiSEL VERILERIN OLUMDEN SONRA KORUNMASI

Erhan KANISLI*

I¢inde yasadigimiz dijital cagda, internetin sosyal ve ekonomik hayatimizin vazgegilmez
bir pargasi oldugu bir gercektir. Ozellikle son yillarda dijital is modellerinin, sosyal aglarin, e-
ticaret ve dijital yayin platformlarinin kullanimindaki artis, elektronik ortamda elde edilen ve
islenen veri miktarmin katlanarak artmasi sonucunu beraberinde getirmistir. Hal boyleyken,
elde edilen, islenen ve saklanan verilerin bircogunun genel ya da 6zel nitelikli kisisel veri
vasfinda olacagi siiphesizdir. Bu noktada, ¢ogu kez ticari isletme ya da ticaret sirketi
goriiniimiindeki veri sorumlusunun verinin islenmesinde ve analizindeki ekonomik menfaati
karsisinda, veri Oznesinin kisilik hakkmin 6zel bir gdriiniimii* sayilan kisisel verilerinin
korunmasi menfaati yer alir?. Kisisel Verilerin Korunmas1 Kanunu (KVKK), gesitli hiikiimlerle
(temel ilkelerle, kisisel verinin islenmesi sartlariyla, haklar, yikiimliiliikkler ve yaptirimlarla)
catisan menfaatler arasinda adil bir denge kurmaya ¢aligmistir.

KVKK’da veri 6znesi, m. 3/1 (¢) bendinde, “ilgili kisi: Kisisel verisi islenen gergek kisiyi”
ifade eder seklinde tanimlanir. Her ne kadar bu tanimdan, sadece yasayan kisinin koruma
altinda oldugu yoniinde bir anlam dogrudan ¢ikmasa da, 4721 sayili Tirk Medeni Kanunu
(TMK) m. 23’ten destek alan doktrindeki baskin goriis ve Kisisel Verileri Koruma Kurulunun
18.09.2019 tarihli, 2019/273 sayili kararinda ulastig1 sonug, 6lmiis kisilere ait verilerin KVKK
kapsaminda korunmayacagi yoniindedir. Ancak bircok durumda, dlene ait kisisel verilerin,
ozellikle 6zel hayatin gizliligi, kisinin kendi gelecegini belirleyebilme hakki gibi kisilik
degerleri ekseninde post-mortem korunma ihtiyaci ortaya ¢ikabilecektir. Hatta bazi hallerde
Olenin yakinlarmin da gesitli kisisel verilere ulasma acgisindan korunmaya deger {istiin nitelikte
yararlarinin bulunmasi giindeme gelebilir.

Ote yandan, Avrupa Birligi Genel Veri Koruma Tiiziigii’niin (GDPR) giris kisminim 27.
paragrafinda, 6len kisilerin kisisel verilerine Tiiziigiin uygulanmayacagi, ancak iiye devletlerin
kendi i¢ hukuklarinda bu konuda aksi yonde kural koyabilecekleri belirtilmektedir. Bu konuda

karsilastirmali hukuk verilerine bakildiginda ise, iiye devletlerin cogunda (6rn. italya, Fransa,

* Dr. Ogr. Uyesi, Yeditepe Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dals,
erhan.kanisli@yeditepe.edu.tr, ORCID: 0000-0003-0395-4267.

! Kama-Isik Sezen, Avrupa Veri Koruma Hukukuna Anayasal Bir Bakis, On iki Levha Yayinlari, istanbul 2020 s.
37; Cekin Mesut Serdar, Avrupa Birligi Hukukuyla Mukayeseli Olarak 6698 Sayili Kanun Cercevesinde Kisisel
Verilerin Korunmasi Hukuku, On iki Levha Yayinlari, Istanbul 2020, s. 23, 24.

2 Bu dengenin kisisel verilerin serbest dolagimu ile veri sahibinin 6zel hayatmin korunmas: arasinda kuruldugu
yoniinde bkz. Tubaitée-Stalauskiené Asta, “Data Protection Post Mortem”, International Comparative
Jurisprudence. 2018, 4(2), s. 99.
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Ispanya, Danimarka, Bulgaristan, Estonya’da), kisisel verilerin 6liim sonrasinda korunacagi
acikca hiikkiim altina alinmistir. Bu devletlerin bazilarinda ¢esitli haklarin 6lenin mirasgilar ya
da yakinlari tarafindan kullanilabilecegi, bazilarindaysa 6liim sonrast korumanin sadece belirli
siireyle smirli oldugu yoniinde diizenlemeler mevcuttur,

Bu bildiride, kisisel verilerin post-mortem korunmas: konusu oncelikle doktrindeki
yaklagimlar ve karsilastirmali hukuktaki gesitli ornekler aktarilarak KVKK kapsaminda
degerlendirilecek ve olmasi gereken hukuk agisindan bu yonde bir diizenlemenin gerekli olup
olmadig1 lizerinde durulacaktir. Akabinde, 6lene ait kisisel verilerin KVKK disinda korunmasi
hususu ele alinacaktir. Bu baglamda, 6zellikle 6liim sonrasinda kisiligin korunmasina iligskin
teoriler ve bunlarm pratikteki olasi etkilerine temas edilerek, TMK m. 24 ve 25 hiikiimleri
iizerinden bir degerlendirme yapilacaktir.

Anahtar Kelimeler: Kisisel verilerin korunmasi, kisisel verilerin 6liimden sonra korunmasi,

Olene ait kisisel veriler, post-mortem kisilik korumasi

POST-MORTEM PROTECTION OF PERSONAL DATA AS THE INTERSECTION
POINT OF DATA PROTECTION LAW AND INHERITANCE LAW

In the digital age we have been living in, it is a fact that the internet is an irreplaceable
part of our both social and economic life. Particularly in recent years, the increase in the use of
digital business models, social networks, e-commerce and digital streaming platforms has led
to an exponential increase in the amount of data obtained and processed in the electronic
environment. That being the case, there is no doubt that most of the data obtained, processed
and stored will be in the nature of general or sensitive personal data. At this juncture, the
economic interest of the data controller in the processing and analysis of the data, which is often
in the appearance of a commercial enterprise or a commercial company?, conflicts with the
interest of protection of the personal data, which is considered as a special aspect of the

personality right of the data subject 2. The Personal Data Protection Law (PDPL) has tried to

1 Resta Giorgio, “Personal Data and Digital Assets after Death: a Comparative Law Perspective on the BGH
Facebook Ruling”, EuCML, 5/2018, s. 202 vd.; Patti Francesco Paolo/Bartolini Francesca, “Digital Inheritance
And Post Mortem Data Protection: The Italian Reform”, Bocconi Legal Studies Research Paper Series, Number
3397974, June 2019, s. 2; ayrica bkz. https://www.twobirds.com/en/capabilities/practices/privacy-and-data-
protection/general-data-protection-regulation/gdpr-tracker/deceased-persons.

! Kama-Isik Sezen, Avrupa Veri Koruma Hukukuna Anayasal Bir Bakis, On iki Levha Yayinlari, istanbul 2020
p- 37; Cekin Mesut Serdar, Avrupa Birligi Hukukuyla Mukayeseli Olarak 6698 Sayili Kanun Cerg¢evesinde Kisisel
Verilerin Korunmast Hukuku, On iki Levha Yayinlari, Istanbul 2020, p. 23, 24.

2 For the idea that this balance is established between the free flow of personal data and the protection of the data
owner’s private life, see Tbaité-Stalauskiené Asta, “Data Protection Post Mortem”, International Comparative
jurisprudence, 2018, 4(2), p. 99.
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strike a fair balance between competing interests with several provisions (basic principles,
requirements for processing personal data, rights, obligations and sanctions).

In art. 3/1 (¢) of PDPL, data subject is defined as “relevant person: means the real person
whose personal data are processed”. Even though this definition does not directly mean that
only the living person is under protection, the dominant view in the doctrine, which is grounded
on art. 23 of the Turkish Civil Code (TCC) numbered 4721, and the conclusion inferred by the
Personal Data Protection Board in its decision dated 18.09.2019 and numbered 2019/273 is that
the data of deceased persons will not be protected within the scope of PDPL. Nevertheless, in
many cases, the need for post-mortem protection of personal data of the deceased may emerge
in terms of personal values such as the privacy and the right to determine one's own future. In
some constellations, it may even come into question that the relatives of the deceased have
superior benefits worthy of protection in terms of accessing various personal data.

On the other hand, pursuant to the 27th paragraph of the recital of the General Data
Protection Regulation (GDPR) of the European Union, it is set forth that the Regulation will
not be applied to the personal data of deceased persons, but that the member states may provide
for a contrary rule in their domestic laws. When taking account of comparative law on this
matter, in most of the member states (eg. Italy, France, Spain, Denmark, Bulgaria, Estonia), it
is clearly stipulated that personal data will be protected after death. In some of these states,
there are regulations that a number of rights can be exercised by the heirs or relatives of the
deceased, while in others, post-mortem protection is limited to a certain period of time?.

In this paper, the issue of post-mortem protection of personal data will be analysed within
the scope of PDPL by firstly taking into consideration of the several approaches in the doctrine
and various templates in comparative law, and it will be addressed whether a regulation on this
issue is necessary in terms of the law that should be. Subsequent to this, the protection of
personal data of the deceased without PDPL will be investigated. In this regard, an evaluation
will be carried out in keeping with art. 24 and 25 of the TCC by addressing certain theories with
respect to the protection of personality after death and their possible implications on practice.
Keywords: Protection of personal data, protection of personal data after death, personal data

of the deceased, post-mortem personality protection

% Resta Giorgio, “Personal Data and digital Assets after Death : a Comparative law Perspective on the BGH
Facebook Ruling”, EuCML, 5/2018, p. 202 et al.; Patti Francesco Paolo/ Bartolini Francesca, “ Digital inheritance
And Post Mortem Data Protection: The Italian Reform”, Bocconi Legal Studies research Paper Series, Number
3397974, June 2019, p. 2; see also https://www.twobirds.com/en/capabilities/practices/privacy-and-data-
protection/general-data-protection-regulation/gdpr-tracker/deceased-persons
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TURK HUKUKUNDA ELEKTRONIK VASiYETNAMENIN GECERLILiGi
Harun Mirsad GUNDAY"

Glinlimiiz modern hukuk sistemlerinde tartisilan en 6nemli konulardan birini elektronik
vasiyetname olusturur. Ozellikle dijitallesen diinyada elektronik islemler artik kisilerin
saglararast hukuki islemlerde basvurabilecegi dnemli bir yol olmustur. Nitekim 5070 Sayili
Elektronik Imza Kanunu bu konuda atilan en 6nemli adimlardan birini olusturmaktadir. Ancak
ne var ki, hukuk diizeni, dijital ¢agin sundugu ayricalikli kolayliklar1 saglararasi hukuki
islemlerle sinirli kalmak kaydiyla belirli birtakim islemler icin sunmus gdziikkmektedir. Oliime
bagl tasarruflar yoniinden ayni cevabi vermek en azindan su an i¢in pek miimkiin
gozilkkmemektedir.

Tirk hukukunda sekli anlamda 6liime bagli tasarruflar1 vasiyetname ve miras sdzlesmesi
olusturmaktadir. Bunlar icerisinde vasiyetname; diizenlenme sekilleri ve ehliyete iliskin 6zel
sartlar1 ile miras hukukuna 6zgii bir hukuki islem olarak karsimiza ¢ikmaktadir.

Vasiyetname ile bir kimse 6liimiinden sonra gecerli olmak {izere birtakim arzularini tek
tarafli olarak gerceklestirme imkanma sahip olmaktadwr. Tiirk hukukunda vasiyetnamenin
yapilma sekilleri ise 4721 Sayili Tiirk Medeni Kanunu’nda smirli olarak diizenlenmistir.
Bunlar; resmi vasiyetname, el yazili vasiyetname ve sozlii vasiyetnamedir. Diizenlemelerin
muhtevasina bakildiginda resmi ve el yazili vasiyetnamelerin olagan vasiyetname tiirlerini;
sOzlii vasiyetnamenin ise, siki sekil ve maddi sartlar1 goz Oniine alindiginda, olaganiistii
vasiyetname tiiriinii olusturdugu goriilmektedir.

Elektronik vasiyetname; elektronik ortamda veri olusturmaya, kaydetmeye ya da
saklamaya izin veren bir arag¢ kullanilarak yapilan ve vasiyetnameyi yapanin 6liimiinden sonra
arzu ve emirlerini igeren bir vasiyetname tiiri olarak tanimlanmaktadir. Bu tiir
vasiyetnamelerde, o vasiyetnameyi olusturan unsurlardan bir veya birka¢i az Once ifade
ettigimiz tiirde bir elektronik veriye iligkin aracin kullanilmas1 vasitasiyla gerceklestirilir.

4721 Sayili Tiirk Medeni Kanunu’nda elektronik vasiyetnameye iligkin herhangi bir
diizenleme yer almamaktadir. Bununla birlikte, 6zellikle 5070 Sayili Elektronik Imza
Kanunu’nun vyiirlirliige girisi elektronik vasiyetnamelerin gecerliligi konusunda birtakim
tartigmalarm dogmasina sebep olmustur. Bunun temel sebebi, Elektronik Imza Kanunu’nda yer
alan miinferit bazi hiikkiimlerin yorumlanmasi1 yoluyla bir elektronik vasiyetnamenin
yapilabilecegi diisiincesidir. Bu diislinceye, gelisen dijital diinyada elektronik iglemlere yonelik

sunulan yeni olanaklarin, Tiirk Medeni Kanunu’nun vasiyetnamelere iliskin 6ngordiigii bazi

* Dr. Ogr. Uyesi, Erciyes Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dal, hmgunday@erciyes.edu.tr,
ORCID: 0000-0001-9429-393X.
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sekil sartlarina nazaran daha giivenli ve koruyucu bir ortam sunabiliyor olusu da eklendiginde

meselenin 6onemi daha da artmaktadir. Bunun sonucu olarak, elektronik vasiyetnamelerin

varliginin gerekliligi fikrine ideal hukuk baglaminda ulasilmasi gerektiginden, kanaatimizce,

Tiirk hukukunda elektronik vasiyetnamelerin gecerliligine iligkin, en azindan pozitif hukuk

baglaminda, birtakim tespitlerin yapilmas1 gerekmektedir.

Anahtar Kelimeler: Elektronik vasiyetname, vasiyetname, 6liime bagli tasarruf, miras hukuk
THE VALIDITY OF ELECTRONIC WILL IN TURKISH LAW

Electronic will constitutes one of the most important issues discussed in today's modern
legal systems. Especially in the digitalized world, electronic transactions have now become an
important way that people can apply in interpersonal legal transactions. As a matter of fact, the
Electronic Signature Law No: 5070 constitutes one of the most important steps taken in this
regard. However, the legal order seems to offer the privileged facilities of the digital age for
certain transactions, provided that they are limited to international legal transactions. It does
not seem possible to give the same answer in terms of death-related savings, at least for the time
being.

In Turkish law, testamentary dispositions in the formal sense constitute testament and
inheritance contract. Among these, the will emerges as a legal transaction specific to the law of
inheritance with its forms of arrangement and special conditions related to capacity.

With a will, a person has the opportunity to realize some of his wishes unilaterally, to be
valid after his death. The ways of making a will in Turkish law are regulated in a limited way
in the Turkish Civil Code No. 4721. These are; an official will, a handwritten will, and an oral
will. Considering the content of the regulations, official and handwritten wills constitute the
ordinary testament types whereas oral testament, on the other hand, is seen to constitute an
extraordinary testament, considering its strict form and material conditions.

Electronic will is defined as a type of will made by using a tool that allows creating,
saving or storing data in an electronic media and containing the will and orders of the testator
after his death. In such wills, one or more of the elements that make up that will are realized
through the use of an electronic data tool of the type aforementioned.

There is no regulation regarding the electronic will in the Turkish Civil Code No. 4721.
However, especially the entry into force of the Electronic Signature Law No. 5070 has led to
some debates on the validity of electronic wills. The main reason for this is the thought that an
electronic will can be made by interpreting some individual provisions in the Electronic
Signature Law. The fact that the new possibilities offered for electronic transactions in the

developing digital world can provide a safer and more protective environment compared to
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some of the formal conditions stipulated by the Turkish Civil Code regarding wills, underlines
the importance of the issue. As a result of this, since the idea of the necessity of the existence
of electronic wills should be reached in the context of ideal law, in our opinion, it is necessary
to make some regulations regarding the validity of electronic wills in Turkish law, at least in
the context of positive law.

Keywords: Electronic will, will, testamentary disposition, inheritance law
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OTONOM ARACLAR VE HUKUKI SORUMLULUK
Hasan Ali GUCLU

Diinya ekonomisinin en Onemli sektdrlerinden biri otomotiv sektdriidiir. Otomotiv

*

sektorii tarafindan tiretilen motorlu araglarin karistig1 trafik kazalarinda her sene bir¢ok insan
hayatin1 kaybetmektedir. Meydana gelen trafik kazalarinda baslica unsuru stiriicii hatalar1
olusturmaktadir. Dolayist ile otomotiv sektoriiniin asil amact insan unsurunu geri plana atip,
aracin kontroliinii kendi kendine hareket edebilen ve karar verebilen otonom araglara
devretmektir. Bu sayede trafik kazalarmin 6niine gegmek amaglanmaktadir.

Gilinlimiizde siirliciiniin hi¢cbir miidahalesi olmadan kendi kendine trafikte yol alan araclar
mevcuttur. Buna ornek olarak Tesla gosterilebilir. Siiriicliniin miidahalesi olmaksizin kendi
kendine yol alabilen araglar insan hayatin1 kolaylastirmaktadir. Insan hayatin1 kolaylastiran bu
araclar beraberinde bazi hukuki sorunlara da sebebiyet vermektedir. Tesla araclarinin otonom
stiriis esnasinda kaza yapmasi1 durumunda kimin ne sartlarla sorumlu tutulacagi noktasinda bir
belirleme yapmak gerekecektir.

Otonom siiriisii hukuken incelemeden dnce otonom siirlisten ne kast edildigini agiklamak
gerekecektir. Otonom siiriis denildiginde, siiriiciiye yardim eden asistanlar ilk olarak akla
gelmektedir. Otonom siiriis, siiriiciiniin siireci higbir katkismin olmadigi tamamen aracin
otonom olarak hareket ettigi halleri de kapsamaktadir. Otonom siiriisiin yeknesak bir tanimi1 s6z
konusu degildir.

Doktrinde otonom araglarin kazaya karigmasi durumunda, otonom araglarin varligi
sayesinde siiriiciilerin sorumlulugunun azalacagi, buna karsilik isleten ve iireticinin
sorumlulugunun s6z konusu olacagi ifade edilmektedir. Siiriicliniin aracin hakimiyetini
tamamen otonom sisteme devretmesi durumunda sorumlulugunun olmayacagina dair goriisler
mevcuttur. Yine sliriicliniin, otonom sistemi devreye sokarak veya bu sistemi kullanarak
sistemin hatalarin1 goze aldig1 ve dolayisiyla sorumluluktan kurtulamayacagina iliskin goriisler
de mevcuttur. Otonom arag¢larin karistig trafik kazalar1 sonucunda ortaya ¢ikan zarardan arag
iireticisinin sorumlu olmast gerektigi yoniindeki goriis de son zamanda c¢ok taraftar
toplamaktadir.

Sonug olarak ifade etmek gerekirse, otonom siiriis cer¢evesinde dogacak kazalarda kimin

sorumlu oldugunu belirlemek i¢in somut olayin tiim sartlar1 g6z 6niinde bulundurulmalidir.

* Ars. Gor., Ufuk Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali, hasanaliguclu93@gmail.com,
ORCID NO: 0000-0003-0501-7912.
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Farkli arag tipleri, farkli teknolojilere sahiptir. Farkli teknolojik seviyelere gore siirliciiniin
sorumlulugu azalacagi gibi kimi durumlarda agirlasabilir.
Bu ¢aligmada otonom siiriis kavrami agiklanacak ve otonom araglarin karistig1 kazalardan

kimin sorumlu tutulmasi gerektigi yargi kararlar1 ile desteklenerek agiklanacaktir.

Anahtar Kelimeler: Otonom siiriis, sorumluluk, siiriicii kusuru, otonom araglar, iretici

sorumlulugu

AUTONOMOUS VEHICLES AND LEGAL LIABILITY

One of the most important sectors of the world economy is the automotive sector. Many
people die every year in traffic accidents involving motor vehicles produced by the automotive
industry. Driver errors are the main factor in traffic accidents that occur. Therefore, the main
purpose of the automotive industry is to put the human factor into the background and to transfer
the control of the vehicle to autonomous vehicles that can move and make decisions on their
own. In this way, it is aimed to prevent traffic accidents.

Today, there are vehicles that drive themselves in traffic without any intervention from
the driver. An example of this is Tesla. Vehicles that can drive themselves without the
intervention of the driver make human life easier. These tools, which make human life easier,
also cause some legal problems. In the event that Tesla vehicles have an accident during
autonomous driving, it will be necessary to determine who will be held responsible and under
what conditions.

Before examining autonomous driving legally, it will be necessary to explain what is
meant by autonomous driving. When it comes to autonomous driving, assistants that help the
driver come to mind first. Autonomous driving also includes the situations where the vehicle
moves autonomously, where the driver has no contribution to the process. There is no uniform
definition of autonomous driving.

In the doctrine, it is stated that if autonomous vehicles are involved in an accident, the
responsibility of the drivers will decrease thanks to the presence of autonomous vehicles, while
the responsibility of the operator and the manufacturer will be in question. There are opinions
that the driver will not be responsible if he transfers the control of the vehicle to the fully
autonomous system. Again, there are opinions that the driver takes the risk of the system'’s
mistakes by activating or using the autonomous system and therefore cannot avoid
responsibility. The view that the vehicle manufacturer should be responsible for the damage
resulting from traffic accidents involving autonomous vehicles has also recently gathered a lot

of supporters.
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In conclusion, all the circumstances of the concrete case should be taken into account in
order to determine who is responsible for the accidents that may arise within the framework of
autonomous driving. Different vehicle types have different technologies. Depending on the
different technological levels, the responsibility of the driver may decrease and in some cases
it may become heavier.

In this study, the concept of autonomous driving will be explained and who should be
held responsible for accidents involving autonomous vehicles will be explained, supported by
judicial decisions.

Keywords: Autonomous driving, liability, driver fault, autonomous vehicles, manufacturer
liability
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DIJITAL MAHREMIYETIN ESLER ARASINDAKI SINIRLARININ
BELIRLENMESI

Mehmet Emin OZGUL"
Dijital mahremiyet kavrami lilkemizdeki hukuki diizenlemelerde agikca yer almamakta,
uygulamada ve Ogretide Ozel hayat ya da gizli hayat kavramlar1 ¢ergevesinde
degerlendirilmektedir. Mahremiyet esas itibariyle bireyin hayatindaki gizlilikler ve gizli hayat
cevresinden olugmakta olup dijital mahremiyet, bu kavramin dijital alandaki, internet
ortamindaki ya da diger bir ifadeyle sanal alemdeki goriinlimiidiir. Dijital mahremiyet alani cep
telefonu, bilgisayar, veri depolama aygit1 gibi dijital bir ortamda yer alan ve ¢ogunlukla bir
ekran vasitasiyla ulagilabilen bir alan olup kisinin dijital ortamlarda bulundurdugu yazili, sesli,
goriintiilii her tiirden verilerden olusabilir. Esler arasinda bir mahremiyet smirinin olup
olmadigi, bu sinirin ne olmasi gerektigi sosyolojik, felsefi ve hukuki yonden tartismaya agik bir
husus olmakla birlikte, teknolojideki ve internet diinyasindaki gelismeler, eslerin sosyal
medyada veya diger dijital platformlarda da bir hayatlarinin olmasina yol acmais, eslerin cep
telefonlarinin, bilgisayarlarinin vb. dijital araclarmin ne 6l¢iide birbirlerine mahrem sayilacagi
tartismasini da glindeme getirmistir. Yargitay’in 6zellikle 2011 yili sonrasinda yeni Hukuk
Muhakemeleri Kanun’un 189/2. maddesinin de etkisiyle bosanma davalarinda esler arasinda
dijital yoldan elde edilen deliller konusunda daha hassas davrandig1 goriilmektedir. Ancak ne
yazik ki heniiz bu konuda tam bir istikrar saglanamamistir. Bu konuda hukuki prensiplerin
belirlenmesi ve esler arasindaki mahremiyet sinirlarmin netlestirilmesi ihtiyact oldugu
goriilmektedir.
Anahtar Kelimeler: Mahremiyet, dijital mahremiyet, evlilik birligi, hukuka aykir1 delil, 6zel
hayatin gizliligi

DETERMINING THE LIMITS OF DIGITAL PRIVACY BETWEEN MARRIED
COUPLES

The concept of digital privacy is not explicitly included in the legal regulations in our
country, and is evaluated within the framework of the concepts of private life or secret life in
practice and teaching. Privacy mainly consists of the secrets and secret life environment of the
individual's life, and digital privacy is the appearance of this concept in the digital area, the
internet environment or in other words, the virtual world. The digital privacy area is an area

located in a digital environment such as a mobile phone, computer, data storage device and can

* Dr. Ogr. Uyesi, Pamukkale Universitesi Hukuk Fakiiltesi Medeni Hukuk Anabilim Dali, mozgul@pau.edu.tr,
ORCID: 0000-0002-8389-8164.
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be accessed mostly through a screen, and can consist of all kinds of written, audio and visual
data that the person has in digital media. Whether there is a privacy limit between spouses and
what this limit should be is an issue open to debate in sociological, philosophical and legal
aspects, but developments in technology and the internet world have caused spouses to have a
life on social media or other digital platforms, computers etc. It has also brought up the debate
to what extent digital tools will be considered confidential to each other.

Keywords: Privacy, digital privacy, marriage union, unlawful evidence, privacy of private life
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MUKAYESELI HUKUK ISIGINDA E-TiCARETTE UYGULANAN AYIBA KARSI
TEKEFFUL HUKUMLERINDE YASANAN GELISMELER

Mustafa Emir USTUNDAG”

Isbu ¢ahismada Isvicre, Alman ve Avusturya hukuk cevrelerindeki elektronik ticarette
ayiba karsi tekeffiil hiikkiimlerinde yasanan gelismeler Tiirk hukukuyla karsilastirmali olarak
incelenecektir. Isvigre’de elektronik-ticaret i¢cin Haksiz Rekabete Kars1 Federal Kanun yine
Fiyatlarn {lan1 hakkindaki Yénetmelik dikkate degerdir. AB’de ise Tiiketici Haklar1 Y6nergesi
yine E-Ticari Tedaviill Muamele Agi Yonergesi elektronik ticaret hakkinda diizenlemeler
icermektedir. Bunun yam sira Isvigre Borglar Kanunu hiikiimleri tatbik alani bulurlar, ki bu
hiikiimler geleneksel satim s6zlesmelerinde de mutaddir. isvicre Hukuku elektronik ticaret i¢in
siparig postaya verildikten sonra geri kabul mehli veya sair bir iade hakki tanimamaktadir.
Herhalukarda Ticaret Odas1 Seref Kodeksi (Ehrenkodex des Handelsverband)14 giinliik kendi
birlik liyelerini sorumlu kilan bir iade hakki tanimaktadir.

Avusturya ve Alman hukukunda E-Commerce 01.01.2022 tarihinde ayiba kars1 tekeffiil
hiikiimleri bakimindan tadilata ugramistir. Kanun degisikligi Avrupa Emtia Satim1 ve Dijital-
Igerikler Direktifine dayanmaktadir. Buradan ¢ikan sonug¢ ayiba karsi tekeffiil miiessesesi
biiyiik &lgiide Birlik diizleminde denklestirilmis yani harmonize olmustur. isletmeler igin
onemli olan bir¢ok yeni hiikiim yalnizca tiiketicilerle olan hukuki islemler alaninda gegerlik arz
etmektedir. Yeni diizenlemeler Avusturya hukukunda yeni Tiiketici Ayiba Kars1 Tekeftiil
Yasastyla (VGG) i¢ hukuka tagmmustir. Schmitt’e gore bu 6lgek yeni kesfedilmemistir.
Herhalukarda mutad olan nitelikler i¢in ayrica bugiine degin durumun agik oldugu kabul
edilmelidir. Bunun o6tesinde Avusturya Medeni Kanunu 933 b maddesi anlaminda ticaret
erbabimin riicu hakki yeniden islenmistir. Yeni olan 6zellikle selefe doniik talebin bu sahsa eda
olunmus ivaz ile sinirli olmayisi, bilakis selefe ayib1 kendiliginden giderme imkani taninmis
oldugu miiddet¢e toplam iyilestirme masrafin1 kapsadigir vakasidir. Bu yeni diizenlemeyle
beraber ayip kavrami degisime ugramistir. VGG uyarmca bir isletmeci bir tiiketiciye karsi
sozlesmesel kararlastirilmis ve objektif olarak gereken oOzelliklerden sorumludur. Somut
hadisede neyin objektif gereken oldugu hususu degisiklik arz edebilir ve fiili vakalara baghdir.
Bu baglamda dikkat edilmesi gereken damga vuran birlik hukuksal1 ve ulusal normlar, ve genel
olarak bir tiiketicinin mantik dairesinde bekleyebilecegi her 6zelliktir. Alman Hukukunda 2022
tarininden itibaren getirilen kanun paketi satim hukukunda BGB’nin bir dijital

giincellemesi(“digitale Update”) manasindadir. Yeni bir maddi ayip kavrami ve dijital iiriinler
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hakkindaki s6zlesmeler i¢in 6zgiin ayiba karsi tekeffiil haklar1 igermektedir. Daha Onceleri
satim hukukundaki ayip kavrami siki surette subjektif olarak ele alinmisti. Oncelik alic1 ile
saticinin bireysel olarak nitelik hakkindaki anlasmasia tanimnmaktaydi. Bu kararlastirmalar
bilhassa ticari igletmeler alaninda merkezi bir rol oynamaktaydilar. Bu kural ise simdileri
kaldirilmis ve bir karigik muhtevali siibjektif objektif paragrafla ikame olunmustur. Artik satim
konusu esya hem subjektif hem de objektif gereksinimleri karsilamalidir. Yani satim konusu
esya Onceden oldugu gibi kararlastirilan niteligi arz etmeli ve sdzlesmeye gore sart kilinan
tahsis amacina gore de kullanilmaya elverisli olmak zorundadir. Lakin yeni olan satim konusu
esyanin ayiptan ari olmasmin objektif olarak degerlendirilmesidir. Internet ortamindaki ihtiyari
acik arttirmalarda arttirma faaliyeti yiirliten kimsenin malin sahibinden gayr1 bir sahis olmasi
durumunda ayiba kars1 tekeffiilden sorumlu tutulup tutulamayacagi bu arttrma faaliyetini
yiiriiten sahsin hukuki niteliginin ticaret isleri tellali vasfi olmasina deginilecektir.

Tirk hukukunda uygulamada Yargitay’in internet e-ticaret sistemi ile satilan ve ayipl
cikan bir iirlinden dolay1 yer saglayicinin liretici ve satict ile birlikte yaninda sorumlu
tutulamayacagina iliskin son tarihli bir emsal igtihad:r (Y.3.HD.,2021/4000 E.,2021/11403
Karar sayili ve 15.112021 tarihli karar1) da irdelenecektir. Daha sonra TBK m.280°de yer alan
cebri satimlarda ayiba kars1 tekeffiiliin uygulama alani bulamayacagina iliskin normun e-cebri
arttirmadaki yansimasina Magdeburg Yerel Mahkemesinin 24.11.2021 t.li 10 o 672/11 karar1

1s181nda bir goz atilacaktir.

Anahtar Kelimeler: Ayip, e-ticaret, satim

DEVELOPMENTS IN THE PROVISIONS OF GUARANTEE AGAINST DEFECT
APPLIED IN E-COMMERCE IN THE LIGHT OF COMPORATIVE LAW

In this study; the developments in the provisions of guarantee against the defects applied
in e-commerce in Swiss, German and Austrian law will be examined comparative with Turkish
law.

In Swiss Law for e-commerce the Federal Act against Unfair Competition and also the
Regulation according the Publication of Prices are important. In EU the Regulation of the
Consumer Rights and E-Commercial Circulation have provisions in e-commerce. The
provisions of the Swiss Obligation Code are being enforced in the area of traditional sales
contracts. In Swiss law, there is no right of return for e-Commerce after the order is sent to the
mail. In any case, only the members of the ‘Ehrenkodex des Handelsverband’; the members of

the codex of honor of the chamber of commerce, are entitled to a refund limited to 14 days.

314



Uluslararasi Dijital Cagda Hukuk Sempozyumu Ozet Bildiri Kitabi

E-commerce in Austrian and German law was reformed on 1.1.2022 in terms of guarantee
provisions against defects. The legislative changes are based on the European Commodity Sale
and Digital-Contents Directive. Recent regulations in the European Union have been brought
into domestic laws with the new Warranty Against Defect Consumer Protection Act (VGG) in
Austrian law. According to the VGG, an operator is responsible for the qualities agreed in the
contract and which must be objectiveley present in a product it sells to a consumer. The issue
of what is objectively sought in the concrete incident may vary and depends on the actual cases.

In this context, what is meant is generally every feature that a consumer can reasonably
expect. The package of laws introduced in German law as of 2022 means a ‘digital update’ of
BGB in sales law. This package of laws introduced a new concept of ‘material defect’ in the
law of sale.

According to the new regulation, the item for sale must now meet both subjective and
objective requirements. IN other words, the goods subject to sale must present the agreed
quality as before and must be suitable for use according to the purpose of allocation stipulated
in the contract. The innovation brought by the regulation is; It is the objective evaluation of
goods being sold as being free of defects. Finally, it will be discussed weather the person who
carries out the auction activity in the voluntary auctions on the Internet can be held liable for
the guarantee against the defect, by discussing the legal nature of the person who carries out
this auction activity.In addition the last-dated precedent decision of the Court of Cassation
stating that the hosting provider cannot be held responsible together with the manufacturer and
seller for a defective product sold on the internet via the e-commerce system (Y.3.HD.,
2021/4000E.,2021/11403 Decision No. And its decision dated 15.11.2021) will be examined.
In addition, the ability of the norm in the Turkish Code of Obligations Article 280 stating that
the guarantee against defect in forced sales cannot be applied will be examined in the light of
Magdeburg Local Court’s decision 100 672/11 dated 24.11.2021.

Keywords: Defect, e-commerce, sale
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HUKUKTA IRADENIN BEYAN SEKLINE DiJITALLESMENIN ETKILERI
Nazenin HUSEYNOVA®

Iletisim teknolojisindeki hizl1 gelisim, dijital doniisiim ¢oziimleri klasik hukuk anlayisini
da etkiledi ve geleneksel hukuki islemlerin alisik olmadigimiz sekillerini ortaya ¢ikarmakla
hukuk sektoriiniin yeniden sekillendirilmesini gerekdirdi. Geleneksel s6zlesmelerden farkli
yiiriidiilen e-ticaret, e-viza, e-noter, e-imza, e-devlet, e-mahkeme, siber zorbalik, fake ve
anonim hesaplar, kripto para kibi yeni kavramlar hukukun da dijitallesmesini talep etdi. Sanal
yargi¢li internet mahkemelerinin olusturulmasi, yapay zekanin, sosyal medyanimn zorunlu kural-
lar iiretmesi ile hukukun kaynaklar1 da dijitallesmeye baslad1 sdyleye biliriz.

Hukukda islemlerin temeli olan iradenin beyan i¢in bireylerin elektron formani tercih
etmeye baslamasiyla hukukda doniisiimii yeni devri baglamistir. Teknolojik ¢oziimlerle olus-
turulan irade ifadesinin giivenilir sayilmasi i¢in kanunlar artik digitallesme konusundan da
gozden gecirilmelidir. Aksi takdirde alisilmadik {isulda olmasina ragmen kendisine daha
elverisli sekilde iradesini beyan etmek isteyen bireyin beyan sekli uyusmazliga sebep olacaktir.
Ornegin, bireyin vasiyyetnamesini tertib ederken geleneksel iisulla diyil de, kendisine kolay ve
masrafsiz olan elektronik ortamdan yararlanmak isteyeceyi durum Kibi. Bu durumda hukuk
kurallarmin  nasil uygulanacagi, bireyin hakiki iradesinin olup-olmamasmin nasil
denetlenecegi, kosullar, deliller, sartlar hukukun giincel sorununa doniigsmiistiir. Elektronik
vasiyyetname bakimmdan konuyu daha aydin inceleye biliriz.

Bilindigi kibi, ¢agdas devrin hukuk sisteminde vasiyyetname geleneksel yazili ve resmi
uygulanma sekli kabul goriilen bir irade ifadesiyle olusturulur. Hukuk sisteminde,
vasiyetnamenin tiirleri ve formuna dair kurallar kanunla belirlenmisdir. Bu kurallara uymadan
yapilan vasiyetnamelerin iptal edile bilmesi hukukun falsefesi konusundan anlasilandir. Ama,
sunu da dikkate almaliyiz ki, hukukda dijitallesme artik secim diyil de, zamanin zorunlu
talepidir.

Dijitallesen diinyamizda sahsin irade ifadesinin yasal kabul olunmasi i¢in geleneksel
hukuk sistemindeki delillerden olan sahitlik, imza, 6zel usul, resmi toren, yetkili sahislar kibi
anlayislarla smirli kalarsa hukuk sistemi ¢aga ayak uyduramayan ve pratik olmayan, hatta
zamanla ongollor yaradan sisteme doniisecekdir. Bu durum bireylerin temel haklar1 ve
Ozgiirlikleri bakimindan uyusmazliklara yol acagaktir. Ciinkli, neredeyse el yazisini
unuttugumuz, ¢ok islemleri kolaylikla dijital ortamda gergeklestirdiyimiz ¢agdas devrde yazili

vasiyetnamenin yalnizca vasiyetcinin el yazisi ile yazilmasmnm zorunlu etibarhilik kosulu
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olmasi, bilgisayarda ya da akilli telefonda hazirlanan bir vasiyetnamenin ise kegersiz sayilmasi
bireyin irade ifadesini dilediyi ve kolay ulasa bildiyi iisulla bildirememesine sebep olmaktadir.
Hatta yalniz el yazisinin diyil de, el ile imzalanmanin da vasiyyetnamenin kosulu olmasi
olaganiistii durumlarda engel ola bilir. Bireyin elektronik cihaza, bir tablete veya akilli telefona
kayd ettiyi goriintiilii ve veya sesli irade beyani sahitlerden daha giivenilir olmakla yanast hem
de cabuk ve masrafsiz oldugu icin irelide daha kullanisli olucakdir. Ciinkii, elektronik ortamlar
her ne kadar dolandiricilik ve hakerler bakimindan tam giivenilir olmasa da hayati
kolaylastirdigi i¢in dijital ¢ozlimler daha cok tercih edilir.

Kanaatimizce, dijitallesmedeki gelismeden dolay1 6nemli tedbirlerin alinmasiyla hukuki
islemlerin ¢agimizin ihtiyaglarma cevap verecek, elektronik yapilmasina olanak verecek
sekilde kanunlarin gozden gegirilmesi 6nemle gerekmektedir. Dijital diinyanin hukuk sistemi
de yenilenmeli, hukukun dijital doniisiimiiniin strateji olusturulmali ki, hukuk yeni diinyanin
yeni normallerine, yeni ihtiyaclarina ve degisen ihtiyaclara siirekli olarak uyarlanabilen hale
gelsin.

Anahtar Kelimeler: Dijital ¢ag, hukukun dijital doniisiimii, elektronik irade ifadesi

THE EFFECTS OF DIGITALIZATION ON THE DECLARATION FORM OF WILL
IN LAW

The rapid development in communication technology and digital transformation solutions
also affected the classical understanding of law and required the legal sector to be reshaped by
revealing unfamiliar forms of traditional legal transactions. The creation of new concepts such
as e-commerce, e-visa, e-notary, e-signature, e-government, e-court, cyber bullying, fake and
anonymous accounts, crypto currencies demanded the digitalization of the law as well. The
creation of internet courts with virtual judges and the existence of mandatory rules of social
media shows that the sources of law have begun to digitize.

The new era of transformation in law has begun with individuals starting expression of
their will in electronic form. So, the laws should now be reviewed in terms of digitalization.
Otherwise, it will cause a legal dispute the form of declarating the will. For example, when the
individual wants to take advantage of the electronic form, which is easy and inexpensive, while
writing his will. In such cases, how the law will be applied, how the real will of the individual
will be controlled, evidence and conditions have turned into a current problem of law. In this
article, we will try to examine this issue in terms of electronic will.

As it is known, there are two forms of will in law: written and official. The types and

forms of wills are determined by laws. Wills created without complying with these rules can be
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canceled according to the law. However, we must understand that digitalization in law is no
longer a choice, but a mandatory demand of time. In our digitalized world, the legal acceptance
of a person's declaration of his will cannot be limited to the traditional conditions such as
witnessing, signature, special procedure, authorized persons. Otherwise, the law may turn into
a system that cannot meet the needs and creates obstacles. According to the law, a person's
signature must also be present on the document for the will to be valid. This condition may also
be an important obstacle for the individual in extraordinary situations. In our opinion, an
individual's video or audio declaration of will recorded on a tablet or smartphone is more
reliable than witnesses.

Expression of will in electronic form is more convenient, quick and inexpensive.
Therefore, people prefer the electronic form, even if it is not completely reliable. And that's
why the legal system and laws should be reviewed due to the development in digitalization.
The legal system of the digital world should also be renewed. A strategy for the digital
transformation of law should be created so that the law can be adapted to the new normals of
the new world and changing needs.

Keywords: Digital age, digital transformation of law, electronic expression of will
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SANAL MAGAZA SOZLESMESININ HUKUKI NiTELIGi

Numan TEKELIOGLU*

Elektronik ticaretin son yillarda biiyiilk hizla yaygmlagmas: kisilerin satin alma
davraniglarinda 6nemli bir doniisiime yol agmustir. Eskiden ihtiya¢ duyulan mal veya hizmeti
edinmek i¢in farkli magazalar1 fiziki olarak ziyaret etmek gerekirken, giinlimiizde pek cok
hizmet saglayiciya ayni internet sitesi vasitasiyla oturdugumuz yerden ulagsmak miimkiin hale
gelmistir. Bu durum, ¢ok sayida hizmet saglayicinin mal ve hizmetlerini internet {izerinden
pazarlamasina ve daha fazla aliciya ulagsmasina imkan sunan sanal magaza kavramini meydana
getirmistir. Nasil ki aligveris merkezi olarak adlandirilan mekanlarda benzer mal ve hizmetleri
sunan farkl kisiler bir arada bulunmaktaysa, sanal magazalarda bu durum internet ortaminda
gerceklesmektedir. Ustelik sanal magaza, aliciya sadece iilke sinirlar1 igerisindeki degil,
diinyanin bagka yerlerindeki mal ve hizmet saglayicilarina ulagsma firsati da sunmaktadir.
Dolayisiyla sanal magazalar1 internet ortamindaki aligveris merkezleri olarak diistinmek

miumkiindir.

Sanal magaza araciligiyla internette mal veya hizmet sunmak isteyen kisilerin, buna
iligkin faaliyet yiiriiten internet sitesi sahibi ile kurduklar1 sdzlesme, sanal magaza sdzlesmesi
olarak adlandirilmaktadir. S6zlesmenin bir tarafinda “araci hizmet saglayic1”, diger tarafinda
ise “hizmet saglayic1” yer almaktadir. Hizmet saglayici, internet sitesinde sanal magaza
edinerek mal veya hizmet pazarlayan kisidir. Araci hizmet saglayici ise, hizmet saglayiciya
internet sitesinde sanal magaza agma imkani taniyarak alicilari kendi internet sitesi tizerinden

mal veya hizmet edinmesine aracilik yapmaktadir.

Sanal magaza sozlesmesi uygulamada giderek yayginlagsmakla birlikte, mevzuatta
diizenlenmis olmadigindan isimsiz sézlesmeler kategorisine dahildir. Bu nedenle s6zlesmeye
uygulanmast gereken hiikiimlerin tespiti bakimindan s6zlesmenin hukuki niteliginin ortaya
konulmas1 6nem tagimaktadir. Hukuki niteligin tespitinde taraflar arasindaki iliskinin mahiyeti
gdz Oniinde tutulmalidir. Sanal magaza sozlesmesine genel hatlariyla bakildiginda, Tiirk
Borg¢lar Kanunu’nda diizenlenen bazi s6zlesme tipleriyle benzerlik gosterdigi ifade edilebilir.
Ornegin sanal magaza niteligindeki internet sitesinin sahibi olan tarafin, hizmet saglayici ile
alic1 arasinda sozlesme kurulmasina imkan saglamasi bu sozlesmeyi simsarlik ve acentelik
sozlesmelerine yaklastirir. Ayrica, aract hizmet saglayicilarin ticari temsilci ya da ticari vekil

olabilme ihtimalleri de irdelenmesi gereken bir konudur. Ote yandan, internet ortamimnda
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faaliyet siirdiiren magazanin kullanim hakkmin ticret karsilig1 hizmet saglayiciya verilmesi kira
sOzlesmesini akla getirmektedir. Tiim bunlarin disinda, araci hizmet saglayicinin sézlesmedeki
ediminin bir is gérme edimi olarak kabul edilmesi durumunda vekalet sdzlesmesinin
uygulanma ihtimali gliindeme gelmektedir. Calismada Oncelikle sanal magaza s6zlesmesinin
taraflar1 ile bunlarin hak ve ylikiimliiliikleri genel hatlariyla izah edilecektir. Sonrasinda bu
sozlesmenin Kanunda yer alan bazi sdzlesme tipleri ile benzer ve farkli yanlar1 ele almarak

hukuki niteligine dair degerlendirmeler yapilmaya ¢aligilacaktir.

Anahtar Kelimeler: Sanal magaza, elektronik ticaret, isimsiz sdzlesmeler

LEGAL NATURE OF THE VIRTUAL STORE CONTRACT

The rapid expansion of electronic commerce in recent years has led to a significant
transformation in people's purchasing behaviour. In the past, it was necessary to physically visit
different stores to obtain the needed goods or services, but today it has become possible to
access many service providers from where we sit through the same website. This situation has
created the concept of virtual store, which allows many service providers to market their goods
and services over the internet and reach more buyers. Just as there are different people offering
similar goods and services together in places called shopping centres, this situation takes place
on the internet in virtual stores. Moreover, the virtual store offers the buyer the opportunity to
reach goods and service providers not only within the borders of the country but also in other
parts of the world. Therefore, it is possible to consider virtual stores as shopping centres on the
internet.

The contract established with the website owner by persons who want to offer goods or
services on the internet through a virtual store is called a virtual store contract. On one side of
the contract is the "intermediary service provider™ and on the other side is the "service provider".
The service provider is the person who markets goods or services by acquiring a virtual store
on the website. The intermediary service provider acts as an intermediary for the buyers to
obtain goods or services by allowing others to open a virtual store on its website.

Since the virtual store contract is not regulated in the legislation, it is included in the
category of nameless contracts. For this reason, the legal nature of the contract should be
determined in order to determine the provisions to be applied to the contract. In determining
the legal nature, the nature of the relationship between the parties should be taken into
consideration. When the virtual store contract is examined in general terms, it is similar to some
types of contracts regulated in the Turkish Code of Obligations. For example, agency,

brokerage, mandate and lease contracts are some of them. In this study, firstly, the parties to
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the virtual store contract and their rights and obligations will be explained in general terms.
Afterwards, the similarities and differences of this contract with some types of contracts in the

Law will be discussed and its legal nature will be evaluated.

Keywords: Virtual store, electronic commerce, nameless contracts
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HUKUKI BOYUTUYLA UZAKTAN TIP (TELETIP) HIZMETI
Nurcihan OZDOGAN"

Uzaktan Saglik Hizmetlerinin Sunumu Hakkinda Yonetmelik! (Yonetmelik) m.4
hiikkmiinde uzaktan saglik hizmeti tanimlanmig olup, Yonetmelik kapsaminda uzaktan saglik
yani telesaglik, teletip uygulamalarini da kapsayan genis bir anlamda ele alinmigtir. Teletip
esasen bilgi ve iletisim teknolojilerinin kullanilarak saglik profesyonelleri tarafindan uzaktan
tip hizmeti sunumu olarak ifade edilebilir. Teletip uygulamasinda uzaktan konsiiltasyon ve
uzaktan tedavi olarak tanimlanan tibbi hizmet sunum bi¢imleri 6nemli bir rol oynamaktadir.
Teletip ile ilgili ¢ok cesitli tanimlar yapilmakta olup, bunun en 6nemli nedeni teletip
uygulamalarinin bugiin sundugu olanaklar yelpazesidir.

Teletp kavrami Telematik kavraminin altinda yer almaktadir. Telematik,
telekomiinikasyon ve informatik kavramlarinin bilesiminden olusur ve iki alani birbirine
baglayan bir teknolojiyi tanimlar. Yani telematik bir telekomiinikasyon sistemi ve 6zel veri
isleme yardimiyla en az iki bilgi sisteminden gelen bilgileri birbirine baglama aracidir.

Teletip hizmeti iilkemizde fiilen birgok alanda uygulanmakta olup, bu hizmet kapsaminda
taraflar arasindaki hukuki iligkinin niteligi net degildir. Bununla birlikte bu alandaki tek
diizenlemenin de anilan Y®&netmelik oldugu ifade edilmelidir. Ote yandan teletip hizmeti
kapsaminda sunulan edimin tiiketime bagli edim oldugu durumlarda Mesafeli Sozlesmeler
Y énetmeligi’nin? de uygulama alani bulabilecegi goz 6niinde bulundurulmalidir. Kanaatimizce
teletip hizmetinin hukuki boyutlariyla birlikte kanun ile diizenlenmesi gerekmektedir. Ornegin
Almanya’da 14.10.2020 tarihli Hasta Verilerini Koruma Kanunu (Patientendaten-Schutz-
Gesetz— PDSQG) ile Sosyal Giivenlik Kanunu’nun 5. Kitabinda (Sozialgesetzbuch V) degisiklik
yapilmis ve hem Telematik hem de Teletip kavramlar1 yasada yer almistir. Zira hangi edimlerin
teletip hizmetine konu edilebilecegine iliskin getirilen sinirlama Ydnetmelik ile degil kanun ile
yapilabilir. Bu nedenle getirilen diizenlemelerin Ydnetmelik ile yapilmasi kanaatimizce uygun
degildir.

Teletip yani uzaktan tip hizmeti uygulamasinda hasta ile hekim arasindaki hukuki
iliskinin niteligi klasik hasta —hekim iliskisinden farkli olacaktir. Bu iliskinin sdzlesmeye
dayandig1 durumlarin ¢ogunda hazirlar aras1 bir szlesmenin varligindan bahsedilemeyecektir.
Sadece taraflar es zamanl iletisim kuruyorlarsa ve sdzlesme sadece bu es zamanli goriisme ile

siirli kalacaksa bu durumda hazirlar arasi bir s6zlesmeden bahsedilebilecektir. Ancak kamusal

* Dog. Dr., Cukurova Universitesi Hukuk Fakiiltesi, nurcinanozdogan@gmail.com
1 R.G: 10.02.2022 tarih ve 31746 sayil1.
2R.G: 27.11.2014 tarih ve 29188 sayil1.
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bir iligkinin olmadig1 durumlarda hasta ile hekim arasindaki sézlesme yine tedavi s6zlesmesi
olarak adlandirilacaktir. Bununla birlikte tedavi s6zlesmesinin tarafi olan hasta tiiketici olarak
kabul edilirse bu sozlesme mesafeli bir s6zlesme olarak da adlandirilacaktir. Kanaatimizce
tedavi so6zlesmesine konu olan tibbi edim, sahsa baglh sahsi edim niteliginde ise bu durumda
tibbi edimin tiiketime bagl edim karakteri bulunmadigi i¢in hasta, konumu ve sifat1 itibariyle
tiikketici olarak kabul edilemeyecektir. Eger sdzlesmenin tarafi hekim degil hastane ise bu
durumda da hekimin hastane ile olan hukuki iliskisine gore sozlesmenin niteligi
degisebilecektir.

Teletyp hizmeti pandemi ile birlikte adini sikca duymus oldugumuz bir kavram olsa da
kokeni 19. yiizyillin sonlarna dayanmaktadir. Ancak saglikta dijitallesme ile birlikte bu
hizmetin kapsammin da genisleyecegine iliskin kusku bulunmamaktadir. Bunula birlikte bu
alandaki yasal diizenlemelerin yetersizligi ve Ozellikle konunun hukuki boyutlar1 ile ele
almmamis olmasi bizi bu alanda ¢caligmaya sevk etmistir.

Anahtar Kelimeler: Teletip, tele saglik, uzaktan tip, e-saglik

REMOTE MEDICINE (TELEMEDICINE) SERVICE WITH A LEGAL
DIMENSION

Remote health service is defined in Article 4 of the Regulation on the Delivery of Remote
Health Services (“Regulation”), and within the scope of the Regulation it is handled in a broad
sense including remote health applications, namely telehealth, telemedicine. Telemedicine can
be expressed as remote health service delivery by health professionals using information and
communication technologies. In telemedicine practice, the forms of medical service delivery
defined as remote consultation and remote treatment play an important role. There are various
definitions of telemedicine, and the most important reason for this is the range of opportunities
offered by telemedicine applications today.

The concept of telemedicine is placed under the concept of Telematics. Telematics is
composed of the concepts of telecommunications and informatics, and it describes a technology
that connects these two fields. In short, telematics is a device that links information from at
least two different information systems with the help of a telecommunication system and special
data processing.

Telemedicine service is applied in many areas in our country, and the nature of the legal
relationship between the parties within the scope of this service is not clear. However, it should
be noted that the only regulation in this area is the aforementioned Regulation. On the other

hand, it should be taken into consideration that the Distance Contracts Regulation may also find
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an application area in cases where the performance executed within the scope of telemedicine
service is an act based on consumption. In our opinion, telemedicine service should be regulated
with law along with its legal dimensions. For example, in Germany, the Patient Data Protection
Law dated 14.10.2020 (Patientendaten-Schutz-Gesetz- PDSG) and the 5 Book of the Social
Security Law (Sozialgesetzbuch V) has been amended and both Telematics and Telemedicine
concepts have been included in the law. Because the limitation regarding which performances
can be subject to telemedicine service can be not stipulated by Regulation but by law. For this
reason in our opinion it is not appropriate to make the regulations introduced by the Regulation.

The nature of the legal relationship between the patient and the doctor in telemedicine,
namely remote medicine, service application will be different from the classical patient-doctor
relationship. In most of the cases where this relationship is based on a contract, it will not be
possible to mention the existence of a contract between inter praesentes. Only if the parties
communicate simultaneously and the contract will be limited to this simultaneous meeting, then
a contract between inter praesentes can be mentioned. But in cases where there is no public
relationship, the contract between the patient and the doctor will still be called a treatment
contract. However, if the patient who is a party to the treatment contract is accepted as a
consumer, this contract will also be called a distance contract. In our opinion, if the medical act
subject to the treatment contract is in the nature of a personal personal act, then the patient
cannot be considered as a consumer due to his position and title since the medical act does not
have the character of an act based on consumption. If the party to the contract is not the
physician but the hospital, then the nature of the contract may change according to the legal
relationship between the doctor and the hospital.

Although telemedicine service is a concept that we have heard frequently with the
pandemic, its origin dates back to the end of the 19" century. However, there is no doubt that
the scope of this service will expand along with the digitalization in health. However, the
inadequacy of the legal regulations in this area and the fact that the issue has not been handled
with its legal dimensions has motivated us to work in this area.

Keywords: Telemedicine, telehealth, remote medicine, e-health
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KiSISEL VERILERIN KORUNMASI KANUNUNA GORE KiSISEL VERILERIN
ISLENME SARTLARI

Omer ERGUN*

Kisisel verilerin islenmesinde basta 6zel hayatin gizliligi olmak tizere kisilerin temel hak
ve ozgilirliiklerini korumak ve kisisel verileri igleyen gercek ve tiizel kisilerin yiikiimliliikleri
ile uyacaklari usul ve esaslar1 diizenlemek amaciyla hazirlanan ve 07/04/2016 tarih ve 29677
saylli resmi gazetede yayimlanarak vyiirirlige giren 6698 numarali “Kisisel Verilerin
Korunmasi1 Kanunu”, verisi islenen gergek kisilere karsi kanunda belirtilen yiikiimliikleri
yerine getirmekte asli sorumlu olan “Veri Sorumlusu” sifatiyla “Veri Sorumlular1 Siciline”
kaydolma ytikiimliiliigii getirmistir.

Hem 6698 sayilt KVKK hem Tiirk Ceza Kanununun 135 ila 140 inc1 maddeleri temel
yasal dayanagini Anayasamizin 20. maddesinde yer alan “Ozel Hayatn Gizliligi ve
Korunmas1’’ ilkesinden almaktadir.

Basta da belirtildigi iizere veri sorumlusu sifatiyla veri isleyen gergek ve tiizel kisilerin
kisisel verilerin islenmesi sirasinda uyacaklar1 usul ve esaslarin belirlenmesi yoluyla kisisel
veri ihlallerinin en aza indirilmesi, toplumsal ve kurumsal farkindaligmm olusturulmasi ve
mahkemeler iizerinde olusabilecek is yiikiiniin azaltilmas1 amaglanmistir.

Kisisel verilerin islenmesi belirli sartlarin varligi halinde ancak miimkiin olmaktadir; agik
riza, kanunlarda agik¢a Ongoriilmesi, fiili imkansizlik, s6zlesmenin kurulmasi ve ifasi i¢in
gerekli olmasi, veri sorumlusunun hukuki yiikiimliiliiglinii yerine getirebilmesi i¢in zorunlu
olmasi, kisisel verilerin ilgili kisi tarafindan alenilestirilmis olmasi, kisisel verilerin
islenmesinin bir hakkin tesisi, kullanilmasi veya korunmasi i¢in zorunlu olmasi, veri islemenin
ilgili kiginin temel hak ve 6zgiirliiklerine zarar vermemek kaydiyla veri sorumlusunun mesru

menfaatleri i¢in zorunlu olmasi, kanununda diizenlenmistir.

Anahtar Kelimeler: Kisisel veri, 6zel hayatin gizliligi, agik riza

PERSONAL DATA PROCESSING CONDITIONS ACCORDING TO THE LAW ON
THE PROTECTION OF PERSONAL DATA

6698, which was published in the Official Gazette dated 07/04/2016 and numbered
29677, which was prepared in order to protect the fundamental rights and freedoms of
individuals, especially the privacy of private life, and to regulate the obligations and the
procedures and principles to be followed by the real and legal persons processing personal data

in the processing of personal data. The Law on the Protection of Personal Data has brought the

* Dr. Ogr. Uyesi, Dicle Universitesi Hukuk Fakiiltesi, Medeni Hukuk Anabilim Dal.
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obligation to register in the "Data Controllers Registry" as the "Data Controller”, who is
primarily responsible for fulfilling the obligations specified in the law against the natural
persons whose data is processed.

Both the KVKK No. 6698 and Articles 135 to 140 of the Turkish Penal Code take their
fundamental legal basis from the principle of "Privacy and Protection of Private Life" in Article
20 of our Constitution.

As stated at the beginning, it is aimed to minimize personal data violations, to create
social and institutional awareness, and to reduce the workload that may occur on the courts by
determining the procedures and principles to be followed by real and legal persons who process
data as data controllers during the processing of personal data.

The processing of personal data is only possible in the presence of certain conditions;
express consent, clearly stipulated in the law, actual impossibility, necessary for the
establishment and performance of the contract, mandatory for the data controller to fulfill its
legal obligation, the personal data being made public by the data subject, the processing of
personal data being mandatory for the establishment, exercise or protection of a right, It is
regulated in the law that data processing is compulsory for the legitimate interests of the data
controller, provided that it does not harm the fundamental rights and freedoms of the data

subject.

Keywords: Personal data, privacy, express consent
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SORUMLULUK HUKUKU BAGLAMINDA YAPAY ZEKA KAVRAMI:
IHTTYACLAR VE MUHTEMEL HUKUKI COZUMLER

Rabia YILDIRIM*
Yasin YILDIRIM™

Diinya yaklasik 30 yildan uzun bir siiredir keskin bir teknolojik doniisiim icerisindedir.
1990’11 yillarin basinda itibaren internetin ve haberlesme teknolojilerinin yayginlagmasi, biiytik
kitlelerce erisilebilir hale gelmesiyle baslayan ve dijitalizasyonun insan hayatinin her evresine
sirayet edecek sekilde devam eden siirecte, her gegen giin yeni gelismeler meydana
gelmektedir. Bu gelismeler arasinda belki de en ilginci yapay zeka (“YZ”) adi verilen ve akil
yiiriitme, genellemelerde bulunma, ge¢cmis tecriibelerden 6grenme, algoritmalar yardimiyla
sonuca varma gibi bir¢ok insansi yetiye sahip olan 6zel bilgisayarlar ya da bilgisayar kontrollii
robotlarm gelistirilmeleridir.

YZ teknolojileri giinlimiizde giivenlikten sagliga, tarimdan egitime kadar cok sayida
endiistride kendisine yer bulmakta ve insanlarin hayatlarma yardimci olacak sekilde
kullanilmaktadirlar. Ancak her yeni teknolojide oldugu gibi YZ konseptinde heniiz tam olarak
tanimlanmayan ve Ongoriilemeyen birgcok husus bulunmaktadir. Tiim bu bilinmeyenler
insanlar, sirketler hatta devletler i¢cin birtakim riskleri de beraberinde getirmektedir. Bu
minvalde, mevcut riskler arasinda en 6ne ¢ikanlardan biri YZ’nin kullanildig1 bir siiregte
meydana gelebilecek bir sorundan 6tiirii kimin, neden, ne oranda hukuken sorumlu olacagini
belirleyecek gliclii hukuki altyapilarin eksikligidir.

Diinya ¢apindaki mevcut ulusal hukuki diizenlemeler, YZ ile iliskili hizmetlerden ve
irlinlerden dogabilecek zararlara dair sorumluluk ve tazmin gibi konular1 tam olarak
karsilayacak nitelikte degildir. Oyle ki; bilinen hukuki diizenlemelerde zarara ugrayanmn
ugradigi zarar1 ispat etmesi gerekmekteyken YZ’ nin kullanildig1 bir olayda bunu yapabilmek
cok daha masrafli ve mesakkatli olacaktir. Yine YZ’nin s6z konusu oldugu bir davada kisa
zamanda sonu¢ alabilmek de normalden ¢ok daha uzun siirecektir. Kald1 ki bir sekilde
yargilama siireci baslasa dahi ad hoc sekilde yorumlanacak olan mevcut hukuki kurallarin YZ
ile iligkili olaylara uygulanmasi bir¢ok uyumsuz karar1 da beraberinde getirecek ve biiyiik bir
hukuki belirsizlige sebep olacaktir. Bu belirsizlik ise sadece bireyleri degil, kiiresel sirketleri

ve devletleri dahi menfi sekilde etkileyebilecek, ulusal ve uluslararasi pazarlara istikrarsizlik

* Cankir1 Karatekin Qpiversitesi Kursunlu Adalet MYO Qgretim Gorevlisi, rabiauzumcu@karatekin.edu.tr
™ Cankir1 Karatekin Universitesi Kursunlu Adalet MYO Ogretim Gorevlisi, yasinyildirim@karatekin.edu.tr
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getirebilecek, hukuki glivensizlige neden olacak, bilimin dinamizmine ve stireklili§ine de zarar
verebilecektir.

Biitiin bu risklerin farkinda olan ve dijitalizasyon konusunda bugiine dek bir¢ok devrim
niteliginde adim atan Avrupa Birligi, tam da bu sorunlara ¢6ziim olacak yeni bir siire¢ daha
baslatmis ve 28.09.2022 tarihli, 2022/0303 numarali ve “YZ’ve Dair Gayriakdi Hukuki
Sorumluluk Kurallarr” isimli direktif taslagmi yayinlanmistir. Bahsi gecen taslak direktif 9
madde ve 33 resitalden ibaret olup bir yandan YZ konseptine dair temel kavramlar1 agik¢a
tanimlayip diger yandan da kanit toplama, aksi ispatlanabilir karinelere yer verme, kusurun
varlig1 halinde illiyet bagin1 ortaya koyma gibi sorumluluk hukukuna dair temel prensipleri
ihtiva etmektedir. Her ne kadar heniiz yiiriirliige girmemis olsa da, taslak direktif sorumluluk
hukuku baglaminda YZ ile iliskili olaylarda sorun tanimlama ve ¢6ziim bulma noktasinda
devrim niteliginde hiikiimler 6ngordiigiinden dolay1 bir AB aday iilkesi olan Tiirkiye’ye ve
diger tllkelere gerekli yasal diizenlemeleri yapmada rehberlik etmekte ve Ornek teskil
etmektedir. Gerek diinyada ve gerekse Tiirkiye’de, mezkir AB taslak direktifi ile benzer
mahiyette diizenlemelerin yapilmasi ve yiirlirliige konulmasi, saglikli bir hukuki altyapinin
tesis edilmesi ile birlikte yukarida bahsi gecen hukuki sorunlarin ve risklerin Oniine
gecilebilecegi, genel hukuki giivenligin arttirilabilecegi, YZ’nin kullanildig1 is sahalarinda
endiistriyel dinamizmin elde edilebilecegi, bireylerin, kurum ve kuruluslarin daha iyi
korunabilecegi, siber kirilganliklarin engellenebilecegi ve yeni bilimsel gelismelerin hiz

kazanacagi diistiniilmektedir.

Anahtar Kelimeler: Yapay zeka, sorumluluk, diizenleme, Avrupa Birligi

THE CONCEPT OF ARTIFICIAL INTELLIGENCE IN THE CONTEXT OF CIVIL
LIABILITY LAW: NEEDS AND POSSIBLE LEGAL SOLUTIONS

The world has been in a sharp technological transformation for more than 30 years. In
the process, which started with the widespread use of the communication technologies and
making them accessible to large masses since the early 1990s, and continues to spread to every
stage of human life, new developments are occurring gradually. Perhaps the most interesting
of these developments is the development of special computers or computer-controlled robots

called artificial intelligence (“AlI”), which have many human-like abilities.

Today, Al technologies find their place in many industries, from security to health, from
agriculture to education, and are used to help people's lives. However, as in every new
technology, there are many aspects in the Al concept that are not yet fully defined and

unpredictable. All these unknowns bring some risks for people, companies and even
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governments. In this context, one of the most prominent risks among the current risks is the
lack of strong legal infrastructures that will determine who will be legally liable for a problem
that may occur in a process where Al is used.

Current national legal regulations around the world do not fully cover issues such as
liability and compensation for damages that may arise from Al-related services and products.
So that; while in the known legal regulations, the injured person has to prove the damage he
has suffered, it will be much more costly and difficult to do this in an event where Al is used.
Again, in a case involving Al, it will take much longer than usual to get results in a short time.
Moreover, even if the trial process somehow starts, the application of the existing legal rules,
which will be interpreted in an ad hoc manner, to Al-related events will bring many
incompatible decisions and cause a great legal uncertainty. This uncertainty may adversely
affect not only individuals but also global companies and states, cause instability in national
and international markets, cause legal insecurity, and damage the dynamism and continuity of

science.

Thus, the European has published a draft directive dated 28.09.2022 and numbered
2022/0303. The said draft, on the one hand, clearly defines the basic concepts of the concept
of Al, on the other hand, it contains the basic principles of liability law such as collecting
evidence, giving place to disprovable presumptions, revealing the causal link in case of fault.
Even though the draft has not been enacted, in the context of liability law, it guides and sets an
example for Turkiye and other countries in making the necessary legal arrangements, by
introducing revolutionary provisions in identifying problems and finding solutions in Al-

related incidents.

It is thought that, legal problems and risks can be prevented, general legal security can
be increased, industrial dynamism can be achieved, individuals, institutions and organizations
can be better protected, vigorous legal infrastructure can be established, cyber vulnerabilities
can be barred, and new scientific developments will be accelerated, both in the world and in

Turkiye, by enacting regulations similar to the aforementioned draft.

Keywords: Artificial intelligence, civil liability, regulation, European Union
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KONUT VE CATILI iSYERI KiRA SOZLESMELERINDE, AKILLI SOZLESME
SISTEMININ UYGULANABILIRLIiGi

Remzi DEMIR*

Toplum halinde yasayan insanlar arasinda diizeni ve barigi saglayan hukuk, insan aklinin
bir sonucudur. Teknolojinin gelismesine kosut olarak ticari faaliyetlerin, yatirimlarin ve temel
hukuk s6zlesmelerinin 6nemli bir kismi internet ya da diger teknolojik uygulamalar tizerinden
yapilmaktadir. Akilli s6zlesmeler, blokzincirler ve kripto paralar bu teknolojik uygulamalarin
birer ornegidir. Akilli sozlesmeler, geleneksel sézlesmeler gibi taraflar arasindaki hak ve
bor¢lar1 diizenler. Geleneksel sozlesmelerden farkl olarak akilli s6zlesmeler, sozlesmede
kararlastirilan kosullarin gergeklesmesi halinde edimleri otomatik olarak ifa etme 6zelligine
sahiptir. Algoritmik kodlardan olusan akilli s6zlesmelerin bu o6zelligi sebebiyle, akilli
sozlesmelerin hazirlanmasi daha kisa siirmektedir. Ust diizey giivenlik sistemiyle donatilan
blokzincir teknolojisinin uygulandigi akilli s6zlesmelerin, herhangi bir kisi ya da kurum
tarafindan degistirilmesi, yok edilmesi ya da tahrif edilmesi teknik olarak zordur. Akill
sozlesmeler, tiglincii kisilerin araciligmi ortadan kaldirdigi igin sézlesmelerden kaynaklanan
borglar otomatik olarak ifa edilmektedir.

Kira sozlesmesinin tanimi, Tiirk Bor¢lar Kanunu’nun 299. maddesinde yapilmistir. Buna
gore, kiracinin 6demeyi taahhiit ettigi kira bedeli karsiliginda kiraya verenin, belirli ya da belirli
olmayan bir siire i¢in bir seyin kullanilmasini ya da kullanilmasiyla birlikte ondan
yararlanilmasini kiraciya birakmay1 tstlendigi s6zlesmeye kira sozlesmesi denir. Bu tanim,
konut ve catili igyeri kirasin1 da kapsamaktadir. Kira sozlesmesi siirekli borg iligkisi
dogurdugundan, kira sdzlesmesinin sona ermesi Kanun’da ayrintili olarak diizenlenmistir.
Tirk Borglar Kanunu’nun 315. maddesine gore kiraci, kira bedelini 6deme borcunu yerine
getirmezse, kiraya veren kiraciya yazili olarak bir siire verir. Kiracmin bu siire i¢inde kira
bedelini 6denmemesi durumunda s6zlesmeyi feshedecegi bildirilebilir. Kiractya verilecek siire,
konut ve catili igyeri kiralarinda en az otuz giindiir. Oysa kira iligkisinin akilli s6zlesmeye
dayanarak kurulmasi halinde, taraflar arasinda yasanacak anlagsmazliklarin ¢6ziimii minimize
olacaktir. Soyle ki, akilli kira s6zlesmesiyle bir ev kiralayan kiracinin 6demeyi gerceklestirmesi
iizerine, kiraya verene ait olan evin anahtar sifresi kiraciya teslim edilir. Boylece kira
sozlesmesinin kosullar1 saglanir. Sayet kiraci herhangi bir aym 6demesini yapmadigi takdirde

kendisine saglanan sifre iptal edilir. Bunun iizerine kiracinin kiralanan konut ya da catil

* Dr., Ankara Bolge Adliye Mahkemesi Uyesi, ORCID: 0000-0001-6025-5476.
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isyerine giris hakki ortadan kalkabilecektir. Kira sozlesmesinin akilli sekilde kurulmasiyla,
sistem Kira bedeli 6denince kiraciya anahtara erisim hakkini yeniden temin eder.

Akill kira s6zlesmesinin aracilar1 ortadan kaldirmasi sebebiyle, hem zamandan hem de
masraftan tasarruf edilir. S6zlesmenin yazim dili algoritmik kodlamalardan olustugu igin,
sOzlesmede kullanilan ifadeler basit, agik ve kesindir. S6zlesme yoruma muhta¢ olmadigindan,
sOzlesme biiyiik bir agiklik ve kesinlik i¢ginde taraflarin belirledigi dogrultuda ilerler. Blokzincir
sistemindeki dagitik deftere kaydolan akilli kira sozlesmesi, taraflara seffaflik ve teyit
edilebilirlik saglar. Geleneksel sozlesmelerde uygulanan hiikiimlerin akilli s6zlesmelerde
uygulanmasinin oniinde teknik bir engel yoktur.

Kanun tarafindan siireye bagl olarak belirlenen hususlarda, akilli kira sdzlesmesindeki
kodlarin devreye girerek geleneksel kira sdzlesmesine dair yasal diizenlemelere uygunluk
saglanabilecektir. Ancak konut ve ¢at1 isyeri kira sézlesmesinin olaganiistii fesih yoluyla sona
erdirilmesi 6nem arz etmektedir. Zira akilli kira s6zlesmeleri ile taraflar, iradelerini 'if that then
that', yani 'eger su kosul gerceklesirse bunu yap' seklinde bir koda yazarlar. S6zlesme siiresi
icinde degisen sartlar ya da ortaya ¢ikan miicbir sebeplere ragmen kod sabittir. Konut ve catili
igyeri kira sozlesmelerine dair Kanun hiikiimleri, sosyal devleti ilkesini yansitmaktadir.
Konuyla 1ilgili yasal diizenlemeler, ekonomik yonden zayif olan kiraciyr korur ve emredici
hiikiim niteligindedir. Tiirk Borglar Kanunu’nun 347. maddesinin 3. fikrasina gore, “Genel
hiikiimlere gore fesih hakkinin kullanilabilecegi durumlarda, kiraya veren veya kiraci
sozlesmeyi sona erdirebilir’. Kanun’un 331. maddesinin 1. fikrasima gore, konut ve catili kira
sOzlesmelerinde taraflarin, kira iligkisinin devamini ¢ekilmez hale getiren 6nemli sebeplerin
varligi halinde fesih hakki bulunmaktadir. Ancak Onemli sebebin igerigi Kanun’da
belirtilmedigi gibi, akilli kira sdzlesmesinde bu hususun kodlanmasi da zordur. Hangi
davranisin kira iligskisinin devamini ¢ekilmez hale getirecegini ya da bu durumu kimin takdir
edecegi kodlanamaz. Bunun gibi takdir hakkinin kullanilacagi haller s6z konusu oldugunda
akilli kira s6zlesmeleri degistirilemez. Bu hususla ilgili net bir ¢oziim bulunmamaktadir.
Fikrimce taraflar kodlanamayan hususlarda akilli kira sodzlesmesinden kaynaklanan
uyusmazliklarda dava acabilirler. Hakim, akilli kira s6zlesmenin uyarlanmasina kanaat
getirirse, taraflarm hakimin vermis oldugu bu karar1 uygulayarak blokzincire tasimalari
yeterlidir. Boylelikle kiract lehine konulmus yasal hiikiimlerin dolanilmasinin 6niine
gecilecektir. Gergek kisi olan kiracinin 6liimii ya da tacirin iflas1 hallerinde, bunlar resmi
sicillere kayit edileceginden akilli kira sdzlesmelerinin bu sicillere serh edilmesi halinde
sozlesmenin olaganiistii sebeple feshi saglanabileceklerdir. Bu olasiliklara dayanan akilli kira

sozlesmelerinin olaganiistii feshin diger sartlarmmn gerceklesmesi yeterlidir. Onerimiz
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blokzincir ve akilli s6zlesmelerin avantaj ve dezavantajlarinin degerlendirilmesi suretiyle,
kiiresel teknolojinin hukuk diinyasina entegre edilmesidir. Unutulmamalidir ki, bu entegrasyon
hukuk, bilim ve teknolojinin isbirligiyle miimkiindiir.

Anahtar Kelimeler: Akilli s6zlesmeler, blokzincir, kira sézlesmesi, kiraya veren, kiraci

THE APPLICABILITY OF THE SMART AGREEMENT SYSTEM IN HOUSING
AND WORKPLACE WITH ROOF LEASE AGREEMENTS

Law, which ensures order and peace among people living in society, is a result of human
reason. In parallel with the development of technology, a significant part of commercial
activities, investments and basic legal contracts are made over the internet or other
technological applications. Smart contracts, blockchains and cryptocurrencies are examples of
these technological applications. Smart contracts regulate rights and obligations between
parties like traditional contracts. Unlike traditional contracts, smart contracts have the ability
to perform actions automatically if the conditions agreed in the contract are fulfilled. Due to
this feature of smart contracts consisting of algorithmic codes, the preparation of smart
contracts takes less time. It is technically difficult to change, destroy or falsify smart contracts,
which are equipped with a high-level security system, and where blockchain technology is
applied, by any person or institution. Since smart contracts eliminate the intermediation of third
parties, debts arising from contracts are fulfilled automatically.

The definition of the lease agreement is made in Article 299 of the Turkish Code of
Obligations. Accordingly, the lease agreement is the contract in which the lessor undertakes to
let the lessee to use something for a certain or indefinite period or to make use of it together
with its use, in return for the rental fee that the lessee undertakes to pay. This definition also
includes the rental of residential and roofed workplaces. Since the lease contract creates a
permanent debt relationship, the termination of the lease contract is regulated in detail in the
Law. According to article 315 of the Turkish Code of Obligations, if the lessee does not fulfill
his obligation to pay the rent, the lessor gives the lessee a period in writing. If the tenant does
not pay the rent within this period, it may be reported that he will terminate the contract. The
period to be given to the tenant is at least thirty days for residential and roofed workplace
rentals. However, if the rental relationship is established based on a smart contract, the
resolution of disputes between the parties will be minimized. Namely, upon the payment of the
tenant who rents a house with a smart lease agreement, the key code of the house belonging to
the lessor is delivered to the tenant. Thus, the terms of the lease agreement are met. If the tenant

does not pay for any month, the password provided to him will be cancelled. Thereupon, the
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tenant's right of entry to the rented residence or roofed workplace may be removed. With the
intelligent establishment of the lease, the system reassures the tenant of access to the key once
the rental fee has been paid.

Because the smart lease agreement eliminates intermediaries, both time and expense are
saved. Since the written language of the contract consists of algorithmic coding, the expressions
used in the contract are simple, clear and precise. Since the contract does not need
interpretation, the contract proceeds with great clarity and certainty in the direction determined
by the parties. The smart lease contract, which is registered in the distributed ledger in the
blockchain system, provides transparency and confirmability to the parties. There is no
technical obstacle to the implementation of the provisions applied in traditional contracts in
smart contracts. In the smart lease agreement, it is sufficient that the debts of the parties, the
lease term, the time of performance and the reasons for terminating the contract are coded and
added to the software.

In matters determined by the law depending on the duration, the codes in the smart lease
contract will be activated and compliance with the legal regulations regarding the traditional
lease contract will be achieved. However, it is important to terminate the residential and roof
workplace lease agreement through extraordinary termination. Because with smart lease
contracts, the parties write their will in a code like “if that then that”, that is, “do this if the
following condition is met”. Despite changing conditions or force majeure during the contract
period, the code is fixed. The provisions of the Law on housing and roofed workplace rental
agreements reflect the principle of the social state of law. The legal regulations on the subject
protect the economically weak tenant and are in the nature of a mandatory provision. According
to the 3rd paragraph of Article 347 of the Turkish Code of Obligations, "In cases where the
right of termination can be exercised according to the general provisions, the lessor or the
lessee may terminate the contract™. According to paragraph 1 of article 331 of the Law, the
parties have the right to terminate in housing and roofed rental agreements in the presence of
important reasons that make the continuation of the rental relationship unbearable. However,
as the content of the important reason is not specified in the Law, it is also difficult to code this
issue in the smart lease agreement. It cannot be coded which behavior will make the
continuation of the tenancy relationship unbearable or who will appreciate this situation. In
cases where discretion is exercised like this, smart lease contracts cannot be changed. There is
no clear solution for this issue. In my opinion, the parties can file a lawsuit in disputes arising
from the smart lease agreement in matters that cannot be coded. If the judge decides to adapt

the smart lease agreement, it is sufficient for the parties to apply this decision made by the
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judge to the blockchain. In this way, fraudulent legal provisions in favor of the tenant will be
prevented. In the event of the death of the real person tenant or the bankruptcy of the merchant,
since these will be registered in the official registries, if the smart lease contracts are annotated
to these registries, the contract can be terminated for extraordinary reasons. It is sufficient to
fulfill the other conditions of extraordinary termination of smart lease contracts based on these
possibilities. Our recommendation is to integrate global technology into the legal world by
evaluating the advantages and disadvantages of blockchain and smart contracts. It should not
be forgotten that this integration is possible with the cooperation of law, science and
technology.

Keywords: Smart contracts, blockchain, rental contract, renter, lessee
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DiJITAL CAGDA AKILLI OYUNCAKLAR VE COCUGUN KIiSiLiK HAKLARININ
KORUNMASI

Seda GAYRETLI AYDIN*

Cocuklar milattan dnce tastan tahtadan dogal maddelerden yapilan el yapimi oyuncaklarla
oynarken endiistri devrimi ile seri liretilmis oyuncaklarla oynamaya baglamistir. Dijital cagin
oyuncaklar1 ise akilli oyuncaklardir. Akilli oyuncaklar en basit tanimiyla yapay zeka sistemleri
veya nesnelerin interneti (Iot) entegre edilmis oyuncaklardir. Akilli oyuncaklari diger
teknolojik oyuncaklardan ayiran 6zellikler ¢evreleri hakkinda sensorleriyle veri toplamalari
bunlar1 bulutta depolayabilmeleri ve edindikleri bilgilerle muhakeme yapabilip harekete
gecebilmeleridir. Akilli oyuncaklarin farkli tiirleri bulunmaktadir. Bazilar1 ¢ocuklarla
arkadaslik yaparken bazilar1 ise makine 6grenmesi yontemiyle ¢ocuklarin 6grenmesine katkida
bulunabilmektedir. Bu tiir oyuncaklar kameralar1 ile goriintii, hoparlorleri ile ses tanima,
sensOrleriyle konum belirleme ve hareket algilama gibi oOzelliklere sahiptirler. Akilli
oyuncaklar, ¢ocuklarin sesini, goriintiisiinii, konumu hareketlerini sorularin1 cevaplarini
anlattiklar1 giinliik olaylar1 sevdigi rengi, yemegi aile bilgilerini egitim bilgilerini gibi ¢cocuga
iligkin bir¢ok kisisel veriyi depolayabilme 6zelliklerinden dolay1 ¢ocuklarin kisisel haklarini
ihlal etme potansiyeline sahiptir. internet ortaminda depolanan bu verilerin giivenlik acig1
nedeniyle kotliye kullanimi s6z konusu olabilir. Hatta bu tiir oyuncaklarin ¢ocuklar1t manipiile
edebilecegi gercegi de goz ardi edilmemelidir.

Cocuklarin da yetigkinler gibi 6zel hayatlarinin, aile hayatlarinin gizliliginin, kisisel
haklarinin ve kisisel verilerinin korunmasina iliskin haklar1 oldugu unutulmamalidir. Ozellikle
kii¢iik ¢cocuklar diger insan gruplarina gére daha zayif konumda oldugundan daha gii¢lii hukuki
korunmaya ihtiya¢ duyarlar. Cocuk haklarini giivenceye alan en kapsamli Birlemis Milletler
Cocuk Haklar1 Sozlesmesi (BMCHS) basta olmak iizere bir¢cok uluslararast anlasma
bulunmaktadir. Birlesmis Milletler BMCHS de belirlenen ¢ocuk haklarmin dijital ortamda da
gecerli oldugunu kabul eden Genel Agiklama No 25°12021 yilinda kabul etmistir. Ancak yapay
zeka sistemlerinin ¢ocuklar ve ¢ocuk haklari iizerindeki etkileri konusunda ¢alismalar kisitlidir.
UNICEF, gocuklar i¢in yapay zeka projesi kapsaminda ¢ocuk merkezli yapay zeka sistemleri
olusturmak hedefi ile ¢ocuklarin verilerinin ve 6zel hayatlarmin korunmasini da igeren 9
maddeden olusan politik rehber gelistirmistir. 2022°de heniiz yayinlanan Avrupa Komisyonu
Yapay Zeka ve Cocuk Haklar1 Raporunda cocuk haklarin1 destekleyen yapay zeka

politikalarida bes ana gereksinim belirlenmistir. Bu gereksinimlerin dordiinciisiinii ¢ocuklarin
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giivenligi, verilerinin korunmasi ve 6zel hayat1 olusturmaktadir. Amerika Birlesik Devletleri
2000 yilinda ¢ocuklarin kisisel verilerinin ¢evrimigi iglenmesini de konu alan 1998 tarihli
Cocuklarin Cevrimi¢i Gizliliginin Korunmasi Kanununu (COPPA) yiiriirliige sokmustur. 2018
tarihli Avrupa Birligi Genel Verilerin Korunmasi Tiiziigii ilk defa ¢ocuklarin kisisel verilerinin
islenmesine iliskin diizenlemeye yer vermistir. Ancak iilkemizde Amerika Birlesik Devletleri
ve Avrupa Birliginin aksine ¢ocuklara 6zel ¢ocuklarin kisisel verilerin korunmasina iligkin bir
diizenleme bulunmamaktadir. Cocuklarin kisisel verilerinin ve kisilik haklarinin korunmasi
konusunda i¢ hukukumuzda Medeni Kanun ve Kisisel Verilerin Korunmasina iligkin Kanun’un
genel hiikiimlerinden faydalanmak miimkiindiir. Bu c¢alismada akilli oyuncaklardan
kaynaklanabilecek ¢ocuklarin kigilik haklar1 ihlalleri, 6zellikle cocugun giivenligi, mahremiyet
hakki ve ¢cocugun kisisel verilerin korunmasi konusunda mevzuatimizin ¢gocugun iistiin yarari
gozetilerek giiclendirilmesi savunulmaktadir.

Anahtar Kelimeler: Akilli oyuncaklar, ¢ocuk haklari, cocugun kisilik haklar1, ¢cocugun kisisel

verilerin korunmasi, yapay zeka ve ¢ocuk

SMART TOYS AND PROTECTION OF CHILDREN’S PERSONAL RIGHTS IN THE
DIGITAL ERA

Children used to play with handmade toys made from natural materials like stones and
wood before common era, after the industrial revolution they started to play with the serially
manufactured toys. The toys of the digital age are the smart toys. Smart toys are toys with
integrated artificial systems or internet of things. The differences between smart toys and other
technological toys are their ability to collect data from their environment storing the information
in the cloud, and reasoning.There are different types of smart toys. Some of them can company
children, and others are able to assist children to learn with machine learning. Smart toys also
can store children’s personal data such as their view voice answers questions stories family
relations favorite color, favorite food and exc. Storing in clouds feature of smart toys are a
danger of to children’s personal rights and cyber security. Moreover, the risk of the
manipulation of the children by the smart toy should not be ignored.

Children also have personal rights, privacy, personal data protection rights just like adults.
However especially young children need stronger legal protection than adults since they are a
fragile group, and they need to be protected. There are number of international agreements
protects the child rights, and the most comprehensive one is the United Nations Convention on
the Rights of the Child. In 2021, UN recognized that children rights are also effective in the

digital environment with its Comment no 25. However, the studies on the effect of the Al on
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the child and child rights are limited. As a part of its Al for children project, in order to develop
a child centered Al, UNICEF developed a policy guidance consisting of 9 requirements. Fourth
requirement is on protection of children’s data and privacy. In 2022, European Commission
published a report on Artificial Intelligence and Rights of Child and determined five
requirements including privacy, data protection and safety. In 1998 the United States of
America issued a federal law related to protection of child’sdata called Child Online Privacy
and Protection Act, and it entered into force in 2000. In 2018, European Union General Data
Protection Regulation had an article related to processing child’s personal data for the first time.
However, in our country there is no specific regulation related to child’s data protection
contrary to the USA and EU. Protection of the child’s personal rights and personal data is
possible under the general terms of the Turkish Civil Code and Protection of the Personal Data
Code. This work suggest that our legislation should be stronger in order to provide a better
solution for the threats of the smart toys regarding to child’s privacy, security and data
protection.

Keywords: Smart toys, children’s privacy right, child’s personal rights, child’s personal data,

artificial intelligence and children
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COCUGUN ANNE VE BABASINA KARSI SOSYAL MEDYADA GORUNUR
OLMAMA HAKKI

Sera Reyhani YUKSEL"

Giiniimiizde yasanan teknolojik gelismelerle birlikte sosyal medya giinliik yasantimizin
olmazsa olmazlarindan biri haline gelmistir. Bu anlamda kisilerin sadece bizzat kendilerine ait
olani degil, ¢ocuklarina ait goriintiileri, fotograflari, videolar1 vb paylasmalar1 yaygm bir hal
almistir. Hatta cocugun dogumundan baslayarak her ani, banyo yaparken ki mahrem goriintiileri
dahil olmak {izere sosyal medyada yaymlanmaktadir. Halbuki ¢ocukla ilgili bu degerlerin
yaygin olarak paylasilmasi cogu zaman onun kisilik hakkinin ihlali sonucunu dogurmaktadir.
I¢cinde bulunulan zamana gére esnek yorumlanmasi gereken kisilik hakki, kisinin sirf kisi
olmasi dolayisiyla sahip oldugu, yasami, beden biitiinligli, saghgi, gizli ve 6zel hayati, onuru,
sayginligi, ismi, resmi ve sesi gibi benligini olusturan tiim maddi ve manevi degerleri
iizerindeki hakkidir. Cocugun sosyal medyada goriiniir olmama hakkini en ¢ok ihlal etmesi
thtimal dahilinde olanlar velayet hakkina sahip anne ve babasidir. Bu nedenle anne ve babanin
cocugun sosyal medyada olmama hakkima uymalar1 olduk¢a 6nemlidir. Anne-baba ve ¢ocuk
arasindaki iliskide herhangi birinin digerine {istiinliigii s6z konusu olmayip her biri bu iliskide
esit hak siijesi olarak yer alir. Bu anlamda anne ve baba ile ¢ocuk birbirinin esitidir ve cocugun
tipk1 diger yetiskinler gibi kisiligini olusturan tiim degerleri tizerinde hakki vardir. Cocugun
sosyal medyada goriiniir olmamayi istemek de onun kisilik hakki ¢ergevesinde sahip oldugu bir
haktir. Ustelik cocukla ilgili yapilan paylasimlarin ¢ocuk istismarindan, pornografiye, hatta
cocuk kacirmalara kadar varabilecek rizikolar1 diistiniildiigiinde onun sosyal medyada goriiniir
olmamay1 isteme hakkimin oncelikli olarak taninmasi ve gerektiginde anne/babaya kars1 dahi
korunmasi gerekmektedir. Ciinkii bu bilgilerin ¢ocugun tiim hayat1 boyunca sosyal medyada
kalmasi s6z konusu olmaktadir. Diger bir ifadeyle, bu dijital izler onlar1 yasamlar1 boyunca
takip etmektedir. Dolayistyla ¢ocukla ilgili sosyal medya paylasimlarinda bulunurken ¢ok
dikkatli davranmak gerekmektedir. Anne ve baba tarafindan bu hakkin ihlali halinde ¢ocugun
hem TMK m. 25 ¢ercevesinde koruyucu davalardan hem de velayet hakki kapsaminda TMK
m. 346 vd hiikiimlerinden yararlanma imkani1 bulunmaktadir.

Anahtar Kelimeler: Sosyal medya, ¢ocuk, ¢ocugun kisilik hakki, kisilik hakki ihlali
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THE CHILD'S RIGHT TO NOT TO BE ON SOCIAL MEDIA AGAINST THE WISH
OF THEIR PARENTS

Social media has become one of the most ubiquitous elements in our daily lives with the
advances in technology. Here it has become a common habit for people to share photos, videos
etc. not only of themselves but also of their children. Some people even post every moment of
their child from his or her birth including private moments such as while having a bath.
However sharing of such values of the child frequently results in the violation of the child's
personal rights. Personal right which should be interpreted flexibly according to the times we
are in is one's right concerning all of his or her material and spiritual values that create his or
her identity such as bodily integrity, health, private and personal life, dignity, reputation, name,
visual and audio recordings. The people who are most likely to violate the right of a child to
not to be on social media are the child's parents. Therefore it is very important that parents
respect the right of the child to not to be on social media. No one is superior to others in the
relationship between a child and the child's parents and each of them has equal rights. In this
context, the mother, father and the child are all equal and the child, like all other adults, has the
right on all the values that his or her personality is built on. And it is the personal right of the
child to not to want to be on social media. Moreover, considering that fact that posts about the
child have many risks including child abuse, pornography and even child abduction, the child's
right to not to be on social media should be respected as a priority and the child should be
protected even from his or her parents if necessary. Because all this information about the child
will stay on the social media for the rest of the child's life. In other words, these digital footprints
will follow the child for the rest of his or her life. Therefore, people should be careful when
posting things about their children on social media. In the event that a child's parents violate the
child's right about this, the child is entitled to ask for protection in accordance with the article
no 25 of the Turkish Civil Code and has the rights as described in the provisions of the article
no 346 of the same code concerning custody rights.

Keywords: Social media, child, child's personal right, violation of personal right
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KRIPTO VARLIKLARIN MIiRAS YOLUYLA MIiRASCILARA INTIKALI
Simge AKSU KAYACAN"

I¢inde yasadigimiz dijital ¢agda teknolojinin gelisme hiz1 her gegen giin artmaktadir.
Neredeyse her islemi dijital ortamda gergeklestirilebilmekte oldugumuz bugiin malvarligi da
dijitallesmekte, bu cergevede dijital malvarligi kavrami tanimlanmakta ve incelenmektedir.
Glinlimiizde yasanan teknolojik gelismeler ile birlikte ortaya ¢ikan ve bir dijital varlik olarak
dijital malvarlig1 degeri haline gelen kripto varliklar, sagladig: ¢esitli yararlar nedeniyle tiim
diinyanm ilgi odag1 haline gelmis olup, bircok kullanici tarafindan da tercih edilmektedir. ilk
ve bugline kadarki en popiiler kripto varlik, Bitcoindir. Bugiin ise diger bir¢ok kripto varligin
olusturulmasmin temelini saglayan Bitcoin’i ¢cok sayida alternatif kripto varlik takip etmistir.
Kripto varliklar kullanicilar1 bakimindan gesitli faydalar saglamakla birlikte, beraberinde ¢esitli
riskler de tasimaktadir. Gerek uluslararasi gerekse ulusal diizeyde hakkinda yeterli hukuki
diizenleme bulunmayan kripto varliklara iliskin hukuki uyusmazliklarin ¢éziimlenmesi igin
gerekli hukuki diizenlemelerin yapilmasi ka¢milmaz bir hal almigtir.

Kripto varlik kullanicilarmin 6liimii halinde sahip olduklar1 kripto varliklarin akibetinin
ne olacagi, kripto varliklara iligkin karsilasilan 6nemli sorunlardan birisini olusturmaktadir. Bir
kimsenin 0liimii ile malvarlig1 mirasgilarina gececegi i¢in, kural olarak 6len kisinin malvarligi
ile mirasgilarina gecen terekesi birbirine esittir. Fakat bazen 6lenin malvarligi ile mirasgilarina
gecen terekesi birbirine esit olmayabilir. Bu noktada, kripto varlik kullanicilarinin 6limleri
halinde malvarliklarinda yer alan kripto varliklarin terekede yer alip almayacagi, dolayisiyla
miras yoluyla mirascilara intikal edip etmeyecegi, eger intikal ediyorsa bu intikalin hangi
esaslar uyarinca gercekleseceginin agikliga kavusturulmasi gerekmektedir.

Bu bildirinin amaci, kullanicilarmin 6limii halinde kripto varliklarmm miras yoluyla
miras¢ilara intikali konusunu degerlendirmektir. Konuyu degerlendirmek bakimindan
tebligimizde ilk once gerekli oldugu Olgiide ve genel olarak kripto varlik kavramini ve
terminolojiyi, baslica kripto varlik tiirlerini ve kripto varliklarin temel 6zelliklerini agiklayacak,
ardindan kullanicilarmin 6limii halinde kripto varliklarmm mirasg¢ilara intikali konusunu ele
alarak degerlendirecek, bu baglamda kripto varlik kullanicilarmm o6liimleri halinde
malvarliklarinda yer alan kripto varliklarin terekede yer alip almayacagi, dolayisiyla miras

yoluyla mirascilara intikal edip etmeyeceginin, eger intikal ediyorsa bu intikalin hangi esaslar

* Dr. Ogr. Uyesi, Izmir Katip Celebi Universitesi, Hukuk Fakiiltesi, Medeni Hukuk Anabilim Dali,
simge.kayacan@ikc.edu.tr

340



Uluslararasi Dijital Cadda Hukuk Sempozyumu Ozet Bildiri Kitabi

uyarinca gerceklesecegini agikliga kavusturacagiz. Ayrica, uygulamada mirasgilarin
karsilasabilecegi sorunlar1 6nlemek adina ¢6ziim Onerilerinde de bulunmaya c¢alisacagiz.

Anahtar Kelimeler: Kripto varlik, dijital varlik, dijital malvarligi, miras, tereke

TRANSFER OF CRYPTO ASSETS TO HEIRS BY INHERITANCE

In the digital age we live in, the speed of development of technology is increasing day by
day. Today, where almost every transaction can be carr